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Abstract—We study the arbitrarily varying wiretap channel
(AVWC) under average error criterion when external common
randomness (CR) can be used between the legitimate parties.
We consider three scenarios: In the first one the CR is known
to the eavesdropper, in the second it is not known to her and
in the third there is no CR available. For the second scenario,
we prove a complete coding theorem. For the third scenario it is
known that the capacity function is discontinuous. We prove that
it is nonetheless stable in the sense of being continuous around
its positivity points. We characterize the points of discontinuity
in terms of continuous functions. We then give a complete
characterization of those pairs of AVWCs whose capacity can
be super-activated in the unassisted third case - in terms of the
capacity function describing the first case.

I. INTRODUCTION

The AVWC is an information-theoretic model on the inter-
section between the two areas of secrecy and robust commu-
nication in information theory. In this model, a sender (Alice)
would like to send messages to a legitimate receiver (Bob) over
a noisy channel. Involved into the scenario are two other par-
ties: a jammer (James) who can actively influence the channel
and a second but illegitimate receiver (Eve). Alice’s and Bob’s
goal is to achieve both reliable and secure communication:
No matter what the input of James is, Bob should be able to
decode Alice’s messages with high probability (with respect
to the average error criterion) while the mutual information
between the messages and Eve’s output should be close to
zero. This secrecy criterion is known as strong secrecy.

We add the option of Alice and Bob having access to perfect
copies of the outcomes of a random experiment G (a source of
common randomness). In [17] we considered the case where
Eve gets an exact copy of the outcomes received by Alice and
Bob, whereas in this work we extend our study to the case
where Eve remains completely ignorant.

The only party which has no access to G in all the scenarios
we study is James. We label the capacities which we derive
from the two scenarios the “CR assisted capacity” if Eve has
information about G and “secret CR assisted capacity” if Eve
has no information about it.

We use the label C; for the capacity when no CR is available
and C, if CR may be used. The capacity when secret CR
is available is labelled Cs. Throughout we assume that Eve
cannot communicate to James. We study these models in an
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asymptotic scenario by letting the number 7 of channel uses go
to infinity. The probabilistic law that governs the transmission
over n channel uses is

n
w® (y" 2™, ™)o@ (2" 2", s") = H w(ys|@i, si)v(zi|zi, si).
i=1

Here, s = (s1,...,8,) are the inputs of James, z™ =
(z1,...,xy,) those of Alice and z™ = (z1, ..., z,) the outputs
of Eve, while 4™ = (y1,...,¥y,) are received by Bob. All
letters are assumed to be taken from finite alphabets S, A,
Y and Z. The action of the channel is thus completely
described by the pair (2,9) = ((w('[-, 5))ses, (0], 5))ses)
of collections of probability distributions at the receiver.
This model has two important restrictions: The case where
0 does not convey any information about either one of its
inputs is the arbitrarily varying channel (AVC). It fits into our
framework by setting ¥ = T := {t}, where t(z|z,s) := ﬁ
for all z, x and s. This model has been introduced in [5].

In [2], it was proven that the deterministic capacity of an AVC
(under average error probability criterion) is either zero or
equals its random coding capacity. A formula for the latter was
given. In our previous work [17] we found that this dichotomic
behaviour extends to Cy and C,.

It was proven in [11] that the deterministic message trans-
mission capacity under average error of the AVC 2U being
zero is equivalent to 2J being symmetrizable: There is a set
(u(+|z))zex of probability distributions on S such that for
every z, 2’ € X we have

D ulslrwyla’, s) = Y ulsla)w(yl, s). M

seS seS
In this work, we prove the following: If 2U is non-
symmetrizable, then Cy(27,0) = C,.(25,%0) for all possible
0. We do not attempt to give a necessary and sufficient
condition for Cy to be positive - such a characterization is
not even known for the usual wiretap channel. This model has
been introduced in [18] and extended in [10]. The performance
in the presence of a secret key (secret CR) was studied in [13].
We extend the latter work to AVWCs. In recent years there has
been a growing interest in models which combine insufficient
channel state information with secrecy requirements. Probably
the earliest publications are [15] and [6]. Later important
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developments are [3] and [4], among the recent ones is [12].
A surprising result that was discovered recently in [8] is that
of super-activation of AVWCs. This effect was until then only
known for information transmission capacities in quantum
information theory.

The work [8] gave an explicit example of super-activation,
but a deeper understanding of the effect was not achieved. We
give a complete characterization of the effect in terms of Ci.
In [17] it was proven that C,. is a continuous quantity, and
while the statement may seem trivial at first sight, it becomes
highly nontrivial when the following are taken into account:

There is at least no obvious way to deduce this statement
directly from the definition of capacity, without first proving a
coding result. The latter route was taken in [17] where it was
proven and stated in Theorem 8 that

1
Cr(27,%0) = lim — max max 2)
n—a0 N peP(Uy,) UeC(Un,X™)

in I(p;W"rolU)— <« I(p;V"'oU)|.
(qe%l(lg") (p, a© ) qé}’l?g") (p, a° )>

holds. Here, U,, denotes a finite set. For further notation see
Section II. We are now able to go beyond this result: By
utilizing an approach which is based on the work [11] we are
able to prove continuity results even for Cy. As was argued
in [7], the continuous dependence of the performance of a
communication system on the relevant system parameters is
of central importance.

In contrast to C',, Cy is not a continuous function of the
channel. This casts a flashlight on the importance of distributed
resources in communication networks - in this case the use
of small amounts of CR. One may now be tempted to think
that the transmission of messages over AVWCs without the
use of CR is an adventurous task. We prove here that such a
perception is wrong: Our analysis shows that Cy is continuous
around its positivity points, and we are able to give an exact
characterization of the discontinuity points which relies purely
on the computation of functions that are continuous them-
selves. Thus, positivity of Cy is stable under small variations
of the system.

Concerning super-activation we give a characterization of pairs
(20;,%0;) (i = 1,2) for which it is possible only in terms
of C,. We take the space for a short explanation here: For
any two given AVWCs (201,9%;) and (22,0s), we define
(W1 ®9W2, V1 @ V) to equal

(wi(:], ) @ wal:]-, 8"))s,sres, (V1 (-] 8) @v2(-]-, 5"))s,s57e8),

where two channels w,w’ with input alphabets A, A’ and
output alphabets B, 5’ define w®uw'’ with input alphabet A x A’
and output alphabet B x B’ via its transition probabilities
(w ® w)((b,V)|(a,a’)) := w(bla)w'(b'|a’) for all possible
in-and output letters. Since all state alphabets are assumed to
be finite, there is no loss of generality in this definition. Then,

Cq(W1 @ Wa, V1 ®Vs) = Cyq(W, V1) + Ca(Wa, Vo)

follows trivially from the definition of C' 1) In contrast, if
Ca(W1 @ W, V1 @ V) > Cq(W1, V1) + Cy(Wa, Va)
holds, we speak of super-additivity and if even

Ca(21,9;) = Ca(Wa,V2) =0, (3
Cq(W; @Wo, V1 ®V2) >0 4

we speak of super-activation. It turns out via our Theorem 11
that the effect is connected to the super-activation of C, if
the latter occurs.

As mentioned already, we also extend earlier research to the
case where a linear amount of secret bits of CR can be used.
Our restriction to positive rates of CR allows us to give an
elegant formula for the corresponding capacity C as follows:
For every G > 0, it holds

Cy(2,0, G) = min{C, (W, V) + G, C, (W, T)}. (5)

This formula is generally “hard to compute’ in the sense that
it requires one to calculate the limit in the formula (2) - as
long as G < C,(2,%) — C.(25,). If this condition is not
met, then C (2, V) = C.(W, ). Since the latter is the usual
capacity of the AVC 2, we conclude that if enough secret
CR is available, the capacity of the system can be much more
efficiently described - by a formula which does not require
regularization anymore!

II. NOTATION AND DEFINITIONS

All alphabets in this work are finite. Let .4 be a set. Its

cardinality is denoted |.A|, P(A) denotes the set of probability
distributions on it. The one-norm distance between p,p’ €
P(A) is |p — Pl = 24ealP(a) — p'(a)|. The expectation
of f: A— R is written Ef (the underlying distribution will
always be clear from the context). Each a™ € A" defines an
n-type N(-|a™) € P(A) via N(a|a") := |{i : a; = a}| and
N(:la™) := LN (-|am). The set of all n-types is Pg'(A). Each
p € PHA) defines the typical set T) := {a™ : N(:|a") =
p(-)}. Given A’ c A, the indicator function on A’ is written
1. We set [N] :={1,..., N}. The set of channels mapping
elements from A to B is denoted C'(A, B). Every channel w is
uniquely represented by its set {w(b|a)}seapep Of transition
probabilities. For w,w’ € C(A,B) we set |w — w'| :=
maxaea [w(-a) — w'(|a)]1. If p € P(A) and q € P(B),
p®q € P(A x B) is defined by (p®q)(a, b) := p(a)q(b) and
p®" € P(A") via p®(a™) = []i_, p(a;). If w e C(AxB,C)
and p € P(B) then wpy(cla) := >, p(b)w(c|a, b).
The Shannon entropy of p € P(A) is denoted by H(p),
the relative entropy between two probability distributions
p,q € P(A) by D(p|lq). Both exp and log are defined with
respect to base 2. Every p € P(A) and w € C(A, B) defines a
random variable (A, B) via P((A, B) = (a,b)) = p(a)w(b|a)
Vae A be B). We set I(p;w) := [(A; B). Throughout,
0 :[0,1/2] - Ry is a symbol for any function satisfying
lim, 0 o(z) = 0. We now define codes, rates and capacities.
Throughout, (20,0) denotes an AVWC.




Definition 1. A CR assisted code K,, for (23, 0) consists of:
two natural numbers K and T, a set of encoders {E7}er C
C([K],X™) and a collection (D”’),I:WF L of subsets D] of
Y" satisfying D] n D], = & for all v € [T'], whenever
E # K. Every such code defines the random variables

Sgn 1= (-@’na ﬁ’na O, Xns 2)5”735”) (s™ € S8") via
P(Ss” = (}‘a klv"% l'n, yn7 Zn))

- =B @ D) Loy (")
The average error of ICy, is

Z D VEY (" |k)w® (D] |s", 2™).

k'y 1axn

(y"[s", x

e(n) =1— min —
snesSn K
For every s™, the average success probability is
K,

ky=12"

Definition 2. A secure CR assisted coding scheme for (27,0)
operating at rate R consists of a sequence (Kp)nen of CR
assisted codes such that

ds" (’Cn

1
lim inf — log (Kn) =

n—Lw N

lim e(K,) =0,

n—ow

and

R,
lim sup max I(Ry; 3sn|on) =

n—ow

IfTp=1foralneN, (Kp)nen is called deterministic.

Definition 3. A secure coding scheme K for (20,%0) operating
at rate R and using an amount G g > 0 of secret CR consists
of a sequence (Kp)nen of CR assisted codes satisfying

1
lim —logT',

1
= Gg, liminf —log(K,) = R,
n—ow n n—LwC N
lim e(K,) =0, lim sup Inax I(Ry;3sn) = 0.
n—oo

n—ow

Remark 4. The amount of CR is only quantified when it is
kept secret from Eve. The reason for this becomes clear from
[17], where it is proven that already a logarithmic number of
bits of CR is sufficient to achieve the full capacity C..

Definition 5. Let (20,0) be an AVWC. Let G > 0.
Cs(2,0, G) is the supremum over all R = 0 such that there
is a secure coding scheme K for (20,0) operating at rate R
and using an amount G' of secret CR.

Further, Cy(25,%0) is the supremum over all R > 0 such that
there is a secure deterministic coding scheme K at rate R.
Finally, C,.(23,) is the supremum over all R > 0 such that
there exists a secure CR assisted coding scheme K at rate R.

Let M; be the set of all finite sets of elements of C'(X,)).
Define F' : My — R by setting, for each 20 = (w(-]-, 8))ses,

F() := max mln | Z (s|z)w(:]s, &) — u(s|Z)w(-|s,z)) |1
Then 'F(2¥) = 0 is equivalent to ’the AVC 2U is
symmetrizable’. As a metric on the set of AVWCs

we use the Hausdorff-distance, defined by setting for

”)v®"(z"|s"7 ™).

AVCs 0,90, g(20,2) := maxsesmingg |w(:|s, ) —
w'(-]3,-)] and for AVWCs (20,%), (O',9)
d((mvm)v(wlaml)) =

max{g(2, 0'), g(W', W), g(V, V'), g(L', V)}.

III. MAIN RESULTS
Throughout this section, let (20, 0) denote an AVWC.

Theorem 6. With ¥ as defined in the introduction, it holds
Cs(20,9, G) = min{C,(2W, V) + G, C(W, T)}.  (6)

Corollary 7. For every G > 0, the function (23,0) —
Cs(3,0, G) is continuous.

Theorem 8 (Symmetrizability properties of Cy).
1) If 9T is symmetrizable, then Cq(25,2) = 0.
2) If 0 is non-symmetrizable, then Cq(23,0) = C,.(25, D).

Theorem 9 (Stability of Cy). If (20, 0) satisfies Cq(27,0) >
0 then there is ¢ > 0 such that for all (03',%') with
d((23,9), (Q',0)) < € we have Cq(25',0') > 0.

Theorem 10 (Discontinuity properties of Cy).

1) Cy is discontinuous in the point (20,90) if and only if it
holds: C.(23,0) > 0 and F(23) = 0 but for all ¢ > 0 there
is W, such that d(W,W.) < ¢ and F(W) > 0.

2) If Cq is discontinuous in the point (20,0) then it is
discontinuous for all U for which C,.(20,3) > 0.

It has been proven by explicit example in [9], Section V,
that the function (20, 0) — Cy4(2,0) can have discontinuity
points.

Our next result is probably the most interesting in this work,
since it sheds additional light on a new phenomenon: the super-
activation of ’the’ secrecy capacity of AVWCs:

Theorem 11 (Characterization of super-activation of Cy). Let
(QlL-, jS)i:LQ be AVWCs.

1) If Ca(W1,01) = Cy(Wa, Vo) = 0, then Cy(W ®
Wo, V1 @ Vo) > 0 iff W, @ Wo is not symmetrizable and
CT(th ®Qﬂ2,m1 ®%2) > 0.

2) There exist AVWCs which exhibit the above behaviour.

3) If C, shows super-activation for (21,201) and (W2, Vs),
then Cy shows super-activation for (21,201) and (W, V)
if and only if at least one of 25, or Ws is non-symmetrizable.
4) If C, shows no super-activation for (01,01) and
(Ws, W) then super-activation of Cyq can only happen if
0, is non-symmetrizable and 0o is symmetrizable and
C.(2:,90,) = 0 and C.(Ws, V) > 0. The statement is
independent of the specific labelling.

While Theorem 11 offers a complete characterization, it
does not give any explicit examples - fortunately an example
has already been given in [8]. Theorem 11 now allows the
systematic construction of such examples.

A. Technical definitions and facts

An important part of our results concerning C((ll) builds
on the mathematical structure that was developed in [11].
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The codes developed there are based on i.i.d. sampling of
codewords which are all taken from one and the same set 7},.
We use the same distribution for sampling our codewords. This
ensures seamless connectivity to the results of [11].

Our notion of typicality is as follows: for arbitrary finite sets
A, B, every pe P(A), v € C(A,B), >0 and a™ € A" we
define pap € P(A x B) via pag(a,b) := N(a|a™)v(b|a) and

Ty :={a" € A" : D(N(-[a")[p) <&}, (D
Tys(a™) :={b" : D(N(-[a",")lpap) <} ®)
We also set, for every p € P(X) and AVWC (27, 7)

E(p) := ma)g( I(p;vq) and B(p) :=

qeP(S)

in I(p;wg). (9
Rl (p;wg). (9)

Our most important tool is the Chernoff-Hoeffding bound:

Lemma 12. Let b > 0, € € [0,1/2] and Z1,...,Zy, be iid.
random variables with values in [0,0] and v := E(Z,). Then

1 ¢ e v
P{El;Zﬁ}é[(lis)u]}<2exp(—L- 3‘b>, (10)

v, (1 +e)v]

where [(1 + €)v] denotes the interval [(1 — ¢)

IV. PROOFS

We only give brief sketches of the main ideas behind
our proofs here. The full proofs may be found in the
accompanying paper [16].

Sketch of proof for the converse part of Theorem 6:
Let (K,,)nen be a secure coding scheme which is assisted
by secret CR and operating at rate & > 0 and satisfying
limsup,,_,, Llogl'y, = G = 0. We have H(%,|£],,0,) ~ 0
from Fano’s inequality and maxgn I(8,;3s2) ~ 0 by as-
sumption. Thus log R ~ I(8,;8]]b,) — I(Kn;3sn). Since
H(RHBS”) < H(ﬁn|35”, bn) + H(bn) we get

Vs™ 1 R~ I(8n; 8|05) — I(8n; 3sn|bn) + 0 - G,

an

In [17] it was proven that there is (asymptotically) no loss in
replacing b,, with a b/, that has at most polynomial support.
This and an application of the data processing inequality yields

Vs" e S",qe P(S"): nR~ I(Ry;3y) — [(8n;3sn) +nG.

This estimate allows us to derive the multi-letter converse. A
second (single letter) upper bound arises if one forgets about
the secrecy requirements. Taking the minimum over both upper
bounds establishes the converse. [ ]
An intermediate result:

For the direct part of Theorem 6 and statement 2) in Theorem
8 we make a random selection of codewords. Let p €
PE(A), q € PF(S). Throughout, we will express asymptotic
quantities as functions of the random variables (S, X, 7)
defined via P((S,X,7) = (s,z,2)) = p(x)q(s)v(z|z,s).
The distribution of (S, X, Z) is labelled psx z.

We define the i.i.d. random variables Xj;, by setting
P(Xppy = a") := ﬁ]l;pp(x”) forall ke [K], le[L] ve
[C], 2™ € X", where K,L,I' € N. Their realizations are

written Xj;. We write x for the realizations of the variable
X = (th),i‘:iz’il. An additional random variable X" is
distributed according to P(X™ = 2™) = i |]lT (z™) as well.
For any 0 > 0, s™ € 8™ and 2" € Z™ we define Ogn ,n :

A" — [0,b] (where b = 2-MH(ZIX.5)=0(9))y py
Mgn o= {z" €Ty : D(N(:|s", 2", 2")|lpsxz) <6} (12)
On o (27) 1= VO (25", &™) Lpg(sm om) (7). (13)

The coding theorem for C's needs a definition of decodpr: For
every n € N, set =,, := PJ(S). For every 2", define Dn :=

Ugez 1w, s(2") and for a collection x, := (xkh)ﬁjil of
codewords set
D(X’Y)kl = kalw m( U U ka/l/w)t. (14)
k' UL

This defines the code K(x.,). We define the following events:
E1 =

| L
{X|Vk’,s",z L_Z

7=

r
FEy = {x mln— Z dgn (K

'y 1

smam Xkl'y) € [(1 + E)E@Sn 7n:|}

) = (1—2-2“5)}.

where € := 27774, We can then state that

Lemma 13. Let K, L,I' e N, 7 > 0 and 3 > 0. There are
6 >0 and N € N such that for all n = N and p € P} (X):
D If log(L-T) = E(p) + 7 and mingpz)-op(z) = B,
then P(Ey) 21 —2-|8 x X x Z|" - exp(—=2"7/°).

2) There is | depending onl) on & such that
%logKL < B(p) — p implies P(ES) < |S|™ exp(—-T'27™).
3) Ir holds lim,_,q 0(7) = 0 and lims_,q u(6) = 0.

Sketch of Proof: For every z", s™ and z™, write

U@n(zn|sn’xn) _ 27n(D(]\75_\'Z||psxz)—D(]\7,\'sprs)+H(ZA\§,f())

where Ngy Z is the type of s™ z" and Ngy that of
s, x™ and SX7 is distributed accordlng to Ngxz. With

m(s™,z") = 1if M(s",z") # & and m(s™,z") = 0 else it
follows for all 2", s™ and 2"

Ogn Z'n( ™ <27 n-(H(Z|XS)—- 0(5)) 15)

EO nogn = m(s ”) .2~ (H(Z|S)_O(5))_ (16)

This implies 1) via the Chernoff bound Lemma 12. The
proof of 2) is based on the use of Ahlswede’s robustification
technique [1] and a rapdom choice of codewords: Associate
to every X, = (Xkl”/)fc\,iL a code K(x,) via (14). For every
s™ and -y, standard arguments prove that for all large enough
n it holds Edgn(X,) = 1 — 27™9/2 Then, 2) follows from
Lemma 12. 3) is implicit in the proof of 1). [ |

Sketch of proof of the direct part of Theorem 6: Let
G > 0 be given. Set p := argmax,ep(x)(B(p) — E(p)),
G' := max{FE(p), G}. Choose 7 such that G > §(7) with §(7)



from Lemma 13 and sequences (K3,)5_;, (Ln)i_y, (Tn)F_,
of natural numbers such that

lim 4 logl, =G, (17)
n—ow

lim +log L, = E(p) = G +27, (18)
Jim Llog K, = B(p) — E(p) + G' = 2(7 + p(7)). (19)

Continuity of B(-) — F(-) and Lemma 13 ensure that for all
large enough n there is a type p € PJ(X) and x € By n E>
such that the corresponding codes satisfy for all s™ € S™:

1 1
- i — ®n(D7 L >1— 2—n-u(r)
w klls 7xkl’7) = )
o r, ) K,L,
1 Lyn,I'n
. ®n( | o < 2—n~1/(7')
X E v " Xpiy) — Tsn|1 <
kE[Kn] “ LnFTL 177:1 ( | M /) ’ !

for some v(7) > 0 and 7gn := EVsa(-|X™). This yields reli-
able communication. That we also get secure communication
follows from [17, Lemma 20] via (20). Thus for each 7/ > 0,

pg;jﬁ(t)})(qgl)i(l‘ls) I(p;Wy) — qg)aé) I(p;Vy)) + G' =7 (20)
is an achievable rate. The remaining part of the proof uses
standard blocking and prefixing arguments. [ ]

For the proofs of Theorems 8, 9 and 10 we refer the reader
to the accompanying paper [16].

Proof of Theorem 11: 1. If 20; ® Q5 is symmetrizable
then Cyg(21 ® W, V1 @ Vo) = 0. If Wy, ® Wy is not
symmetrizable and C.(20; ® Wa, U1 ® Vo) > 0 then from
Theorem 8, part 1, we know that Cy(201®22, U1 ®Vs) > 0.
2. In [8, Section IV], an example of a pair (QIL-,QL-)Z-:LQ
was given where 20, is symmetrizable, but 2J; is not. Thus
N ® Wy is non-symmetrizable. Then Theorem §, part 1,
shows that Cd(in@QUQ,Q]l@Q]Q) = CT(Qn1®QUQ,m1®Q32).
In [8] it was further shown that C,.(20,,0;) > 0 and
Cy(Ws,,Vs) = 0.

3. By assumption, C,(27;,0;) = 0 (i 1,2) but
C.(; ® 1,2 ® V) > 0. The former implies
Ca(9;,0;) = 0 & = 1,2). If 29; and 2> were
symmetrizable then 2U; ® 20> would be symmetrizable, thus
Cd(ﬁxﬁ ®Ql]2, ‘E) =0, implying Cd(ﬂrﬁ ®m]2, Q]l ®Q32) =0.
If either 2U; or 2 are not symmetrizable then
W, ® Wy is not symmetrizable and this implies
Cq(W1 @Y1, W2 @ Vs) = Cr (W1 @ V1, Wo ®Ys) > 0,
by Theorem 8, part 1, and by assumption.

4. Let both 2J; and 20» be symmetrizable. Then 20; ® 2,
is symmetrizable. Since by assumption C. shows no super-
activation on the pair (20;,9;) (¢ 1,2) it follows that
Cgq cannot show super-activation as well. Thus at least
one of the two AVCs has to be non-symmetrizable. Let
w.l.o.g. this channel be 2J,. If in addition 2J> would
be non-symmetrizable, then Cy(20;,0;) = C,.(20;,0;)
would hold for ¢ = 1,2 and since 0J; ® W, would
be non-symmetrizable as well, we would additionally have
Ca(W1 @Wa, V1 V) = C,. (W1 @Wo, B, ®Y>). But since

C shows no super-activation on the pair (20;,%;) (i = 1,2)
by assumption, this cannot be. Thus again w.l.o.g. W, is
symmetrizable. If super-activation of C; would take place, it
would be necessary that Cq(27;,90;) = 0 (i = 1, 2). But since
27, is non-symmetrizable this requires that C,.(20;,0;) = 0
holds. If in addition C,.(23,U2) = 0 would hold than
Cq could not be super-activated since Cr(ér)] cannot be
super-activated by assumption. Thus Cr(l)(Qng, Yy) >0. MW
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