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Abstract

Cyber-physical systems (CPS) are complex systems which monitor and control the
physical environment and support humans during tasks. CPS are interconnected,
heterogeneous systems that combine software and hardware components. Such systems
raise challenges, as developers, engineers, and researchers collaborate to design and
implement them. Experts from different domains need to understand the system
to cooperate, independent from their domain. We propose a cyber-physical system
metamodel and a formative research procedure that cyber-physical systems developers,
engineers, and researchers can apply, reuse and extend for new cyber-physical system
applications. The formative research process allows an iterative extension of the
proposed metamodel on M2 of the Meta Object Facility (MOF). Domain experts
and developers reuse this metamodel to instantiate a cyber-physical system providing
system models on M1, understandable among different domains. The metamodel
comprises smart objects as well as persons that are typically part of any cyber-physical
system design. It uses a composite pattern to allow aggregates of cyber-physical
systems with smart objects as leaf nodes. Defined stereotypes can extend such smart
objects. We extended and reused this metamodel during the design and implementation
of six prototypical cyber-physical systems applications. Within these applications
electrical engineers, smart textile experts and software engineers contributed to build
the prototypes in the domains of factory as well as extreme environments. We evaluated
the prototypes qualitatively as well as quantitatively with a total of 87 participants.
In factory environments, our metamodel-based approach significantly improved the
support to humans in real-world workflows. Within extreme environments our approach
contributed to improve operational safety for deployed personnel. As a result, a smart
textile concept that allows remote health monitoring in combination with a user- and

textile interface was developed.




Zusammenfassung

Cyber-physikalische Systeme (CPS) sind komplexe Systeme, welche die physikalis-
che Umgebung tberwachen, kontrollieren und Menschen wahrend ihrer Aufgaben
unterstiitzen. CPS sind miteinander verbundene, heterogene Systeme mit Software-
und Hardwarekomponenten. Solche Systeme bergen Herausforderungen, da Entwick-
ler, Ingenieure und Forscher zusammenarbeiten, um sie zu entwerfen und umzuset-
zen. Experten aus verschiedenen Bereichen miissen das System verstehen, um domaé-
neniibergreifend zusammenarbeiten zu kénnen. Wir schlagen ein Metamodell fiir
cyber-physikalische Systeme und ein formatives Forschungsverfahren vor, welches
von cyber-physikalischen Systementwicklern, Ingenieuren und Forschern angewendet,
verwendet und erweitert werden kann. Das formative Forschungsverfahren ermoglicht
eine iterative Erweiterung des vorgeschlagenen Metamodells auf M2 der Meta Ob-
ject Facility (MOF). Doméanenexperten und Entwickler konnen dieses Metamodell
wiederverwenden, um ein cyber-physikalisches System zu instanziieren und um System-
modelle auf M1 doméanenitibergreifend verstandlich zu machen. Das Metamodell umfasst
intelligente Objekte sowie Personen, die typischerweise Teil eines cyber-physikalischen
Systemdesigns sind. Das Metamodell verwendet ein Composite Pattern, um Aggregate
von cyber-physikalischen Systemen mit intelligenten Objekten als Blattknoten zu
ermoglichen. Definierte Stereotypen konnen solche intelligenten Objekte erweitern. Bei
der Konzeption und Implementierung von sechs prototypischen cyber-physikalischen
Systemen haben wir dieses Metamodell erweitert und wiederverwendet. Elektrotech-
niker, Smart-Textile Experten und Softwareingenieure trugen dazu bei, die Prototypen
in Fabrikumgebungen sowie extremen Umgebungen zu entwickeln. Wir haben die
Prototypen qualitativ und quantitativ mit insgesamt 87 Teilnehmern evaluiert. In
Fabrikumgebungen hat unser Metamodell-basierter Ansatz die Unterstiitzung fiir den
Menschen in realen Arbeitsabldufen deutlich verbessert. In extremen Umgebungen
hat unser Ansatz zur Verbesserung der Betriebssicherheit fiir stationierte Mitarbeiter
beigetragen. Als Ergebnis wurde ein intelligentes Textilkonzept entwickelt, das eine Fer-
ngesundheitsiiberwachung in Kombination mit einer Benutzer- und Textilschnittstelle

ermoglicht.
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Chapter 1

Introduction

1.1 Research Process . . . . . . . . . . . .. ... ... .. 7

1.2 Outline . . . . . . . . . 8

The most profound technologies are those
that disappear. They weave themselves into
the fabric of everyday life until they are

indistinguishable from it.

Mark Weiser

Cyber-physical systems (CPS) are complex systems which monitor and control the
physical environment and support humans during tasks. They are interconnected,
heterogeneous systems that combine software and hardware components. CPS make
use of latest technology and developers must deal with constant technological change.
Technical improvements over the last years enable us to seamlessly integrate smaller
and smaller computer systems into objects such as textiles or wearable devices. Quan-
tities such as hardware size, computational power, energy consumption as well as the
communication bandwidth improved over the last decades. For example, the supercom-
puter Cray-1, released in 1976 [Nor+10], weighted around 5.5 tons and was installed in
a dedicated room. The Intel Edison™ of 2014, a single board computer, weights about
1.100.000 times less than the Cray-1 and has the dimension of a coin. As opposed
to the first mass produced computer of Apple Computer’s, the Apple II, released in
1977, quantities such as weight, size, performance and price further improved. The
Intel Edison™ weights about 1.004 times less than the Apple II and size decreased
by a factor of 27. Concerning data transmission rates, the computers of the 1980s
used modems that followed the Bell 202 protocol supporting 300 Bit/s to transfer data

wire-based. The Raspberry PI 3! offers a wireless radio that is half the size of a 1 cent

'Raspberry PI 3: https://www.raspberrypi.org/
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coin and a Bluetooth Low Energy (BLE) support that consumes less energy. Moreover,
sensors that transmit the body core temperature are available such as the CorTemp
Sensor? that can be swallowed to transmit the core body temperature wireless at
262kHz or 300kHz. It consists of a sensor, an antenna, printed circuits and a battery.
All components fit in a silicon coated pill. Interactivewear® offers a sensor concept
where sensors are connected with conductive yarns and are directly integrated into
textiles. Sensors can be combined and distributed within textiles. Those sensors are

able to resist strain during washing procedures and become a part of the textile design.

These technology enhancements allow developers to create interconnected and inte-
grated systems that monitor and control the physical environment [RLSS10] such as
cyber-physical systems. CPS have recently appeared in different domains such as
Transportation, Health/Medical, Manufacturing and Military. Our hypothesis is that
these — at first glance — unrelated systems, share common abstractions that can be
reused for the development of new CPS.

Two major enabling technologies of cyber-physical systems are "Embedded Systems’ and
‘Sensor Networks” The term 'Embedded System’ describes a system that is invisibly
integrated into the physical environment. It consists of a processing core, is connected
to sensors and actuators, controls the environment, offers processed information and is
dedicated to a certain application [Marl10]. Compared to personal computers end-users
do not administrate embedded systems [Hea02]. Moreover, embedded systems do not
use typical input and output devices such as keyboards, computer mice and/or large
computer monitors as Human-Machine Interfaces (HMIs) [Mar10]. Noergaard defines
an embedded system to have a dedicated function, limited hardware and software
capabilities and a higher reliability than normal computer systems [Noel2].

We define a system model of embedded systems to identify major system components
(Figure 1.1). An Embedded System consists of Interaction Devices that comprise Sensors
and Actuators. Examples for Sensors are devices that can measure a temperature
or humidity levels. Typical Actuators are servos that operate valves. A major en-
abler for embedded systems was the replacement of discrete logic-based circuits with
microprocessors that started in the 1970s (Appendix Figure C.1a) [Hea02]. Such
microprocessors offered the possibility to change software instead of creating an entire
new circuit that will meet new requirements.

Embedded systems incorporate technology such as microcontrollers that possess a CPU
with a fixed amount of RAM or ROM. These microcontrollers, combined with sensors

and actuators, are key components of an embedded system. With the introduction of

2CorTemp Sensor: http://www.hginc.net/cortemp-sensor-2/
3Interactivewear www.interactive-wear.de.
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Embedded System Interaction 1 * Sensor

+monitor() Device <— +getValue() : Value
+control() ~ ..

Actuator

<> ~_{+operate()

Figure 1.1: Embedded Systems Model: an Embedded System comprises one or
more Interaction Devices. Such an Interaction Device consists of one or more
Sensors and Actuators.

standards such as IEEE 802.3 and CAN BUS 2.0 in the 1980s and 1990s respectively,
embedded systems made a breakthrough as 'boxed’ systems. Embedded systems are
found in everyday objects as washing machines, network switches or cars.

Sensor Networks (SN), consist of thousands of nodes ('motes’) that are connected to
each other. Such motes form small networks to monitor building structures [Xu-04]
or form regional area networks to monitor geological activities [WA+06]. A mote is
typically divided into different subsystems: the sensor and actuator-, the processor-,
the communication-, the memory- and the power-subsystem. Motes interact with the
physical environment. The sensor and actuator subsystem monitors as well as controls
the physical environment. It can measure quantities such as a room’s temperature
or its humidity and control such values using deployed actuators. The processor,
communication and memory subsystem run efficient operating systems such as TinyOS
and use communication protocols focusing on challenges such as ad-hoc connectivity
like IEEE 802.15.4. Concerning the power subsystems, they are equipped with small,
powerful, durable and robust batteries, that allow motes to operate for years.

A sensor network is a closed network using domain specific protocols supporting
different topologies, such as star, tree or mesh. Based on this interconnection the
sensor network makes use of sensor fusion to gather information about the environment.
A (wireless) sensor network is equipped with a Base Station (BS) connected to the
Internet where all the information of the motes converges [ZG04] [DP10].

As motes are typically distributed, small and operating independently, each mote faces
several limitations such as battery lifetime [KKP99], limited network communication
bandwidth and limited memory size. Moreover, motes typically need to overcome
extreme environmental conditions such as varying weather and physical attacks. In
many cases the physical accessibility of single motes is difficult or up to impossible.
They might be deployed in dangerous areas such as of active volcanoes or might be
attached to animals that are moving and therefore are, difficult to reach. Consequently,

a sensor network is aware of component failure and possesses decentralized decision
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making [DP10].

Sensor networks cover domains such as industrial control and monitoring, home au-
tomation and consumer electronics applications, security and military sensing, asset
tracking, supply chain management, intelligent agriculture, environmental sensing and
health monitoring [Cal03]. At the Golden Gate Bridge in San Francisco, a monitoring
system is installed that controls the bridge’s vibrations to guarantee operational safety
[Kim+07]. Looking at the military domain a sniper detection system was developed, in
which each soldier represents an actual sonic sensor [Sim+04]. An overview of wireless
sensor networks history and example applications can be found in [AV10].

Figure 1.2 shows a model of sensor networks. It emphasizes the commonalities of
embedded systems and sensor networks. The Mote package within the model contains

the embedded system model. Each Sensor Network consists of one or more Motes. A

Mote
Embedded Interaction Device | 1..* Sensor Context Location
System ] <>_+getVaIue() : Value +addContext(c : Context) C* +getLocation() : Location
+monitor() 1.
control <>_
+ 0 1..* Actuator
* Condition
+operate() C
+evaluateCondition(environ...
Connection Wire-Based _
* [+connect(mote : Mote) * Homain
& +disconnect(mote : Mote) K
+send(mote : Mote) Wireless
Sensor Network Ko>———
+add(mote : Mote) Reasoner
+remov§(mote : Mote) <>—'+evaluate(sensors : Sensor [], context : Context)
+getChild() +configure(sensor : Sensor, min : int, max : int)

Figure 1.2: Sensor Network Model: each Mote consists of one or more Embedded
Systems and can connect to other Motes. Each Sensor Network operates in a
Context and utilizes a Reasoner. The Connection can be realized wire-based
or wireless.

Sensor Network consists of Context defined by a Location, the Condition and an applica-
tion Domain. A location is defined by latitude and longitude, can also be defined by
indoor positioning systems or by semantic locations such as a position at the human
body. A Condition can be the link quality, battery levels or reliability estimations.
A Domain helps to identify what the Sensor Network is responsible for. The Sensor
Network does not necessarily make use of a Wireless Connection. The Connection can
also be Wire-based on the physical layer like in body sensor networks that measure
health quantities such as heart-rate. A Reasoner evaluates the environmental as well

as the system condition based on the measured quantities gathered from the Sensors.




Sensor networks start to bridge the digital and physical environment and can monitor
and control it — a requirement to build cyber-physical systems.

Other areas are "Ubiquitous Computing’ [Wei93], also called 'Pervasive Computing’
[Sat01] and "Ambient Intelligence’ (Aml) [Aar04]. They represent research areas
where embedded systems and sensor networks interact. Mark Weiser defined the goal
of ubiquitous computing as 'the nonintrusive availability of computers throughout
the physical environment, virtually, if not effectively, invisible to the user’ [Wei93].
Ubiquitous computer systems are highly embedded, and usually invisible to their
environment. Ubiquitous computing systems combine sensors and actuators to monitor
and control the physical environment, like sensor networks. With the development of
small, cheap and energy efficient systems and low cost sensor technology the idea of
Ubiquitous Computing becomes feasible. Over the last ten years more than 70 single
board computers such as Arduino™, Raspberry PI™, BeagleBone™, Intel Edison™ or
Intel’s newly released Intel Curie™ became available for the consumer market and for
an expanding research community. They enable researchers and industries to create
small and highly utilitarian ubiquitous systems that can support everyday lives.

The terms ubiquitous computing and pervasive computing are often used synonymously.
According to Lyytinen et. al. pervasive computing offers a high level of embeddedness
such as ubiquitous computing but the latter offers a higher level of mobility compared
to pervasive computing [LY02].

Ambient Intelligence deals with ’sensitive, adaptive electronic environments that re-
spond to the actions of persons and objects and cater for their needs’ [AW09]. It
includes objects as well as human beings and the necessary interaction between them
[AW09]. AmlI benefits from the advances of sensor and actuator technology with
the goal to create flexible and adaptive surroundings. [CAJ09] summarizes various
requirements of Aml such as sensitivity, responsiveness, adaptability, transparency,

being ubiquitous and intelligent. Industry 4.0* does apply such requirements.

Industry 4.0 deals with the digitization of industrial processes where systems are
interconnected. The term Industry 4.0 is often used as synonym for Industrial Internet.
According to Hermann et. al. Industry 4.0 follows four design principles, namely tech-
nical assistance, decentralized decisions, interconnection and information transparency
[HPO16].

Technical assistance focuses on the support to humans within factory environments.
The goal to facilitate the decision-making process in terms of efficiency and time saving

is a typical example. Decentralized decisions should be based on the interconnection of

4A German governmental initiative dealing with the fourth industrial revolution and the digitization
of industries.
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objects and humans. Based on the information humans receive from an interconnected
cyber-physical environment should enable them to make decisions autonomously.

Wireless technologies allow an ’interconnection’ of systems and contribute to the
Industry 4.0 initiative. Communication standards, security and ubiquitous Internet
access, and collaboration are fields of research [HPO16]. Research within information
transparency deals with the context aware information and the convergence of the
cyber and physical environment. Virtual clones that make use of sensor data from a
representation of existing physical objects are prominent design principles. [HPO16]
Industry 4.0 is part of the Internet of Things (IoT). The term Internet of Things was
first mentioned around 2003 (Figure 2.1b) to summarize technologies, standards and
current research efforts. IoT refers not only to businesses and factory environments

but includes and affects all objects such as chairs or textiles. IoT uses technologies
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Figure 1.3: Publications Containing the Terms Cyber-Physical Systems and
Connected Keywords: total amount of publications containing the
term ’Cyber-Physical System’ aggregated by year (Figure 2.1a). A merged
plot in Figure 2.1b was created to illustrate the total amount of publica-
tions containing the terms 'Embedded System’, "Wireless Sensor Network’,
'Cyber-Physical System’ and ’'Internet of Things’ Data source for the
merged plot was the IEEE Xplore Digital Library. Data acquisition in May
2017.

such as embedded systems and (wireless) sensor networks connected to the Internet.
IoT? systems are interoperable and provide a seamless communication between hetero-
geneous devices [MPPT12].

The term ’smart’ summarizes IoT systems ranging from large scale like ’Smart Cities’,

‘Smart Buildings’ and ’Smart Factories’ down to a small scale like ’Smartphones’,

5The IoT includes topics and research fields such as the Cloud-of-Things, Smart Cities, Sensing as a
Service (SaaS), Things as a Service (TaaS), Sensing-and Actuation-as-a-Service (SAaaS), Smart
Cities [SLF11] [Nap+11] [MPPT12], Ubiquitous Cities [SK10], Digital Cities [SLF11], Smart
Grids, Smart Enterprises and Smart Planet. These terms are not focus of this dissertation but
are mentioned for the sake of completeness.
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‘Smartglasses’, 'Smarttextiles” or ‘Smart Thermostats’ Figure 1.4 shows the taxonomy
of Smart Objects. The idea of the IoT is that every object can be turned into a Smart

Object if it possesses sensors, actuators and is interconnected.

Smart Object Sensor

<>—{+getvalue() : value
< Actuator
+operate()
4 Connection
[ | ] . ;
Light Bulb Thermostat Textile +eonnect(so : Smart Object)

+disconnect(so : Smart Obje...
+send(so : Smart Object)

Figure 1.4: Smart Objects: consist of sensors and actuators and are interconnected.
Examples of such objects are smart light bulbs (www.meethue.com), smart
thermostats (www.tado.com), or smart textiles (www.ambiotex.com).

Embedded systems, sensor networks and smart objects share common abstractions
and are the core components of CPS. We use these common abstractions to define
a CPS base-metamodel that can be reused and extended by CPS developers. The
problem within the domain of CPS is that CPS developers start from scratch designing
and implementing a new CPS application. Our hypothesis is that cyber-physical
systems share commonalities that can be reused for the design and implementation
of new CPS independent from their domain. To further extract and extend the CPS

base-metamodel we apply a formative research process.

1.1 Research Process

We apply a formative approach® to extend the CPS base-metamodel. To demonstrate
the extensibility of the CPS base-metamodel we design and implement CPS from
two different application domains, namely manufacturing and extreme environments.
During this process, we identify additional abstractions to be included in the base-
metamodel (Figure 1.5).

Developers of cyber-physical system applications from other domains, such as trans-
portation or medicine, can use this approach to extend the base-metamodel with
their abstractions. This reuse speeds up the design process, and forms a guideline for

stakeholders within new CPS applications.

5We do not elicit metamodel abstractions by observing the actual application and its users. Robert
E. Stake summarizes this in a succinct phrase: "When the cook tastes the soup, that’s formative;
when the guests taste the soup, that’s summative. [Sta04].
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Figure 1.5: Formative Process: the cyber-physical system metamodel is defined,
extended and reused within different domains following this process.

1.2 Outline

Chapter 2 defines the term CPS more formally as it is used throughout the remainder
of the dissertation (Section 2.1). Section 2.2 covers an introduction to the Meta Object
Facility and the UML stereotype mechanism. Section 2.3 describes the cyber-physical
system metamodel, which is the result of the formative process (Figure 1.1) applied in
two different domains, designing and implementing six prototypical CPS applications.
Section 2.4 introduces the metamodel extensions and the system model for each CPS

application.

Chapter 3 summarizes the dissertation and provides threads to validity in Section 3.1)

and future work in Section 3.2 for each CPS application as well as for the metamodel.

Chapter 4 lists the five first-author publications this dissertation is based on. A

forecast summarizes the publications and provides the contribution to the dissertation.

The Appendix contains the textual description of two selected CPS applications within
the domain of extreme environments and their results. It contains additional results
such as figures created during the literature review and the summary of all publications

that have been part of the literature review.
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In the new era, thought itself will be

transmitted by radio.

Guglielmo Marconi

This chapter provides the definition of cyber-physical systems (CPS) in Section 2.1
used for the remainder of this dissertation. Section 2.2 describes the concept of the
Meta Object Facility from the Object Management Group (OMG) as foundation of
the cyber-physical system metamodel. Section 2.3 defines the metamodel for cyber-
physical systems and describes the methodology for building new CPS. We have
designed and implemented CPS applications in two different domains, namely within
manufacturing and extreme environments, to show the extensibility and reusability
of the base-metamodel. We selected these domains opportunistically, as we had
ongoing research projects with experts in these domains. Altogether we selected six

applications: Agile Assembly (Section 2.4.1), Incident Management (Section 2.4.2),
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Smart Logistics (Section 2.4.3), Augmented Maintenance (Section 2.4.4), the Remote
Health Monitoring (Section 2.4.5) and Health Data Visualization (Section 2.4.6).
Details about the applications are provided in the corresponding publications and in

the appendix.

2.1 Definition

The term ’Cyber-Physical System’ (CPS) was first mentioned in the literature between
2005 and 2006. The following years the amount of publications at Springer Link expo-
nentially increased in the research community (Figure 2.1a). As depicted in Figure 2.1b
the total amount of publications about 'Cyber-Physical Systems’ is low compared to

the publication amount of 'TEmbedded System’ and "Wireless Sensor Network’. It might
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Figure 2.1: Publication Containing the Terms Cyber-Physical Systems and
Connected Keywords: total amount of publications containing the
term 'Cyber-Physical System’ aggregated by year (Figure 2.1a). A merged
plot in Figure 2.1b was created to illustrate the total amount of publica-
tions containing the terms 'Embedded System’, "Wireless Sensor Network’,
‘Cyber-Physical System’ and ’Internet of Things’. Data source for the
merged plot was IEEE Xplore Digital Library. Data acquisition in May
2017.

indicate that this research field will grow in the next few years as it was the case
for 'TEmbedded System’ It is interesting to mention that the publication rates for
"Embedded System’ and "Wireless Sensor Network’ start to decline in 2011 whereas the
amount of publications concerning 'Internet of Things’ and 'Cyber-Physical System’
start to increase. The number of publications that contain the term ’Internet of Things’
exceeded 4600 articles at IEEE Xplore Digital Library in 2016 (Figure 2.1b). The
amount of publications for the remaining terms in Figure 2.1b equals about half this
publication amount. The term 'Internet of Things’ (IoT) includes technologies such as

embedded systems and (wireless) sensor networks, where cyber-physical systems are
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one of the protagonists of the IoT.

The term CPS is a mashup of the terms, Cyber, Physical and System. In this disserta-
tion, we use the term cyber as an equivalent to the Internet. Web protocols such as
the Hypertext Transfer Protocol (HTTP), the File Transfer Protocol (FTP) or email
protocols such as the Post Office Protocol (POP) allow data exchange via the Internet.
A key characteristic of cyber environments is, that their users form and influence it
and it is under frequent change [Shal4]. It is a human-created, artificial environment.
CPS make use of that environment. Raj et al. claim that CPS typically possess a
computing and communication core being interconnected with other CPS and the
Internet [RLSS10].

The term Physical refers to the actual device that one can see and touch. CPS
are physical and engineered systems, which can monitor and control the physical
environment [RLSS10]. They bridge the physical and the digital environment offer-
ing a communication channel to interact with the physical environment in various
domains [RLSS10]. CPS can create physical signals such as the emission of light or
radio waves and/or influence physical values such as a room’s temperature. Marwedel
states that CPS are based on embedded systems focusing more on the physical aspect.
They comprise embedded systems emphasizing the connection to physics and the
environment. [Marl0] A CPS can also form physical shapes such as spheres or actual
physical objects [KHO08]. In literature, the formation of shapes using programmable
components is called programmable matter. Such components can range from meter
to submillimetre scale such as Claytronics. Claytronics consists of catoms that can
form meta-materials. Each catom possesses a processor unit, memory, network and
communication capabilities. The CPS consisting of catoms form shapes as a direct
result of its calculation and information offered by other CPS. [CGMO06]

Finally, physical can implicitly refer to the physical environment such as weather con-
ditions and to some unreliable environmental influences [Moh14] such as accessibility,
security and safety. According to Edward Lee CPS are ’integrations of computation
with physical processes’ [Lee08].

System in this context refers to the composition of a CPS. In case one decomposes
a CPS into its subsystems it typically possesses a sensor and actuator subsystem. It
possesses a powerful, energy saving computational-, one or more communication-, a
power-, storage-, and memory-subsystem. According to Wan et al. CPS have to deal
with high heterogeneity concerning memory, sensors, actuators, topology and network
bandwidth. Additionally, they have to deal with unreliable networking conditions,
limited bandwidth, unpredictable and uncertain network behaviour such as in wireless
sensor networks and high mobility. To deal with these conditions such systems often

use protocols such as IEEE 802.15.4, use GSM-based communication that can suffer
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from a high packet loss or low bandwidth. [WMH10]

Crenshaw et al. claim that CPS are deployed in critical infrastructures such as auto-
mobiles, manufacturing plants and health-management. They have to face real-time
aspects with hard deadlines and need to deal with unreliable sensor and third party
component data information.

Based on the literature review (Appendix C) we summarize the key aspects of CPS as
follows: a CPS includes hardware, software and communication protocols, controls and
monitors its physical environment through sensors and actuators. Sensors are generally
sensing physical phenomena whereas actuators transform energy into motion to control
or move a system. It is robust against unpredictable situations and environmental
influences. Its scale can differ from meter scale down to nanometer scale, it is flexible
in system and software design, connected to the Internet, interconnected to other
CPS and open to end-users. CPS include heterogeneous devices that can themselves
represent CPS.

CPS exist in various domains, such as transportation, health-care, manufacturing,
agriculture, energy, defense, aerospace, buildings and more general public environ-
ments [RLSS10] [Lee08]. Domain specific CPS add the domain name to the term
CPS such as in Cyber-Physical Medical Systems [Che08] [LS10], Cyber-Physical En-
ergy Systems [IXKMO08] [Mor+09] [KA10] [MQMN11] [KM13], Cyber-Physical Social
Systems [Liu+11] or Cyber-Physical Vehicular/Automotive Systems [WBJ08] [BR12]
[JL14] [Zen+14]. As a result of the literature review an overview of domains has been
extracted offering some typical CPS examples based on [MC14][Zha+09][PSKW12]
[KA10][ZBMM10]:

o Transportation: Air traffic control and transportation management systems such

as highway and urban traffic coordination systems [Zha+09].

o Health, Medical: Medical devices, patient monitoring systems, tele-robotic
surgery systems, body sensor networks, brain-computer interfaces or pervasive
health care systems [Che08] [LS10].

e Manufacturing: Automobiles, aircrafts, factory automation systems, chemical
processes monitoring and control, autonomous robotic spaces and industry

networks.

o Environmental: Environmental science systems, agriculture, environmental and

geological systems.

o Energy: Power grids, electric grid management, smart grids, oil refineries, data
centers, zero-net energy buildings, hydro-power management, CPS power manage-

ment and battery management systems or cooling systems for nuclear reactors.

12
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o Military: Military intrusion detection systems, enemy detection in battlefield,
generally military applications and systems to protect society at a national and

international level.

o Aerospace: Turbine fuel control systems, space exploration systems and Un-
manned Air Vehicles (UAVs).

o Buildings: Everyday life assisted living and smart spaces.

o Public Environment: Disaster recovery, autonomous search and rescue systems,

disaster management, Intelligent Water Distribution Networks.

o Mobility, Automotive: Car-2-Car-, Car-2-Infrastructure-, Car-2-Pedestrian appli-

cations.

o Cyber-Physical Social Systems: are CPS that additionally take human knowledge,

metal capabilities and sociocultural elements into account [Liu+11].

The next section introduces the Meta-Object Facility, followed by the introduction
of a base-metamodel for cyber-physical systems. The base-metamodel contains the
abstractions of embedded systems, sensor networks and smart objects. It also describes
the mechanism to extract stereotypes from new CPS applications to extend Smart

Objects. Moreover, each CPS application is modeled as top-level design.

2.2 Meta Object Facility

The Object Management Group (OMG) defines the Meta Object Facility (MOF)!
as a 'platform-independent metadata management framework and associated set
of metadata services to enable the development and interoperability of model and
metadata driven systems’. In other words, MOF is an ’extensible [...] framework for
defining, manipulating and integrating metadata and data in a platform independent
manner’ [Ain10]. MOF applies object modeling techniques to describe any kind
of metadata. It is often associated to UML but is totally independent from UML
[Com+16]. UML represents one possible modeling language that conforms to the
MOF such as the Common Warehouse Metamodel (CWM), the Software Process
Engineering Metamodel (SPEM) or the UML Profile for Enterprise Distributed Object
Computing (EDOC).

Figure 2.2 illustrates how we apply the MOF to CPS. On the M3 layer a meta-
metamodel is defined — MOF. This meta-metamodel is used to create the CPS

metamodel, which specifies the concepts of the domain, in our case, the cyber-physical

LCore Specification Meta Object Facility (MOF) Version 2.5.1 http://www.omg.org/spec/MOF/
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M3 Meta-Metamodel MOF (2.0)

M2 Metamodel Cyber-Physical Metamodel (Figure 2.3)
M1 System Model Top-Level Design (Section 2.4)

MO Real World Application Publications/Appendix

Figure 2.2: Meta Object Facility: the cyber-physical system metamodel in this
dissertation is defined at M2 (Section 2.3). At M1 six system models as
top-level designs are described (Section 2.4). The real world is implemented
as CPS application at MO (Chapter 4, Appendix A and Appendix B).

system metamodel as UML class diagram. A CPS profile is the aggregate of stereotypes,
interfaces and constraints that are dedicated to the application of cyber-physical
systems.?

We make use of the stereotype mechanism of UML to define and extend Smart Objects
on the CPS metamodel. The metamodel serves as basis to extend and reuse classes
defined on M1. Those classes are used to represent a system or application. On M1 we
define the application design as top-level design. Our top-level designs are technology
independent, abstract and with the goal to be understandable to all stakeholders
within a project. The top-level design represents the blueprint to instantiate the CPS
application within the MO layer. MO contains the real-world objects that are part of

the application. The next section introduces the CPS metamodel.

2.3 Metamodel for Cyber-Physical Systems

Based on the definition of cyber-physical systems we extracted commonalities and
created a base-metamodel applicable to all cyber-physical systems (Figure 2.3) at layer
M2 of the MOF?. This metamodel is extensible and reusable. Extensibility allows

2An example of a profile that extends the UML language is the U2TP (UML 2 Testing Profile). It
offers an abstraction to create understandable test models for all participating stakeholders in a
project. Those test models can automatically generate test cases that are executable. Another
example is the UML profile for Software Development Processes® that offers models applicable for
different stages of a development process. It defines stereotypes such as "UseCaseModel’ derived
from the base class model that specifies services that users of a system can use. The OMG Systems
Modeling Language (SysML)* is another extension that uses the stereotype mechanism of UML.
It reuses UML 2.0 models and also extends models within the SysML profiles that apply the
defined stereotypes.

5The abstractions Peters proposed as classes at M1 for Instrumented and Smart Environments
influenced the cyber-physical system metamodel [Pet16].
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developers to add new abstractions to the metamodel and to add new stereotypes.
Reusability offers existing abstractions that can be used on the M1 layer of the MOF.
Top-level designs use the metamodel definition on the M1 layer and describe the system
on an abstract level. Each implementation is an instantiation of the top-level design
on the MO layer of the MOF. The metamodel shown in Figure 2.3 is based on the

models of embedded systems, sensor networks and smart objects.

M3
Meta-Metamodel (MOF 2.0)
M2 .
Cyber-Physical System Metamodel
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+monitor() U oo K>—|
+control() K>— 1.+ Actuator ) —
K>—{+operate w k> . ondition
? 0 +evaluateCondition(environment : Sma..
Connection Wire-Based -
+ |[+connect(ie : Instru...) Z soris
K_>——+disconnect(ie : Instr...
+send(ie : Instrument... Wireless
Reasoner
4 +evaluate(sensors : Sensor [], context : Context)
+configure(sensor : Sensor, min : int, max : int)
Smart Environment
-characteristics :
-exceptions 9.4
- Message Broker
+publish(data, topic : Topic)
+subscribe(topic : Topic)
I
<<enumeration>>
Person Smart Object Cyber-Physical System s 7S iy / Satot 7;‘:': TrstocliD o
-role -material +add(se : Smart Environment) uppor ecurity / Satety atus [instruc ocumentat..
-sociodemographics -dimensions +remove(se : Smart Environment)
L +getChild() Learner
C ) +classify(sensors : Smart Environment [])
+recognizePatterns(se : Smart Environment [])
+predict()
M1
System Models
MO L
Real World Application (Prototype)
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abstractions based on the abstractions based on the inherit the Sensors, Actuators, and the
embedded system model. sensor network model. Connection from Instrumented Environments.

Figure 2.3: Metamodel of a Cyber-Physical System: a Cyber-Physical System is
a composite of several Cyber-Physical Systems with Smart Objects as leaf
nodes. Each Smart Environment can contain Persons that are part or use
the Smart Environment.

Embedded systems (Figure 1.1) can be seen as an instance of an Instrumented Environ-
ment that can consist of one or more Interaction Devices. Each Interaction Device is a
composite of Sensors and Actuators. Each Interaction Device can access the method
getValue() to receive sensor values from the Sensors or can access the operate() method
to trigger physical actions at the Actuator. All Instrumented Environments possess one

or more Connections. Such Connections can be used to connect to, disconnect from, or
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send information to other Instrumented Environments. Instrumented Environments can
monitor and control an environment that they are deployed in.

An example of an Instrumented Environment could be an airbag system within a car.
The system can sense a crash of the car. As soon as it detects such an abnormal
behaviour it triggers an inflation process that fills the bag with air. This Instrumented
Environment might be connected to other Instrumented Environments within the car, to

trigger an action to automatically trigger the hazard lights.

With the miniaturization of hardware, the improvements concerning calculation power,
storage capacities, transmission protocols as well as battery lifetime, Smart Environ-
ments could be established. The basis of the Smart Environments was the model of
sensor networks. Ubiquitous computing influenced the definition of Smart Environment
as they make use of Smart Objects. A Smart Environment extends Instrumented Envi-
ronments. A Smart Environment consists of Contexts. A Smart Environment consists of
Contexts such as Location, Condition or a Domain. A Location is an indoor position
or a geo-position such as latitude and longitude. Each Context receives the location
and calls the method getLocation(). Each Context possesses one or more Conditions.
Such Conditions represent the integrity of the Smart Environment. Battery levels or
connection reliability are examples. Each Context provides a Domain. If a Smart
Environment measures driving behaviour of a diver it might be assigned to the domain
of transportation or automotive. Typically, Smart Environments include Reasoners with
defined thresholds such as min and max values. The Smart Environment configures
such values. Moreover, a Reasoner evaluates the Smart Environment given the specified
Sensors and a Context. As Smart Environments are Instrumented Environments they
collect Sensor values, that are considered by the Reasoner. Each Smart Environment
defines characteristics that describe it and defines exceptions that are triggered in case
the Reasoner evaluates the Smart Environment and predefined thresholds are exceeded.
An autonomous cruise control (ACC) system of a car can be modeled as Smart Environ-
ment. It possesses several sensors that measure the distance to a car in-front of it. The
car configures a Resoner, which defines thresholds when a distance is too short and the
car must be slowed down. The Reasoner also defines the minimum velocity to activate
the ACC. The Smart Environment evaluates the situation during the driving process.
An additional Context defines where the car is driving and how the overall condition
of the ACC is evaluated. As soon as the distance is too short the cars’ velocity is
adjusted and the distance is adjusted. In case the car in-front breaks unexpectedly
strong, an actuator triggers an additional warning signal. The transition between an
Instrumented Environment and a Smart Environment is smooth [Pet16]. Therefore, the

Smart Environment on the M1 layer is typically represented by its extension such as
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Smart Objects or Cyber-Physical Systems.

A Cyber-Physical System extends Smart Environments and uses a composite pattern
to allow aggregates of Smart Environments. A Cyber-Physical System can add() and
remove() Smart Environments. Moreover, it can getChild() nodes namely Smart Objects,
which are themselves Smart Environments. Therefore each Smart Object is an instance
of an Instrumented Environment and inherits all properties and associations from it.
The composite patterns allows a Cyber-Physical System to be a composite of Smart
Environments that are instances of Instrumented Environments with leaf nodes of Smart
Objects.

Each Instrumented Environment makes use of a Connection to another Instrumented En-
vironment. The Instrumented Environment has to be known, to establish the connection
as it must provide a parameter to the connect method. To allow information exchange
with unknown systems a Cyber-Physical System makes use of a Message Broker. It
provides publish() and subscribe() methods that provide data on a specified topic. A
Topic is a string-based, human-readable identifier that assigns the data to this identifier.
Other systems that are unknown to the Cyber-Physical System make use of published
information without the necessity of a direct connection.

A Learner that can classify(), recognizePattern()s in sensor data or can predict() situa-
tions based on the gathered sensor data can be part of the Cyber-Physical System.

In case a car is modeled as Cyber-Physical System it would consist of several Smart
Objects. It combines Smart Objects to use a Learner that might be able to classify a
driver, to predict dangerous situations or to recognize different driving patterns. Other
Cyber-Physical Systems within the car or outside of the car might subscribe to defined
Topics to use information one Cyber-Physical System provides. The Cyber-Physical
System metamodel allows aggregates of Smart Objects that provide object specific
methods. A Smart Environment defines methods that a Cyber-Physical System as well
as a Smart Object has to implement. As a Cyber-Physical System is an aggregate of
Smart Objects it calls those methods for each object as a composite pattern is used.
Each of the Smart Objects can be extended by stereotypes. In Table 2.1 those stereo-
types are listed. Each stereotype defines a graphical icon that can be used instead of
the stereotype name shown in guillemets. The defined stereotypes are used in each
CPS application - and are extended if necessary - to instantiate the metamodel on the
M1 level.

A Person is part of a Cyber-Physical System. The taxonomy of a Person is shown in
Figure 2.4. A Person is the superclass of a Worker, a Customer, a Manager or Mission
Personnel. We further distinguish Workers into Maintenance, Warehouse or Factory
workers. For Mission Personnel we further define Deployed Personnel, Medical Advisor

and Mission Commander.
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Table 2.1: Smart Object Stereotypes: the table lists a non-exhaustive list of pos-
sible stereotypes that are used to instantiate Smart Objects.

Graphical

Stereotype Description Icon

A wearable is a Smart Object that is at-

tached to a human body or a body of an
«wearabley animal. It is not integrated into a textile .

rather than attached to it. The stereotype

was applied in Section 2.4.2, 2.4.3 and 2.4.5.

A mobile device that offers a user interface,
comprises sensors and actuators. A Person
typically uses such a device. The stereotype
was applied in Section 2.4.1, 2.4.2 and 2.4.5.

«smartphoney

Sometimes referred to as e-textile, smart

clothing are textiles that can "sense stimuli

from the environment, to react to them and

adapt to them by integration of functional-
«smarttextile» ities in the textile structure. The stimulus
and response can have an electrical, ther-
mal, chemical, magnetic or other origin"
[VLHO4]. The stereotype was applied in
Section 2.4.2, 2.4.3 and 2.4.5.

A device that is capable to wirelessly trans- ﬁ

mit and advertise identifiers that a sensor is
able to sense, such as beacons. The stereo-
type was applied in Section 2.4.1 and 2.4.2.

«identificationdevice»

A device that possesses greater dimensions

than a smartphone to provide a large screen.

The device comprises sensors and actuators. i
A Person uses such a device. The stereotype
was applied in Section 2.4.1, 2.4.4, 2.4.5 and
2.4.6.

A device that is stationary deployed in an
environment. It offers a user interface to
a Person. The stereotype was applied in e
Section 2.4.2 and 2.4.3

A device that is stationary deployed in an
«microcontroller» environment. The stereotype was applied

in Section 2.4.3.

«tablet»

«computery
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Person
[ | | |
Worker Customer Manager Mission Personnel
JA A
I I
Maintenance Factory Deployed Medical
Personnel Advisor
Warehouse Mission
Commander

Figure 2.4: Person Taxonomy: the UML diagram shows the taxonomy of Persons
on M2 of the MOF. The taxonomy is reused at M1 to instantiate the
top-level designs for each CPS application.

In the following we describe the extensions of the metamodel for the Agile Assembly,
Incident Management, Smart Logistics, Augmented Maintenance, Remote Health Monitor-
ing as well as Health Data Visualization. Each top-level design of the CPS application

follows a graphical notation that is given beforehand.

Graphical Notation

This section summarizes the notation for each instance of the metamodel. Each
instance is illustrated as top-level design on the M1 layer of the MOF'. It shows the
system on a top level, technology independent and abstract [ASFB17]. The color

scheme of those models follows that of the metamodel (Figure 2.3) in Section 2.3.

Within the top-level design, cyber-physical systems conform to this notation: [name] :

Cyber-Physical System. The cyber-physical system name is followed by the type

declaration, which is denoted with underlined, bold-face font. Each cyber-physical
system is surrounded by a box with a dashed border.
The notation for smart objects follows this pattern: [functional name| (abbreviation)

[Stereotype]: Smart Object. Each smart object reuses the graphical icon of the defined

stereotypes (Section 2.3). Such a graphical icon helps the reader to imagine how the
smart object could look like within the CPS application on the MO layer. Right next
to each smart object the offered methods are shown as list.

Arrows visualize information exchange, connections and data flows. Dashed lines

indicate a wireless connection, solid lines any other connection.
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Persons are illustrated with an icon. Each person possesses an assigned name. This

name is followed by the [Person Taxonomy]| : Person.

For clarity reasons, the overall cyber-physical system is not illustrated. Each section
describes a CPS application, which represents the overall cyber-physical system. The
notation includes UML 2.0 conform notations.

In the following we refer to the metamodel as base-metamodel as we extended it

throughout the CPS application based on the proposed formative research process.

2.4 Base-Metamodel Extensions

We designed and implemented interdisciplinary CPS applications (Figure 2.5) to
extended the Smart Object taxonomy, to mine for new stereotypes and to collect
metamodel class candidates to review and adapt the base-metamodel.

We applied the formative research process introduced in Section 1.1. Each Smart

Smart Object

L o o

Agile Assembly Smart Logistic Remote Health
Monitoring
Incident Augmented Health Data
Management Maintenance Visualization

Figure 2.5: Smart Object Taxonomy: based on the formative research process
(Section 1.1) we selected the following six applications to mine for potential
subclasses for the Smart Object class at M2: Agile Assembly Application
(Section 2.4.1), the Incident Management Application (Section 2.4.2), the
Smart Logistics Application (Section 2.4.3), the Augmented Maintenance
Application (Section 2.4.4), the Remote Health Monitoring Application
(Section 2.4.5) and the Health Data Visualization Application (Section
2.4.6).

Object contains the methods and uses corresponding stereotypes that extend M2. The
defined top-level designs at M1 as well as the prototypes at MO help us to collect
metamodel class candidates. The following subsections describe the extensions and

reuse of the metamodel for each CPS application.

20



Section 2.4: Base-Metamodel Extensions

2.4.1 Agile Assembly

The agile assembly CPS application is a part of an agile factory and represents a
vertical prototype that addresses two problems: the inflexible arrangement of shop
floor workstations and non-hands-free interaction with user interfaces. Therefore, the
agile assembly enriches workstations with context and enables smart devices to display
context-aware information to factory workers. The published work can be found in

Section 4.1. The next section defines the Smart Object taxonomy extension.

Smart Object Taxonomy Extension

The agile assembly CPS application extends the Smart Object taxonomy with four
new objects: the Order Device, the Worker Assistance Application, the Beacon Scanning
Application and the Smart Workstation (Figure 2.7). Moreover, three new stereotypes
have been elicited during the design process, the smartphone, the tablet and the
identificationdevice.

The Order Device uses the smartphone stereotype and provides methods that enable a

Smart Object

Agile Assembly

A
| | | |

<<smartphone>> <<tablet>> <<smartphone>> <<identificationdevice>>
Order Device Worker Assistance Beacon Scanning Smart Workstation
+configure() Application Application +activate()
+sendOrder() +acceptOrder() +sense() +deactivate()
+reconfigure() +displaylnstruction()
+finishOrder()

Figure 2.6: Agile Assembly Taxonomy Extension: this taxonomy extends the
Smart Object taxonomy as shown in Table 2.1 with three new stereotypes.

Person to configure() a product, sendOrder() of a product and reconfigure() a product.
The Worker Assistance Application applies the tablet stereotype and offers methods
such as acceptOrder(), displaylnstruction() and finishOrder(). It is mounted on a mobile
worktable to allow hands-free operation. The Beacon Scanning Application uses the
smartphone stereotype and can sense() Smart Workstations. The Smart Workstation is a
factory hardware table that is equipped with an identificationdevice that is continuously
sending identifiers that the Beacon Scanning Application senses. To send those identifiers
the Smart Workstation offers an activate() method. To turn off the identification
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mechanism the deactivate() method is called.

In the next section, the top-level design of the agile assembly CPS application uses
the graphical icons for each Smart Object and defines the system on the M1 layer of
the MOF.

Top-Level Design

The agile assembly CPS application uses a commercially available software framework®.
The agile assembly CPS application consists of three CPS shown in Figure 2.7: the
Customer Space, the Factory Shop Floor and the Factory Support System.

The Customer Space defines a Customer of type Person who uses an Order Device. The
Customer configures his or her order, sends the order and reconfigures the order (Figure
2.3).

The Order Device sends an order of a product, receives status changes and sends change
requests.

The Factory Shop Floor can be a manufacturing environment, that provides necessary

Factory Shop Floor : Cyber-Physical System

~ ; 3 | A * addContext

4 3 S . .d Smart Workstation (SW) !
: ; mss::mmn g |dentification Device : !
h | v ) 1~ Smart Object |
' i [« ] - workstation information/ m ARETe
Bob | ' === - order * activate
Customer : Person ! I ' * deactivate
| ! ! Factory e R A
' ] Management | 1 - v
use 3 | System ; 1 Beacon Scanning
1 ' Server : Reasoner | C Application (BSA) b
] b0 ' pam=p Smartphone : Smart Object . !
1 1 I
v o . sense
Order Device (OD) | I
Smartphone : Smart b !« acceptOrder ]
Object | ! '« displaylnstruction Sl AR
p— 1 send ! '« finishOrder
configure Ry P ! o
+ sendOrder ] - status change/ | | <+ -
giccenicticy - change request 3 1 Worker Assistance Application
J I (WAA) Alice
| I ! ' Tablet : Smart Object 2
|Customer Space : Cyber- | i '(1..%) Factory Support System : Cyber-Physical System

'Physical System ! LR N

Figure 2.7: Top-Level Design: the Agile Assembly CPS application consists of three
cyber-physical systems Customer Space, a Factory Shop Floor and the Smart
Factory Support System which themselves are CPS.

material and equipment to process an order and to build the desired product the
Customer ordered. The Factory Management System from type Reasoner evaluates the
Factory Shop Floor according to the given Context. It determines which status an
ordered product has, or evaluates in which process step a Factory Worker currently is.
The Factory Shop Floor adds Context information to each Smart Workstation of the type

SManufacturing Execution System: DE software & control GmbH
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Smart Object. Examples of such pieces of context information are: where the Smart
Workstation is located, what kind of process steps can be conducted at this Smart
Workstation as well as which halo-radius it defines to trigger automatic instructions to
the Factory Worker. Moreover, the Factory Shop Floor activates the Smart Workstation,
to send the wireless beacon identifiers. To stop broadcasting such an identification the
Smart Workstation offers a deactivate() function. A Smart Workstation typically is a
table equipped with special tools or materials that are necessary to conduct a certain
process step.

As soon as an order arrives at the Factory Shop Floor the Factory Management System
evaluates the Factory Shop Floor. Based on that evaluation the Factory Shop Floor sends
instructions, workstation information as well as the order information to an available
Worker Assistance Application within the Factory Support System of the type Cyber-
Physical System. It contains a Worker Assistance Application of type Smart Object, which
is able to display requests that represent the order of the Customer. A Factory Worker
uses the Worker Assistance Application and accepts the order, follows the displayed
instructions and finishes an order. The Worker Assistance Application guides the Factory
Worker through the process. It displays instructions that are automatically triggered as
soon as the Factory Worker is near a certain Smart Workstation. Based on the defined
Context the Worker Assistance Application provides instructions to the Factory Worker,
context-aware. The Worker Assistance Application connects to a Beacon Scanning
Application, which senses the wireless identifiers of nearby Smart Workstations. Both
the Beacon Scanning Application and the Worker Assistance Application are attached to
a mobile worktable (Section 4.1). In this top-level design, the mobile worktables are
left out due to space constraints.

The Factory Worker follows the automatically triggered instructions. As soon as the
Factory Worker finishes an assembly step, an instruction to which Smart Workstation
the Factory Worker has to go next is displayed on the Worker Assistance Application. As
soon as the Factory Worker approaches the next corresponding Smart Workstation new
instructions are provided and a status change back to the Order Device is sent. This
flow of events repeats until the ordered product is finished or no changes from the
Customer had to be processed during the assembly process.

The Customer is able to reconfigure the order during the assembly process. In case
this happens a change request is sent to the Factory Shop Floor. The Worker Assistance
Application updates the instructions that the Factory Worker can process the change
request.

The instantiation on level MO of the application be found in the publication reprinted
in Section 4.1. It is summarized and reprinted with permission of the IEEE Digital

Library.
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2.4.2 Incident Management

In factory environments, an incident is a situation that impedes the manufacturing
process. A malfunctioning machine or worn out parts of a production line can cause
such incidents.

We implemented an Incident Localization and Assistance System (ILAS), which helps
factory workers to localize and document incidents. ILAS transfers process oriented
incident management knowledge from IT Service Management (ITSM) to the domain
of manufacturing. It enables the factory management to monitor the incident process in
real-time. The system equips factory workers with wearables, provides incident analysis
support and knowledge sharing capabilities within and among different production
sites. As wearables, it integrates technologies into mandatory protective textiles such
as gloves. In case a detailed incident analysis is necessary a smartphone supports the
factory worker. The worker documents the new incident and browses through relevant
incidents that have already happened. Incidents are sharable with colleagues or the

factory management as they are digitized.

Smart Object Taxonomy Extension

The incident management CPS application extends the Smart Object taxonomy from
Figure 2.5 with four new Smart Objects, namely the Mobile Documentation Device, the
Wearable Incident Device, the Production Line Sector and the Documentation Manager
(Figure 2.8). During the design, we added the three new stereotypes smarttextile,
wearable and computer.

The Mobile Documentation Device uses the stereotype smartphone and offers methods
to locate() and document() an incident as well as takePictures() of, and add text() to
an incident. Moreover, it is able to calculate() the distance to an incident. We reused
the stereotype as we defined it within the Agile Assembly application (Section 2.4.1).
For the Wearable Incident Device we extended the base-metamodel and added two new
stereotypes, smarttextile and wearable. The Wearable Incident Device offers methods to
locate() an incident, and to document() the incident. Moreover, it provides a scan()
method that triggers a barcode reader to scan and decode a barcode. The Production
Line Sector provides methods to activate() as well as deactivate() the Production Line
Sector identification. We reused the existing stereotype smartphone. The Documentation
Manager is a browser-based application that allows to show existing incidents, to create
new incidents and to assign incidents. For this Smart Object we defined the stereotype
computer and assigned it to the object.

Based on the defined extensions we design the system on the M1 layer at the MOF as

top-level design in the next section.
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Smart Object

A

Incident Management

[

<<smartphone>> <<smarttextile>> <<identificationdevice>> <<computer>>
Mobile <<wearable>> Production Line Sector Documentation
Documentation Wearable Incident +activate() Manager

Device Device +deactivate() +showlncident()

+locate() +locate() +createlncident()

+documentincident() +documentincident() +assignincident()

+takePicture() +scan()

+addText()

+calculateDistance()

Figure 2.8: Incident Management Taxonomy: this taxonomy extends the Smart
Object taxonomy as shown in Table 2.1 with three new stereotypes, smart-
textile, wearable and computer.

Top-Level Design

The incident management CPS application consists of five cyber-physical systems:
the Factory Shop Floor Environment, which contains one to many Factory Workers, a
Manufacturing Execution System, and a Factory Administration Environment that contains
a Factory Management Environment (Figure 2.9). During the design of the application
we extracted two metamodel class candidates for layer M2: Message Broker and Topic.
We added those classes to the base-metamodel and reused the classes in the remaining
CPS applications.

The Factory Shop Floor Environment comprises one to many Production Line Sectors of
type ldentificationDevice. Production Line Sectors are Smart Objects. The Manufacturing
Execution System provides information about each component of the production line,
such as if a certain sensor is working or not. A Factory Worker consists of a Maintenance
Worker that uses a Mobile Documentation Device as well as a Wearable Incident Device.
The Mobile Documentation Device provides methods to locate and document an incident,
take a picture of the incident and add text to an incident. To localize the incident
the Mobile Documentation Device is able to establish a wireless connection to the
Production Line Sector (PLS). At the PLS a visual feedback device is activated to
support the Maintenance Worker during the localization process. Additionally, to the
visual feedback, the Mobile Documentation Device displays the calculated distance to
the PLS.

The Wearable Incident Device is a slim version of the Mobile Documentation Device.
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Figure 2.9: Top-Level Design: the ILAS enables maintenance workers to localize
and document incidents in factory environments. The top-level design uses
the extended base-metamodel.

It also locates an incident and establishes a wireless connection to the PLS. As soon
as the Maintenance Worker reached the affected PLS, a potentially malfunctioning
sensor equipped with a barcode can be scanned. The Wearable Incident Device sends
a machine information request to the Manufacturing Execution System. It will receive
machine status information such as if this part is functioning or not. The Wearable
Incident Device indicates such information with a green or red LED. To exchange
documentation data the Factory Worker and the Factory Administration Environment
use a publish/subscribe mechanism. They use an Incident Broker located at the Factory
Administration Environment. A Incident Management Server evaluates incidents and
manages the incidents. To exchange data with the Factory Management Environment
the same publish/subscribe mechanism is used. The Factory Management Environment
possesses a Documentation Manager (DM) of the type Smart Object. A Production Line
Manager uses the DM to show, create and assign incidents.

The top-level design focuses on the localization and documentation workflow of in-
cidents. Section 4.2 provides the instantiation of the system on the MO layer of the

MOF and provides details about the incident management workflow.

2.4.3 Smart Logistics

The term logistics derives from the military domain. Its definition was extended
to the business and factory domain in the late 1980s [LKVO01]. The Council of
Logistics Management (CLM) defines logistics management as "the process of planning,
implementing, and controlling the efficient, cost-effective flow and storage of raw
materials, in-process inventory, finished goods, and related information flow from
point-of-origin to point-of-consumption for the purpose of conforming to customer

requirements." [LMU99]. Within factory environments logistic process help to deliver
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materials and products when and where they are needed. Logistic processes cover
stock management, commissioning of parts and packages as well as the documentation
of all process steps.

Mistakes within single logistic steps influence deferred process steps. Mistakes are
typically not noticed when they occur but in later steps. Parts can be missing, have
been commissioned in a wrong order or the wrong part have been commissioned. This
causes delays, monetary drop and misunderstandings. To reduce the probability of
mistakes we developed and evaluated several prototypes that support factory workers

during logistic processes.

Smart Object Taxonomy Extension

During the design of the smart logistic CPS application we extended the Smart Object
taxonomy with five new Smart Objects: the Barcode Data Receiver, the Warehouse
Workstation, the Scanning Glove, the Commissioning Assistance System and the Logistics
Management System (Figure 2.10).

We extended the base-metamodel introducing a new stereotype microcontroller. The

Smart Object

£

Smart Logistic

T f_ T f_ 7

<<microcontroller>> <<computer>> <<smarttextile>>
Barcode Data Warehouse Scanning Glove
Receiver Workstation +scan()
+decode() +processGoods() +send()
+transmit() +control()
+display()
<<wearable>> <<computer>>
Commissioning Logistics Management
Assistance System Workstation
+processGoods() +monitor()
+manageGoods() +control()
+confirm() +display()

Figure 2.10: Smart Logistic Taxonomy: this taxonomy extends the Smart Object
taxonomy as shown in Table 2.1 with one new stereotype, microcontroller.
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Barcode Data Receiver uses this new stereotype and offers methods to decode and
transmit barcode information. For the remaining Smart Objects we reused existing
stereotypes. The Warehouse Workstation applies the computer stereotype and offers
methods to processGoods, control and to display the inventory. The Scanning Glove is a
smarttextile that can scan and send barcode information. The Commissioning Assistance
System is assigned to the wearable stereotype and can process and manageGoods as well
as confirm process steps. Finally, the Logistics Management System is also assigned to
the stereotype computer and can monitor, control and display the warehouse inventory.
All of the Smart Objects are instantiated and described in detail in the next section
with the help of the top-level design.

Top-Level Design

The smart logistics CPS application comprises four cyber-physical systems: the Ware-
house Environment, one to many Warehouse Worker, one to many Warehouse Controller
and a Warehouse Administration Environment (Figure 2.11).

The Warehouse Environment possesses a Warehouse Broker that handles inventory
updates and contains an Inventory Manager to evaluate inventory updates. The Inventory
Manager is connected to the Warehouse Environment.

The Warehouse Worker is part of the Warehouse Environment and comprises a Ware-
house Worker, a Scanning Glove and a Commissioning Assistance System. The Warehouse
Worker uses both Smart Objects to scan, process and manage goods. The Scanning
Glove is a smart textile with an integrated scanning unit. It is supplemented with the
Commissioning Assistance System, which is a wearable device attached to the wrist of
the Person. It supports the Person during the logistic processes and offers information
to the Warehouse Worker. The Commissioning Assistance System publishes and subscribes
to inventory updates and decoded barcode information. The Scanning Glove decodes
barcodes and send it to the Barcode Data Receiver. It is part of the Warehouse Controller,
which can be represented by a stationary workstation of a Warehouse Worker. 1t is
equipped with a Warehouse Workstation that displays information and offers additional
interaction devices. The Warehouse Workstation publishes and subscribes to inventory
updates and distributes decoded barcode information.

The Warehouse Administration Environment consists of a Warehouse Manager from
type Person and a Logistics Management Workstation. The Warehouse Worker uses the
Logistics Management Workstation to monitor the warehouse inventory, to control and
display it. It is subscribed to inventory updates and also publishes such updates. Figure
2.12 shows a detailed model of the Scanning Glove together with the Commissioning
Assistance System introduced in Figure 2.11. Both Smart Objects define a Context,

which in this case is the right hand of the warehouse worker. The Scanning Glove
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Figure 2.11: Smart Logistics Top-Level Design: the figure illustrates the four
cyber-physical systems within the smart logistics CPS application, the
Warehouse Environment that consists of the Warehouse Worker, the Ware-
house Controller and the Warehouse Administration Environment.

consists of three sensors: the Scan Trigger, the Confirmation Button and the Barcode
Reader. The Scan Trigger is a textile integrated button that allows the Warehouse
Worker to trigger the Barcode Reader. The Barcode Reader is able to scan barcodes
such as the EAN barcode or Quick Response Codes (QR-Codes). It is a battery driven,
modular system that can be attached and removed to the Scanning Glove. Section
4.4 provides details about the system. The Confirmation Trigger helps the Warehouse
Worker to navigate through the application that is installed at the Commissioning
Assistance System. The trigger is integrated into the textile and can be pushed with
the thumb. The Scan Trigger is wired to the Barcode Reader, the Confirmation Trigger
is wired to the Bluetooth Gamepad.

29



Chapter 2: Cyber-Physical Systems

Scan Trigger
Button : Sensor

Confirmation Trigger
Button : Sensor .
Scanning Glove

Integrated Cable martTextile : Smart Object

Wire : Connection

Barcode Reader

nner : Sensor
Right Hand - Warehouse

Worker Bob

Bluetooth Gamepad
UserProperties : Context

Radio : Connection

WLAN/Bluetooth Module
Radio : Connection

Commissioning
Assistance System
Wearable : Smart Object

Capacitive Display
Touchscreen : Interaction
Device

Commissioning
Guidance
Application : Reasoner

Figure 2.12: Top-Level Design of Scanning Glove and Commissioning Assis-
tance System: the figure shows two Smart Object extensions for the
Smart Logistics application. Both use abstractions of the base-metamodel.
The Scanning Glove uses Sensors, Connections, whereas the Commissioning
Assistance System uses a Connection, an Interaction Device and a Reasoner.

The Commissioning Assistance System is able to receive inventory updates and confir-
mations via the WLAN/Bluetooth Module. A Capacitive Display handles user input.
The Commissioning Guidance from type Reasoner is able to process user input and

select the corresponding information the warehouse worker needs.

Both top-level designs reuse the base-metamodel and the Smart Object taxonomy on
M2 of the MOF. The instantiation of M0 of the MOF can be found in Section 4.4 and
Section 4.3.

2.4.4 Augmented Maintenance

In this section, we describe the augmented maintenance CPS application that deals
with information sharing within and among peers in one production site.

Incidents in industries and production sites influence the production negatively. Down-
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times cause economical damage to companies’ and are a huge cost driver for industries.
Severe incidents lead to economic losses, environmental damage or the loss of life
[Jaa409]. Therefore, down-times in production lines should be minimized to keep
negative consequences at a minimum.

In case an incident causes a production down-time, incident or maintenance man-
agement helps to deal with the problem in a structured way. Incident management
requires maintenance actors, such as technicians, to access knowledge from other
experts as well as being able to share knowledge among experts [RKFN13]. Knowledge
and the analysis that contributed to create that knowledge should be digitized and
sharable to facilitate collaboration among experts.

To contribute to the area of augmented remote maintenance we will introduce our

Smart Object taxonomy, followed by the top-level design.

Smart Object Taxonomy Extension

During the design of the augmented maintenance application we defined one new
Smart Object. We instantiated a Mobile Annotation System that is able to scan real
world objects, annotate them and exchange annotations. The Mobile Annotation System

reuses the tablet stereotype. We define the top-level design in the next section.

Top-Level Design

Figure 2.13 shows the top-level design of the augmented maintenance CPS application.
It consists of three cyber-physical systems: the Factory Environment and two Factory
Workers. The Factory Environment possesses a Factory Broker of type Message Broker
that enables the exchange of annotations.

One Factory Environment contains one to many Factory Worker. In the top-level design
those cyber-physical systems appear twice to illustrate the exchange of annotations.
A Worker uses a Mobile Annotation System to scan objects, to annotate the scanned
objects and to finally exchange the digital annotations.

Section 4.5 defines the instantiation on MO0 of the MOF for this CPS application. No

new metamodel class candidates were necessary to model the system.

2.4.5 Remote Health Monitoring

The remote health monitoring application takes place in extreme environments. It
support humans during deployment with the goal to increase operational safety. To

achieve this goal smart textiles measure health quantities of the deployed persons, that

"http://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017,

accessed on 28.06.2017
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Figure 2.13: Top-Level Design of Augmented Maintenance: the figure shows
the three cyber-physical systems, the Factory Environment and the two
Factory Workers. Both are able to share Annotations.

a medical advisor analyses remotely. The system allows mission personnel to create
and plan, as well as monitor missions.
The following section describes the Smart Object taxonomy as it builds the foundation

for the top-level design.

Smart Object Taxonomy Extension

The remote health monitoring application extends the base-metamodel with five new
Smart Objects within the Remote Health Monitoring CPS application: an Instruction
Receiver, a Sensor Garments, a Medical Advisor Application, a Secure Data Collector and
a Commander Application (Figure 2.14).

The Instruction Receiver is able to display instructions to a deployed worker. It uses a
stereotype wearable. The Sensor Garment is a smarttextile that monitor()s health data
quantities such as temperature or heart rate. The Medical Advisor Application is a tablet
application that enables medical advisors to create advises that are sent to the mission
commander. Moreover, a medical advisor selects deployed workers to receive detailed

information about them. For each deployed worker, a physiological fingerprint can be
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shown. The Secure Data Collector of type smartphone is able to collect data, to send
instructions, to assign suits to a deployed worker using the createSuitmapping method
and to offer a setup process. With the Commander Application a mission commander is
able to instruct a deployed worker. Mission Details are accessible as well as a selection

of a specific deployed worker is possible.

Smart Object

£

Remote Health Monitoring

I I
<<wearable>> <<smarttextile>>
Instruction Receiver Sensor Garment
+displaylnstruction() +monitor()
<<tablet>> <<smartphone>> <<tablet>>
Medical Advisor Application Secure Data Commander
+advise() Collector Application
+selectDeployedWorker() +collectData() +instruct()
+showPhysiologicalFingerprint() +sendlnstruction() +showMissionDetails()
+createSuitmapping() +selectDeployedWorker()
+setup()

Figure 2.14: Smart Object Extension: this taxonomy extends the Smart Object
taxonomy as shown in Table 2.1 and reuses the already defined stereotypes.

Top-Level Design

The top-level design of the remote health monitoring CPS application is shown in
Figure 2.15. We defined six cyber-physical systems. Two main cyber-physical systems
define the Danger- and Secure Zone. Within the Danger Zone one to many Deployed
Worker exist. Each of the Deployed Worker possesses a Protective Suit. The Secure Zone
contains one to many Health Monitoring Systems and one to many Mission Monitoring
Systems.

The cyber-physical system of the Deployed Worker contains a Deployed Worker from
type Person. Such a Person uses the Protective Suit and uses the Secure Data Collector
to setup the cyber-physical system. Moreover, the Secure Data Collector is able to
collect data from the Protective Suit, to send instructions to the Instruction Receiver
and to create the suit mapping which is necessary to assign the measured data to the

corresponding Deployed Worker.
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Figure 2.15: Top-Level Design: the top-level design divides the system in two major
cyber-physical systems, the Danger Zone and the Secure Zone. The Danger
Zone contains two other cyber-physical systems, one or more Deployed
Workers and a Protective Suit. The Secure Zone consists of one-to-many
Health Monitoring Systems and Mission Monitoring Systems.

The Protective Suit contains a Sensor Garment that monitors health quantities of a
Deployed Worker, such as heart rate and body core temperature. Moreover, the
Protective Suit provides an Emergency- and a Status Button. Both are attached to the
Protective Suit. An Instruction Receiver is a wearable device that is able to display
instructions, which a Mission Commander sends.

Within the Secure Zone a Health Data Broker is able to handle all data flows within the
remote health monitoring CPS application. It processes health data, position information,
instruction(s), status information and emergency requests, advise(s), warning(s) and
stress level(s). To evaluate health data a Physical Limit Detector of type Reasoner is
implemented. To predict stress levels a Stress Prediction System is deployed.

A Medical Advisor is part of one Health Monitoring System. The Medical Advisor uses
the Medical Advisor Application to advise the Mission Commander, to select a deployed
worker and to show the physiological fingerprint. Within the Mission Monitoring System
a Mission Commander uses the Commander Application to instruct a Deployed Worker,
to show mission details and to also select a Deployed Worker.

Figure 2.16 shows the realized implementation of the Sensor Garment. It uses a Core
Temperature Sensor, two Humidity Sensors, three ECG Electrodes and four Temperature
Sensors for the wrist and ankle temperature. The Sensor Garment uses litz wires and

cable fabric to connect the sensors to the Data Device of type Reasoner. Details about
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Sensor Garment
Health Data Collector : Smart Object

Core Temperature
Sensor : Sensor

Humidity Sensor
- Sensor

ECG Electrodes
: Sensor

Broad Flexible
Sealed Connector
Litz Wire :
Connection

Data Device
HealthlLab :
Reasoner

Healthl ab Satellite
Textile Connector
Cable Fabric :
Connection

Wrist Temperature

- Sensor

Ankle Temperature
> Sensor

Figure 2.16: Smart Object Sensor Garment: the figure shows the Sensor Garment,
which consists of objects reused from the base-metamodel (Figure 2.3). It
comprises different kinds of Sensors, two Connections and one Reasoner.

the CPS application on layer MO of the MOF can be found in the Appendix B, as the

results are currently being published.

2.4.6 Health Data Visualization

The health data visualization application focuses on the evaluation of the user interface

design of the medical advisor within the remote health monitoring application intro-
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duced in Section 2.4.5. During the implementation of the remote health monitoring
CPS application we figured out that little research about user interface design for
medical advisors in professional work environments exists. User interfaces exist but
evaluations and guidelines are missing. The same applies for mission commander user
interfaces.

The following section describes the Smart Object taxonomy.

Smart Object Taxonomy Extension

During the design and implementation of this CPS application we reused the Smart
Objects Medical Advisor Application and the Commander Application (Figure 2.14). No
new stereotypes had to be identified.

Top-Level Design

To evaluate the Health Data Visualization we reused the two cyber-physical systems
Health Monitoring System and the Mission Monitoring System introduced in Section 2.4.5.
Both are part of the Simulation Environment. The Simulation Environment consists of a
Scenario Simulator that publishes health data and position information to the Health Data
Broker. The Stress Prediction System and the Notification System supply the Simulation
Environment with stress level estimations and warnings. Both, the Health Monitoring and
the Mission Monitoring System operate as described in the CPS application in Section
2.4.5. The difference for evaluation purposes is that all health data is generated to
keep the evaluation environment stable and to conduct a controlled experiment.

Details about the instantiation on the MO layer of the MOF can be found in the
Appendix Chapter B, as the results are currently being published.
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Figure 2.17: Top-Level Design of the Simulation Environment: the cyber-
physical system of the Danger Zone in Figure 2.15 has been replaced
by a reasoner that simulates the evaluation scenarios.
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New capabilities emerge just by virtue of
having smart people with access to

state-of-the-art technology.

Robert E. Kahn

This chapter concludes the dissertation and discusses threats to validity and summa-

rizes future work.

This dissertation proposed and followed a formative research approach which includes
the definition of a metamodel for cyber-physical systems that has been instantiated
within six CPS application prototypes. The metamodel is based on the proposed
taxonomy of embedded systems and wireless sensor networks and has been iteratively
refined during the design and implementation of the CPS applications. We apply
a composite pattern which defines cyber-physical systems as an aggregate of Smart
Environments of type Instrumented Environment. The leaf nodes of the composite
represent Smart Objects. Persons are part of a Smart Environment that use Smart
Objects (Section 2.3).

We defined Smart Object stereotypes that allow us to apply graphical icons within an
instance of the metamodel. The goal of the metamodel is to facilitate interdisciplinary
cooperation especially at an early stage of the system design. It allows developers to
reuse and extend the metamodel for cyber-physical system applications. It provides
a guideline for project stakeholders and developers of how to design cyber-physical

systems. Moreover, the instances of the metamodel on M1 allow stakeholders to
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understand the system, independently from their domain.

Our metamodel-based approach improved the support to humans in factory and
extreme environments [SSBV16], [SHBV17], [SBFV15], [SVB15], [SMBV16]. Using
the metamodel we could offer top-level designs, which facilitated the communication

between all stakeholders of a CPS application.

The contribution and the conclusion of the CPS-application-specific results can be
found in the publications the dissertation is based on in Chapter 4. For the CPS
applications within extreme environments the results have not been published yet and
can be found within the Appendix A and B. The next sections summarize the threats

to validity and future work for each CPS application as well as for the metamodel.

3.1 Threats to Validity

This section provides threats to validity for each CPS application. It concludes with
threats to validity of the developed metamodel. All publications the dissertation is

based on can be found in Chapter 4.

Agile Assembly

The Agile Assembly CPS application shows the technical feasibility of context-aware
user interfaces in combination with a flexible shop floor management. It has not
been evaluated in industrial environments, therefore external validity of the results
is limited. The ISM band which we used to communicate is prohibited in many
factory environments. Communication ranges can be challenging in real factories due
to the topology of the shop floors. A wireless technology evaluation in real factory

environments was not part of the research.

Incident Management

Within the incident management CPS application, we implemented a smart glove
application. Our conducted foresight about the potential of smart textiles is based
on a sample with over 300 participants. However, due to the sample technique of
the prognosis market it is non-representative. The CPS application we implemented
has been shown to our research partners and has led to a follow up research project,
namely the smart logistic CPS application. Yet, the application of ILAS has not been

evaluated in-field.
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Smart Logistics

The smart logistics CPS application and its smartglove prototypes have been evaluated
within two lab experiments. The total sample included 57 participants and was a
convenience sample. We evaluated an existing process in a lab environment to keep
external influence factors at a minimum. External validity is limited as we conducted

lab experiments but the results are applicable to improve the prototypes.

Augmented Reality

This CPS application has been evaluated on an algorithmic level. Based on our results
we selected an appropriate ICP algorithm that has been used for the CPS application.
An in-field test of the application was not the focus of the research as we focused on

the algorithm and the system design, rather that on a user evaluation.

Remote Health Monitoring

The focus of this CPS application was to implement a prototype that solves textile
integration challenges of sensors and defines an applicable software system architecture.
It provides textile- as well as software-based user interfaces for deployed personnel,
mission commanders and medical advisors. We did not evaluate wearing comfort
following a structured evaluation. We did not focus on rugged system components.
We have anecdotal evidence that the system is applicable in extreme environments,

based on expert feedback.

Health Data Visualization

The evaluation of the user interface design was based on a sample of 30 participants.
It is a non-representative sample, but we conducted the user study at three different
locations, two of which did not take place at the university. The user interface designs
have been elicited in cooperation with a medical advisor experienced in extreme envi-

ronments.

Metamodel

The metamodel has been instantiated for six CPS application prototypes in different
areas of application. The areas have been selected based on the research possibilities
that have been established. We followed an opportunistic selection approach of CPS

domains. Therefore, the sample of domains is not representative.
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3.2 Future Work

This section follows the structure of Section 3.1. For each CPS application future work

is discussed. The future work for the metamodel concludes this section.

Agile Assembly

Within the agile assembly CPS application future work could focus on identification
technologies. We used the ISM band at 2.4 GHz that is commonly used by smartphones
and other commercial devices. Frequencies located in the UHF band solve issues such as
range and interference, as they are not typically used by such devices. The integration
of technologies into applicable rugged cases is subject to future work. Moreover, the
definition of the halo around a workstation is an open issue. Currently, only trial and
error for such a halo setup is possible. Each topology of a new environment may be
different and might need readjustments. A method to estimate such halo settings is

subject to future work.

Incident Management

Further effort is needed concerning textile-based and textile-controlled user interfaces.
Evaluations that address the textile-software co-design are of major interest. Guidelines
that help developers from both domains are yet to be established.

We are currently working on speech input for use-cases such as the description of
incidents. Such a description typically requires a touch interaction with a device that
can impede a workflow. The applied identification technology needs to be switched to

a frequency band that is applicable for factory environments.

Smart Logistics

Incident documentation is also necessary in the logistics domain. We are currently
addressing speech input for single process steps within the logistics domain. Moreover,
we believe that alternative input and button locations are of interest. Several concepts
for the button location must exist that can be selected according to the use case. In
addition, modular designs that offer re-positioning of devices depending on the use

cases offer research potential.

Augmented Reality

For the augmented reality application future work should substitute hand-held devices

such as the developed tablet solution. Hands-free operations offer the potential to
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reduce motion waste but bare challenges with occlusion of the hands within augmented
reality applications. Mesh alignments are calculation-intensive and consume additional
energy on mobile, battery-driven devices. A cloud or fog-based solution that outsources

calculation efforts into nearby powerful workstations could be part of the future work.

Remote Health Monitoring

We are currently miniaturizing the hardware that we used in the proposed textile
prototype with the goal to increase user comfort. Moreover, textile comfort and textile
design that increases user acceptance are part of our current work. The usage of
machine learning for stress estimation is another issue we are currently trying to
address. The setup of the suit concerning the software application as well as the
textile has to be evaluated with users. The usage of rugged devices needs to be further

impelled.

Health Data Visualization

An opportunity for future work is to implement the proposed redesign of the user
interface and evaluate it within an in-field experiment. We considered alternative
concepts to include augmented reality that could facilitate data visualization especially

for complex and huge data sets.

Metamodel

After six iterations within factory and extreme environments we have reached a state
where we could not further identify new class candidates for the CPS metamodel. In
the current state, other CPS domains such as cyber-physical energy, vehicular or social
systems could be designed and implemented following our proposed formative research
procedure. Those applications allow developers to further mine for stereotypes and
metamodel class candidates. Moreover, the mechanism of the candidate class selection
needs to be formalized.

Concerning the metamodel itself, common methods have to be extracted that Smart
Objects might share. The extension of the composite pattern to a decorator pattern
could be helpful to override methods in domain-specific cyber-physical systems. The
proposed stereotypes have to be extended to devices that might be usable in other, new
cyber-physical systems applications. Smart glasses for example have not been used
within this dissertation and are a possible example to further extend the stereotypes.
An evaluation about the quantifiable benefit within cyber-physical system software

projects is part of future work.
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To get to know, to discover, to publish — this

is the destiny of a scientist.

Francgois Arago

In this chapter, we are presenting the publications the dissertation is based on. Each
publication is summarized before the actual reprint of a publication. Reprints are only
included in case the paper has already been published or the reprint was granted.
Each summary covers the goal, the approach, the results and the Metamodel Contribu-
tion.

All included papers are first-author papers where the author claims the full contribution
of the idea and approach, the design of the software system and its architecture, the

design and conduction of the evaluations as well as writing the publications.
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4.1 Agile Factory - An Example of an Industry 4.0 Manufacturing

Process

This publication (Publication [A]) proposes a novel approach to manage factory floors

and processes in factory environments.

Conference: International Conference on Cyber-Physical Systems, Networks, and
Applications (CPSNA)

Number of Pages: 5
Type: Full Paper

Review: Peer Reviewed (3 Reviewers)

The author of this dissertation designed the approach of the modular factory hardware.
He designed the concept of the agile factory, which includes the context-aware inter-
faces, the feedback channel between the customer and the worker as well as the BLE
beacon-based approach. He created and coordinated the cooperation with DE Software
& Control GmbH and created a new concept that transfers agile software development
knowledge to the domain of manufacturing. Furthermore, the author conducted the
literature review, defined the problem statement and created the architectural software
design for the extension necessary for this prototype. Finally, the author conducted
the demonstrations of the prototype within workshops that contributed to the findings
of this publication.

Goal

Our goal was to use and integrate tracking technology into equipment of the factory
floor, namely the factory hardware. Therefore, we are able to control user interface of
mobile devices according to the context to avoid motion waste. The context to us is
the location of the worker within the factory environment. Utilizing the knowledge
about the worker’s location in combination with the associated product request,
we could establish a feedback channel between the customer and the worker. This
channel allows us to change the product request during runtime and to send detailed
information about the status of the product. We created a human-centric cyber-
physical system that supports humans during assembly tasks. We used a commercially
available Manufacturing Execution System (MES) to implement and show the technical

feasibility of our approach.
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Approach

Our approach is a conceptual implementation resulting in a vertical prototype. The
approach suggests applying a BLE (Bluetooth Low Energy) beacon technology, that
allows us to identify factory hardware. Additionally, I have designed a new factory
hardware that allows the worker to enter each workstation with his or her mobile

worktable.

Results

Our vertical prototype was shown to our project partners from industry and research.
It received positive feedback according to the context-aware control of user interfaces
and created room for discussions. We could show that the approach is feasible for
manufacturing environments. We could show the decomposition of linear factory
environments and transferred agile software engineering knowledge to the domain of

manufacturing.

Metamodel Contribution

During the design process of the CPS application the formative research process
supported interdisciplinary cooperation. It was our first CPS application in the
domain of manufacturing and we extended our stereotypes as it was necessary to
create the system models. We built and instantiated a cyber-physical system and the
metamodel helped all included stakeholders to understand the system in an early stage

of the project.
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Abstract—Since the late 90s the idea of mass customization

in industry is present. The main goal is to handle the con-
sumer demand for customized products. Recent developments
in research, engineering and technology enable industries to
move from profitable linear assembly lines to profitable non-
linear, dynamic assembly lines to satisfy such a demand. Industry
4.0, a German governmental initiative, encourages industries
to use interconnected Cyber-Physical Systems (CPSs) to create
context-sensitive and decentralized factory environments. CPSs
in combination with tracking technologies and a component
based assembly line can create a factory environment that
allows customers to change their requirements during assembly-
time. Such change is typically not considered in the domain of
manufacturing. In modern software engineering projects, agile
techniques allow customer change during the entire development
phase. Such change results in customer oriented, customized
software products.
In this paper we describe the development of an Agile Factory
prototype. The developed Agile Factory prototype transfers agile
software engineering techniques to the domain of manufacturing.
It explores the impact and feasibility of customer changes during
assembly-time using a commercially available software frame-
work. The assembly line of the Agile Factory is component based,
using trackable mobile worktables in combination with stationary
workstations. Therefore, each product with its associated request
is trackable during assembly-time which enables us to implement
a customer feedback loop. The feedback loop allows change
requests during assembly-time. Without the integration of such
tracking techniques a customer feedback loop is very difficult up
to impossible to implement. We created a Cyber-Physical Human
System (CPHS) using smart factory-hardware in combination
with an accepted manufacturing software framework. We bridge
the virtual and physical world enabling the customer and the
factory worker to communicate with actual physical objects.

I. INTRODUCTION

Markets are facing an increasing need for individualized
products [1]. Within research this need has been noticed
since the late 90s claming the need to switch from mass
production to mass customization (compare Figure 1b). Mass
production is creating standardized products everybody can
afford whereas mass customization claims that customers can
find what they really want. Both production paradigms have the
goal to be cost-effective during their production cycle [2]. The
application of new management methods and the integration
of new technology can enable the paradigm shift from mass
production towards mass customization as Pine et. al. define it
[3]. We claim that the idea of interconnected Cyber-Physical
Systems that bridge the virtual and physical world, enabling

978-1-4673-7785-0/15 $31.00 © 2015 IEEE
DOI 10.1109/CPSNA.2015.17

Stephan Verclas
T-Systems International GmbH
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us to communicate with actual physical objects, are key
enabler for that paradigm shift. As Mark Weiser created the
idea of information everywhere and anytime [4] we transfer
this idea to the domain of manufacturing allowing change
everywhere anytime. Such changes can be located outside a
factory boundary such as the change of a product configuration
or inside the factory boundary such as the rearrangement of
the assembly line. We define such change as human triggered
feedback. As such change serves as input for other processes
and systems it can be defined as closed loop feedback [5].
The Agile Factory is implemented as Cyber-Physical Human
System (CPHS). It covers the cyber domain by using the
accepted manufacturing framework DESC and covers the
physical domain including actual physical, smart objects into
the assembly process. Finally, the Agile Factory is user centric
as the worker and the customer serve as sensors and actuators.
Moreover, the customer can influence the assembly process
during runtime and receives detailed status updates (compare
section II).

In software engineering customer requirement changes can be
faced through modular software designs being flexible to meet
customer expectations. The modular design can be realized
by following the principle of product lines [6]. Such product
lines use core assets for a software product assembly utilizing
modularity, already shown 1996 at Carnegie Mellon University
[7]. In addition, agile methods often decompose the software
development process into sprints allowing customer feedback
loops. This leads to customer oriented software solutions. In
the area of software engineering it is common to deal with
changing requirements from customers during the implemen-
tation phase (compare SCRUM agile method). The idea of
agile software engineering concepts will be transferred to the
manufacturing domain using low cost tracking technologies
to establish a bidirectional customer-factory feedback channel.
To integrate this feedback a prototype called Agile Factory
was implemented. It uses the commercially available software
framework from DE software & control GmbH called DESC!.
To estimate the position of a worker, a low cost tracking tech-
nology based on Bluetooth Low Energy (BLE) was integrated
into the DESC framework. This technology is used to extend

IDESC is an EN 62264-1:2008 (Enterprise-control system integration -
Part 1: Models and terminology), EN 62264-2:2008 (Enterprise-control system
integration - Part 2: Object model attributes), EN 62264-3:2007 (Enterprise-
control system integration - Part 3: Activity models of manufacturing op-
erations management) compliant software framework used in manufacturing
environments.
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Fig. 1: Showing the

the existing worker assistance system offered by DESC with
automatic event triggering using BLE. Each part of the Agile
Factory is equipped with an unique identifiable BLE device,
creating a halo around each part. Such halos can be sensed and
used to track the worker and offer context aware assistance
services. A halo is as big as the transmission range of a BLE
device. The idea of the halos was inspired by the idea of auras
[8] and can also be defined as a certain region around the BLE
device.

This paper is structured as follows: First the term Cyber-
Physical Human System is explained in Section II. Section
IIT describes the problem statement of the project followed by
a detailed description of the prototype and the system design
in section IV and V. Section VI offers our findings. Section
VII summarizes the paper and its contribution.

II. CYBER-PHYSICAL HUMAN SYSTEMS IN

MANUFACTURING

A CPS is capable of monitoring and controlling physical
processes, bridging between the virtual and physical world
offering new communication channels [9]. Moreover, CPSs are
interconnected and can process feedback [10]. CPSs are highly
cross-functional and therefore cover many different domains,
such as transportation, health-care, manufacturing, agriculture,
energy, defense, aerospace, buildings and more general public
environments [11]. In this paper we focus on the domain of
manufacturing including human feedback as a central part of
a CPS - we name it Cyber-Physical Human System (CPHS).
In literature other factory types beside our Agile Factory have
been defined focusing on different aspects in modern produc-
tion sites. The Smart Factory can be defined as where “the
research focuses clearly on the use of innovative information
and communication technologies in automated systems and on
the resulting challenges in the design of such systems” [12].
The Ubiquitous Factory [13] focuses on information trans-
parency, autonomous control and sustainable manufacturing.
The Factory of Things is context aware and assists people
and machines in their task execution by using calm-systems
that are operating in background” [14]. The Real-Time-Factory
utilizes RFID tracking during production in real-time reporting
errors that may occur [15]. The Agile Factory as designed
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in this paper is combining aspects of the Smart Factory and
the Factory of Things. Moreover, we integrate humans as a
feedback source that have direct impact on processes within
the Agile Factory. We define the Agile Factory as a Cyber-
Physical Human System as it covers all three design spaces: the
Cyber, the Physical and the Human space. The Cyber space is
covered by using commercially available production software.
The Physical space is covered by using actual physical objects
such as worktables and workstations as an information source
being able to communicate with the Cyber and Human space.
The Human space is covered by the creation of a feedback loop
between the worker and the customer as well as a feedback
channel within the boundaries of the Agile Factory.

To get an impression about ongoing research, we have exam-
ined different data sources (compare Figure 1). As shown in
Figure la the aggregated amount of publications concerning
the terms Smart Factory, Cyber-Physical System, Human in
the Loop and Digital Factory are shown over time. The
publication rates for the terms CPS and Human in the Loop
are increasing, yet the publication rates concerning Smart and
Digital Factory are relatively low. We claim the research field
of Cyber-Physical Systems has strong impact on the domain
of manufacturing and that modern factory systems as the Agile
Factory can be seen as a CP(H)S. Figure 1b shows the amount
of publications for the two terms "Mass Production” and "Mass
Customization’. As the term mass production has been present
since the early 50s the term mass customization starts to gain
interest in the late 90s. Since the last 10 years both terms are
used more frequently in publications. In the year 2000 the term
mass customization had a peak followed by a linear growth
afterwards. We claim that the transformation of a factory into
an interconnected CPHS makes mass customization feasible.

III. PROBLEM STATEMENT

The integration of new technologies can improve efficiency,
productivity, workflows, operational safety and security in
factory environments. In a workshop such an integration was
discussed before implementing this prototype as well as after
the prototype was finished with experts from DE software &
control GmbH and with experts specialized in the field of
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readability reasons, the feedback channel in case a customer changes the product during assembly is left out.

Industry 4.0° at T-Systems International GmbH.

As a result of the performed workshops main problems and
challenges have been identified. The automation of events
such as the trigger when a specific task starts and ends is
of great interest. Such automation improves horizontal and
vertical monitoring, the reliability of data and offers a detailed
insight into factory efficiency. Each worker at a stationary
workstation normally triggers such events manually. In case
the worker is wearing gloves, is using tools, is carrying
something or simply forgets to trigger the event can interfere
with the workflow and the monitoring process. Additionally,
the tracking and localization of a request (product order)
and the mapping to the mobile working table is challenging,
especially in case the assembled product is not produced in a
sequence but with interruptions. Another finding was the lack
of detailed assembly line status updates that can be realized
using applicable tracking technology. Automated assistance of
the worker, navigation tasks as well as the localization of each
worker are additional challenges to be faced.

As a result of the discussions a problem statement has been
created describing the functional and nonfunctional require-
ments for the Agile Factory prototype. To explore the defined
problems we intended to implement the prototype using a
commercially available software framework to profit from
know-how of experts in their domain. The integration of
BLE devices to automatically trigger events will improve the
existing worker assistance system. Therefore, we defined a
simple product, which will be assembled in the Agile Factory
to minimize the product cycle complexity. With the design of
mobile worktables that fit in the stationary workstations we
redesigned the classic mapping of worker and workstation.

2A German governmental initiative dealing with the forth industrial revo-
lution.
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IV. AGILE FACTORY - A CYBER-PHYSICAL HUMAN
SYSTEM

The prototype was planned and implemented during a 6
months project. The extension of the software framework was
implemented with the support of a software engineer of DE
software & control GmbH. Students, under the supervision of
one project leader from T-Systems International GmbH and a
coach following the Tornado Model [16], have implemented
the Agile Factory as well as the customer application. The
hardware setup of the factory has been designed from scratch
and custom-build, covering three production steps each
represented by a stationary workstation: Commissioning,
Assembling and Packaging (compare Figure 2 (4), (7), (10)).
Each workstation is equipped with a BLE device. As the BLE
device is continuously sending out beacons it is defining a halo
around it (compare Figure 2 dashed line). The workstations
have been designed in such a way that the mobile worktable
can easily fit into each stationary workstation (trapezial-
design). Each worktable is also equipped with a BLE device.
The following two paragraphs describe the product definition
and customer application as well as the assembly line in detail.

Product Definition and Customer Application: In the Agile
Factory a customized colored Duplo™ Tower can be ordered
(compare Stones in Figure 2 (4)). The Duplo™ Tower is
assembled in the desired order and colors of the customer.
To place a product order the customer uses the implemented
iOS application. The customer can configure a Duplo™ Tower
in the desired colors. As soon as the customer finishes the
configuration and sends the product order to the Agile Factory
backend server, the corresponding worker receives the request
on his Worker Device. As the worker starts to follow the in-



structions diplayed on his worker device the customer receives
instant status updates via push notifications and can monitor
the progress of his product. In case the customer changes the
product definition during assembly-time the worker receives a
push notification and gets instructions about the next steps.

Assembly Line: After the factory-hardware- and product-
setup, the workflow for the worker in the factory was defined
in detail. As soon as a request is ready for assembly (1) the
worker selects an available worktable from the stock. As each
worktable is equipped with a BLE device the tablet of the
worker can sense available worktables. The tablet will auto-
matically connect the selected request with the mobile working
table in case the signal strength is greater or equal the con-
figured threshold. After that, the worker receives seamlessly
the first instruction: Go to the Commissioning workstation (2).
As soon as the worker enters the halo of the Commissioning
workstation the next instructions are displayed on the tablet
(3). Typically, the required amount of material is displayed.
As soon as the worker has picked all needed material he can
manually set the task to the status finished, or in case he
forgets it, this will automatically be triggered in case he leaves
the halo of the Commissioning workstation (5). Steps (7), (8)
and (10) work accordingly. During all tasks the customer is
automatically informed about the status of his product ((6),
(9) and (12)). As soon as the entire process has finished the
worker can unpair the mobile worktable with the tablet (11)
and the process can start at (1) again. At any point the customer
can modify his order according to his desires. In case this
happens, the worker receives instantly a push notification that
the customer has changed the product request.

V. SUBSYSTEM DECOMPOSITION

The Mobile Customer Application (compare
Figure 3) encapsulates the mobile applications to create,
monitor and manipulate an order. The customer can create a
new order for a Duplo™ Tower. The product definition and
maximum parts allowed are stored in the BACKBONE . DE. The
Mobile Customer Application loads the definition
dynamically as well as the images and description of the
parts. Additionally, the customer can manipulate the product
order in an extra view. The customer can add, delete and
reorder each part according to his wishes. Finally, the
subsystem offers a monitor screen in which the customer can
find detailed information about the status of his product. In
this case study an iOS Application was implemented that
is using RESTful services offered by the Webserver. As
a persistence component a MS SQL Server is used. The
backend of the Agile Factory is the BACKBONE.DE from
the DESC software framework. The data model of the DESC
system, called "MetaModel’, can be configured with a .xsd
file and is deployed to the database offering high flexibility
concerning the factory setup. The 'MetaModel’ defines the
factory products and the assembly process of the product.
For this purpose the DESC system provides a basic business
object structure, which has to be used. The BACKBONE . DE
maps the ’MetaModel’ to the database. BACKBONE.DE
loads the MetaModel as soon as its process gets started and
provides it to the DESIGNER.DE and the VIEWER.DE. The
DESIGNER.DE is used to configure the User Interface of the
VIEWER.DE and is not mentioned in the deployment diagram
due to space reasons. The Worker Device is subdivided
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Fig. 3: Deployment diagram of the Agile Factory. Green com-
ponents have been developed and designed from scratch, blue
components have been adapted and extended, gray components
existed and have been used.

due to current interface limitations. The BLE scanning is
handled by an additional Mobile Device that does the
BLE scanning. The received averaged signal strengths of each
visible BLE device are send via socket connection to the
Windows Tablet using JSON Objects. On the Windows
Tablet the VIEWER.DE is running. It offers the worker
detailed information about each step that needs to be done
within one workstation (e.g. take 2 blue, 1 yellow and 1 red
stone out of the commissioning shelf). The VIEWER.DE is
using the developed BLE Library. It contains the pairing
logic and receives the Received Signal Strength Indication
(RSSI) thresholds which define the actual halo expansion of
each Factory-Hardware from the BACKBONE . DE. These
thresholds can be changed during runtime according to the
topology of the Agile Factory. The Factory-Hardware
consists of three Worktable and three Workstations
which are all equipped with battery driven RFDuinos.



VI. FINDINGS

The Agile Factory is a successful proof of concept. After
the prototype was implemented, it was demonstrated in a
workshop to experts from university and industry and received
great feedback. All findings are presented in this section.
The BACKBONE.DE needs to offer interfaces to integrate
mobile devices in a convenient way. The need for mobility
and the integration of wearables as a comfortable alternative
to the currently used worker tablet have been pointed out. The
implementation of a customer feedback loop was successfully
demonstrated and gained great acceptance and created room
for discussions. Especially constant order changes have a huge
impact on logistics and the factory management layer the
Agile Factory concept is not applicable for some use cases,
but the shipbuilding industry or rapid prototyping scenarios
are imaginable scenarios for steady customer requirements
changes. The big challenge is to define product lines that are
able to handle such customer demands supported by tracking
and tracing technologies.

Additionally, the need for evaluations concerning channel
interference and parallel operation of devices that share the
2,4 GHz ISM band are missing. The guarantee of Quality of
Service (QoS) is an open issue and important in such a CPHS.
The halo threshold estimation has been done manually and can
be supported by machine learning techniques to automatically
estimate an appropriate value. In case even the workstations
are getting mobile this issue needs to be solved.

The prototype did not focus on the ruggedized integration
of the hardware. The rationale for applicable BLE devices is
missing. Generally the integration of halos into the manufac-
turing domain received a positive feedback from our industrial
partners and is a great proof of the integration of consumer
technology into the domain of manufacturing. An integration
of consumer hardware into the domain of manufacturing is, ac-
cording to our experts, not common. The potential and benefit
of such hardware has been demonstrated in our prototype and
experts claim that such an integration is inevitable to improve
factory environments. The next section summarizes our paper.

VII. CONCLUSION

In the planning phase of the Agile Factory prototype,
workshops with experts at T-Systems International GmbH
and DE software & control GmbH have been conducted
to discuss current problems and to find out needs in the
domain of manufacturing. As a result of those workshops
the Agile Factory project has been set up. In this paper we
described the prototype Agile Factory, the used technology
and its implementation. The prototype transfers agile software
engineering techniques to the domain of manufacturing. To
the best of our knowledge, such a transfer connected with
BLE tracking technologies has not been implemented yet. The
Agile Factory offers an automatic event triggering mechanism
based on BLE in connection with mobile worktables and
stationary workstations. Additionally, a bidirectional feedback
channel between the customer and the Agile Factory has been
implemented to offer the possibility of product order modi-
fication during assembly-time. The prototype has successfully
been demonstrated to representatives at university and industry.
The Agile Factory successfully proved the applicability of
a customer feedback loop and it showed the potential of
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integrating consumer technologies into the domain of manu-
facturing. The authors claim that consumer technologies have
a huge potential in the domain of manufacturing in future.
Moreover, the approach to use an accepted manufacturing
software framework such as DESC turned out to work much
better than expected by all included parties. The prototype is
part of innovation workshops with industrial partners and the
next project phase with the aim to extend the Agile Factory is
currently in progress.
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Chapter 4: Publications

4.2 ILAS: A Case Study of a Cyber-Physical Human System

This publication (Publication [B]) combines a smart textile with a wearable solution
to support humans during maintenance processes. We propose the Incident Local-
ization and Assistance System (ILAS) that is capable to handle typical maintenance

processes. It transfers incident management knowledge to the domain of manufacturing.

Conference: International Conference on Communications (ICCC): International

Workshop on Internet of Things
Number of Pages: 5
Type: Full Paper at Workshop

Review: Peer Reviewed (3 Reviewers)

The author of this dissertation designed the approach of the Incident Localization and
Assistance System (ILAS) and created the connected Incident Management Lifecycle
(IML). He designed the concept of the ILAS, which includes the BLE-beacon-based
approach in combination with a smartphone application and a smart glove. The author
claims the major contribution of the item creation used within the conducted survey.

The author designed the system architecture and selected the necessary protocols.

Goal

ILAS uses a smart glove with an intelligent wrist band. The maintenance worker
can locate incidents in a production line. The maintenance worker can check the
functionality of sensors in a production line using the smart glove. LEDs on the wrist
band display the result of the functionality check. Each conducted step during this
workflow is instantly documented and stored at an application server. An additional
mobile device allows the worker to add and access multimedia content such as images,

text and sound, which is necessary to document and understand the incident.

Approach

We implemented a vertical prototype using a smart glove from our research partner
ProGlove. We conducted a conceptual implementation, which builds the foundation
for our further CPS applications in the publications C and D. We gathered knowledge

about how to use and integrate such a smart glove into professional work environments.
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Section 4.2: ILAS: A Case Study of a Cyber-Physical Human System

Results

We defined an incident management workflow for production sites that includes a
smart glove in combination with a wearable device. We successfully demonstrated the
advantage of such a system to our project partners. We used one of the first prototypes

from ProGlove and extended it while embedding it into a professional workflow.

Metamodel Contribution

We could instantiate the cyber-physical system metamodel to support interdisciplinary
cooperation. We could extended our stereotypes and introduced smarttextiles, wearables,
computers as new stereotypes. The composite pattern helped us to model the used
MES as separate cyber-physical system and offered an abstraction that helped us to

understand the system.
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Section 4.3: Increasing the Support to Humans in Factory Environments using a Smart Glove: An Evaluation

4.3 Increasing the Support to Humans in Factory Environments

using a Smart Glove: An Evaluation

This publication (Publication [C]) proposes and evaluates a smart glove based approach

to support workers to manage warehouses inventories.

Conference: International Conference on Ubiquitous Intelligence & Computing, Ad-
vanced and Trusted Computing, Scalable Computing and Communications, Cloud and

Big Data Computing, Internet of People, and Smart World Congress
Number of Pages: 8
Type: Full Paper

Review: Peer Reviewed (4 Reviewers)

The author of this dissertation designed the approach of how a smart glove can be used
in combination with a smartwatch to enhance a typical logistic process. He created the
concept of how a two-button approach avoids unnecessary interaction with a smart-
watch. The author defined the user interface guidelines that lead to a tight connection
between software and hardware interface design. The author created the qualitative
and quantitative user study design, the categorization of the qualitative items, the item
selection as well as the selection of the quantitative measurements. He led the evalu-

ation of the prototypes and conducted the evaluation together with Maximilian Strobel.

Goal

The goal of this CPS application was to further improve our smart glove prototype
and to evaluate two versions of the smart glove. We wanted to compare our solution
to established devices, such as handheld scanners, within the domain of logistics. Our
goal was to evaluate to which extent our prototypes can improve a typical logistic

workflow.

Approach

We realized a conceptual implementation of two smart glove prototypes and a handheld
scanning device with its corresponding hardware and software. We conducted a

controlled lab experiment with a qualitative and quantitative evaluation.
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Chapter 4: Publications

Results

We evaluated two new smart glove prototypes additionally to a smartwatch application.
We proposed a scan-based number input method and evaluated it. We added a
confirmation button to the smart glove to reduce interaction with the smartwatch.
We conducted a lab experiment with 30 participants and could show that error rates
using a smart glove can be reduced up to 66%. The smart glove variants excel the
handheld variant. Our results show that 63,33% of the participants preferred the two
button smart glove variant, 33,33 % the one button smart glove variant and 3,33 %
the handheld variant.

Metamodel Contribution

The abstractions of the metamodel helped us to transfer the initial idea of incident
management to the domain of logistics. The high level of abstraction enabled us to
identify new use cases that we implemented and evaluated within this publication.
The formative research procedure supported us to extend the metamodel. We added
Persons to the metamodel as part of the Smart Environment and extended the Smart

Objects stereotypes with microcontroller.
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Abstract—Humans are an essential part of the manufacturing
domain. In factory environments the support to humans can
offer benefits. Such benefits can for example be monetary as
processes are accelerated and time can be saved. Benefits can
also be ergonomic improvements offering hands-free operations
during daily tasks. Hands-free operations are of special interest in
case both hands are needed during a task. Lifting heavy parts is a
typical scenario during commissioning processes that can impede
necessary scanning processes. Currently, handheld scanners are
used in many industries during commissioning processes. The
disadvantage of such scanners is that during the usage, the
worker is left with only one free hand. In this publication we
conducted a quantitative and qualitative user study and compared
three variants during a typical commissioning process. We used a
smart textile that integrates the scanning unit into a glove from
our project partner and extended it. We developed two smart
glove variants in combination with a smartwatch application.
One variant offers a semi and the other one a totally hands-free
operation during the commissioning process. We compared it to
one of the smallest, commercially available scanning handheld
devices. Our results show that the developed approaches offer
benefits concerning the support to humans, reduce the physical
fatigue of the arms, hands and fingers and increase the user
acceptance. We show that the time variance while using the smart
glove variants is smaller compared to the handheld variant. Also
the amount of errors is reduced by 66% percent. The proposed
approaches are promising and we are already in contact with
partners from the aviation and automotive domain to further
improve our proposed variants.

I. INTRODUCTION

In professional environments support to humans is essen-
tial. Such support can focus on ergonomics concerning the
working environment, on the optimization of workflows and
on increasing efficiency during daily tasks and routines. As in
many professional work environments humans are still essen-
tial, such support must be human oriented and not technology
oriented. User acceptance, the reduction of physical fatigue as
well as a good guided user interaction are success factors for
the introduction of new technologies and approaches.

During the last decades tiny, energy efficient and powerful
hardware devices have been developed. They allow us to con-
nect them to sensors and actuators that are directly integrated
into textiles. Such textiles become smart and in combination
with wearable devices they offer possibilities to improve the
support to humans. This support is not limited to a certain

Stephan Verclas
T-Systems International GmbH
stephan.verclas @t-systems.com

domain but in this paper we focus on the manufacturing and
factory domain.

Processes and workflows in factory environments are highly
individual and can differ between enterprises even in the
same domain. But still industries share some processes that
are commonly used. A prominent example is the scan of
optical transmission patterns such as barcodes or QR-Codes.
Scanning takes place during warehouse management, is used
for documentation purposes, to create product histories or is
used during commissioning tasks to identify products. As such
tasks are common and frequent, optimizing them involves a
potential for the enterprises as well as for the involved humans.
Human oriented systems should increase the support to humans
focusing on user acceptance on an early stage of the develop-
ment phase. Such systems should consider the motivation of
use with the goal to increase efficiency. Especially in factory
environments the integration of smart textiles should include
accepted, already used or even mandatory protective textiles.
In this publication we are focusing on the use of smart gloves
in combination with a smartwatch.

Product identification, package handling and the transportation
to the storage are typical logistic processes. Hands-free oper-
ations can have a positive effect on operational safety, error-
rates, ergonomic aspects, efficiency and the motivation of the
staff. To increase the support to humans we developed together
with our partner ProGlove two new prototype variants that are
able to support humans during logistic processes. To evaluate
these new variants we conducted a lab experiment to explore
the benefits of smart textiles to substitute established handheld
scanners. We defined a common workflow, qualitatively and
quantitatively explored the benefits of our proposed variants
and evaluated the three variants.

This publication is structured as follows. In Section II we
summarize related work. Section III describes the addressed
problem. In Section IV we provide a detailed description of
the developed variants. In Section V we present the underlying
workflow for the conducted user study. Section VI illustrates
the setup and how we conducted our user study. The results of
the user study are shown in Section VII, VIII and IX. Section
X concludes our work and provides an outlook.



Fig. 1: Prototype Variants: The figure shows our three variants (from left to right): the handheld scanner, the smart glove with
one button and smartwatch, and the smart glove with two buttons. The variants simulate a "hands occupied’ scenario (handheld
scanner), a 'semi hands-free’ scenario (one button) and a ’hands-free’ scenario (two buttons). The annotated numbers mark the

features of each variant as described in the text.

II. RELATED WORK

Wearables are computational devices of any kind, worn on
a (human) body. Wearables have been a prominent research
topic in science for decades and cover many domains such as
the health domain [1] and the industrial domain [2]. Wearables
are used to support humans during their daily tasks. Typical
examples for such devices are smartwatches and smart glasses.
As the needed hardware has become smaller, more energy
efficient and possesses more calculation power and storage,
such hardware offers great possibilities to connect and integrate
it into textiles.
Smart textiles have integrated sensors or actuators that can
react to certain signals or stimuli [3]. Other terms such
as ’smart fabrics’ or ’intelligent fabrics’ exist that slightly
differ in terms of the integration of connectors, conductors
or microsystems.
Combining wearables and smart textiles is a promising ap-
proach to offer support to humans. Monitoring systems such
as health monitoring shirts are used for health applications
as well as for (professional) sport applications. Such shirts
are commercially available'. They are used in combination
with a technical unit, which is in many cases connected to a
smartwatch. In this publication we focus on smart gloves as an
accepted textile in industrial environments and combine them
with a smartwatch.
Several research concerning smart gloves has been conducted
already. Within the health and medical sector smart gloves
are used to detect the status of diseases such as Parkinson
[4]. Also approaches exist that help patients during their
rehabilitation phase using an Intelligent Haptic Robot-Glove
[5]. It serves as an exoskeleton to support the human hand.
A RFID glove to assist people with memory loss has been
developed. The glove can scan RFID tags attached to objects
while performing routine tasks. The glove remembers people
of a certain task in case they are distracted or have forgotten
it. Two use cases have been addressed, a kitchen routine task

I Ambiotex, LiveAtos

monitor and a medicine reminder [6]. Another glove prototype
tracks the ’activities of daily living’ by defining object-touch
sequences in combination with a probabilistic system. It senses
the environment twice a second and send the results to a
wearable computer [7].

In professional environments the combination of smart textiles
and wearables can be used to support factory workers during
daily tasks. Gloves equipped with RFID readers have been
part of research within the manufacturing domain [8] dur-
ing commissioning processes. Another developed RFID glove
supports humans during inventory tasks [9]. A smart glove
prototype was implemented that supports factory workers
during the incident management process in production lines.
A smart glove was used in combination with an intelligent
device attached to the wrist of the worker [10]. An extensive
overview concerning smart glove prototypes can be found in
the survey provided by Laura Dipietro et. al [11]. The authors
mention that the applications cover information visualization,
robotics, arts and entertainment, sign language understanding,
medicine, computers and manufacturing. They categorize the
glove applications into classical and recent applications. Within
the recent applications the combination with wearbales is
mentioned. The introduced smart glove in this publication
combines the glove with wearable technology and integrates
a certain amount of intelligence and hardware into the textile
itself.

III. PROBLEM

Within factory environments lean manufacturing is a com-
mon term. It tries to identify and eliminate waste (non value-
added activities) [12]. This can be targeted on the actual shop
floor organization and workstation management but also on
single workflow improvements. Factory environments, logis-
tics and warehouse management can be improved focusing on
different aspects. One can focus on the worker’s efficiency,
the ergonomic arrangement of tools and the connected user
comfort, as well as the user’s intrinsic motivation to use a
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Fig. 2: User Interfaces of the Three Different Variants: The figure shows the three different user interfaces for each variant
including their segues. The corresponding icons illustrate the user inputs and visual, tactile as well as audio feedback. In the
first row the handheld user interface is shown. The second row shows the one button variant and the last row the two buttons
variant. All workflows are terminated pressing the enter or OK button on the handheld device, smartwatch or smart glove

certain technology.

In logistics, accurate package handling and the avoidance of
mistakes, lapses and slips are essential to keep costs at a
minimum. In logistics scanning barcodes is a very common
task. This is usually done using handheld scanning devices
that occupies at least one hand of the worker. In case heavy
packages or products have to be lifted and scanned such
devices might not fit into the work environment and are
not ergonomically integrated into the workflow. Physiological
consequences for the worker due to poorly designed work
environments need to be avoided.

If a handheld device impedes the worker in any kind, it can
result in a decreasing motivation to use such devices. The
offered technological support should intrinsically motivate the

worker during daily routines. In the best case such a motivation
can be beneficial for the entire workflow and process.
Especially in logistics, time and the correct execution of
the workflow is essential for cost efficiency and customer
satisfaction. In case the wrong number has been entered, the
wrong package has been scanned or the wrong target shelf
has been scanned the consequences are connected to avoidable
costs.

Operational safety is of special interest as soon as humans are
involved. In case one hand or even two hands are occupied
with a handheld scanner, risks might appear. We assume that
the worker needs to lift a heavy package or needs to commis-
sion something. The probability of dropping the package or
dropping the handheld scanner increases.



(a) Incoming Goods Station

(b) Incoming Goods Station Detailed

(c) Commissioning Station

Fig. 3: Setup of the User Study: The pictures show our shop floor hardware setup. Picture 3a shows the 'Incoming Goods
Station’. It shows the setup for the two buttons variant with the offered digit scan panel. The detailed view in picture 3b of the
’Incoming Goods Station’ shows the package and the units (8 duplo® stones). The last picture 3¢ shows the ’Commissioning

Station” with the attached barcode on the target shelf.

To address the mentioned problems we developed three vari-
ants that can be used during a typical commissioning process.
The variants focus on semi and totally hands-free operations
during a simulated commissioning workflow. For the smart
glove variants we used a glove with a directly integrated
scanning unit. In combination with a smartwatch we tried to
substitute handheld scanning devices for the defined workflow.
The following chapter introduces the developed variants in
detail.

IV. VARIANTS

‘We use three variants for our evaluation: handheld variant,
smart glove one button variant and the smart glove two buttons
variant. For the handheld variant we used a commercially
available handheld scanner. For the smart glove variants we
used one of the first ProGlove prototypes from our project
partner and extended them with a smartwatch application and
for the two buttons variant we extended the one button variant
with an additional button.

Handheld Datalogic: For the handheld variant we used
a Datalogic Memor X3 Mobilterminal equipped with a touch
screen and a small pen. It is a very small device that is able to
scan barcodes and to enter numbers using hardware buttons.
It runs on Widnows CE 6.0 and can be programmed using the
Microsoft .NET Compact Framework. The navigation can take
place in three ways: using the integrated keyboard, using the
integrated small pen or just tapping on the display via touch
input. The display is as big as the screen of the smartwatch
used for the remaining two variants. Fig. 1 shows the handheld
variant. (1) shows the scan button in orange and (2) show the
enter button used to browse through the input fields.

Smart Glove One Button: This variant is equipped
with an integrated button (see Fig. 1 (3)). (4) indicates the
removable scanning unit. This setup was provided by our
project partner. The scanning unit sends the scanned barcodes
via 868 MHz to a receiving unit. This unit can be attached to
a computer via USB. In our setup the implemented software
on the computer receives the scanned and decoded barcode.
It then publishes the decoded barcode string to an MQTT
Broker following a specified topic scheme. The smartwatch
(5) is subscribed to this topic and can receive the barcodes via

MQTT and WLAN. We used a Neptune Pine that is able to
process touch and swipe gestures.

Smart Glove Two Buttons: for this variant we extended
the existing ProGlove prototype and equipped it with two but-
tons (6) and (7). Button (6) triggers the scanning process as in
the previous variant. The second button (7) is a confirm button.
It enables the user to jump to the next view or just confirm a
step without the need of interacting with the smartwatch. (8)
shows the gamepad that was needed to integrate the second
button. It supports Bluetooth and is paired to the Neptun Pine
smartwatch. The smartwatch can receive the second button
input directly as the gamepad is connected as keyboard.

V. IMPLEMENTED WORKFLOW

For the user study we simulated a typical commissioning
workflow that is supported by the previously described vari-
ants. For each of the three developed variants we defined a
software workflow that helps the participant to fulfill the task.
The first screen is the same for all three variants (see Figure 2).
The participant needs to select ’Incoming Goods’ to start the
process. The three other buttons have no attached functionality.
For the handheld variant (see Figure 2 first row) the workflow
can be processed within a single view. After selecting 'Incom-
ing Goods’ the process starts and an acoustic feedback is given.
To identify the package, the attached barcode must be scanned.
The participant triggers the scan using the orange scan button
on the device. The scan is followed by an acoustic signal. By
pressing "ENT’ (Enter) or tapping at the next input field (touch
or pen) the amount can be entered using the keyboard (number
field) on the handheld. Pressing ’ENT’ or tapping at the next
input field (touch or pen) the target shelf must be scanned and
the product must be put into the marked target shelf at the
Commissioning Station.

The second workflow is shown in Figure 2 second row. As
soon as the 'Incoming Goods’ button was pressed the process
starts. First the participant needs to scan the barcode attached
to the package. Using the one button solution the integrated
button in the glove needs to be pushed (see Figure 1 (3) ). For
the two buttons variant the integrated button needs to be pushed
as well (see Figure 1 (6) ). After the scan was successful
the participant needs to confirm the scan. In case of the one
button solution the confirmation is done by pushing the *OK’
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Fig. 4: Learning Curve: The learning curves show that in the first round the variance for the handheld and the 2 Button variant
is very high. It decreases after each round. Interesting to mention is that the variant increases for the handheld device in the last

round.

software button on the smartwatch. For the two buttons variant
the integrated hardware button at the smart glove confirms the
scan (see Figure 1 (7) ). After that step the amount needs to
be entered. Using the one button variant, this has to be done
using a number slider. For the two buttons variant we offer a
digit scan panel, printed and located in front of the participant
(detailed description in Section VI). This step needs to be
confirmed in the same way as already mentioned, for both
solutions. Now the target shelf must be scanned, where the
package has to be located. For the one button and two buttons
variant the scan is triggered using the integrated hardware
button on the smart glove. The last step, the confirmation is
done in the same way as the other confirmation processes.

The next section describes our simulation setup for the com-
missioning process and how we conducted the user study.

VI. SETUP AND USER STUDY

The experimental setup is illustrated in Fig. 3 and consists
of a ’Incoming Goods Station’ and a ’Commissioning Station’.
The ’Incoming Goods Station’ is constructed as follows. It has
some direct light from above to guarantee good light conditions
for the participants. The incoming goods are located in a small
weighted box that contains 8 duplo® stones. To optimize our

setup we conducted a pretest with four participants. During
the pretest the weight inside the box was increased until
the participants had to use both hands to carry the box.
Additionally, the amount of stones was increased until the
participants needed to use both hands to carry the stones (see
Figure 3a and 3b).

The ’Commissioning Station’ consists of an industry shelf
commonly used in factory environments (see Figure 3c). It is
equipped with blue boxes filled with the corresponding colored
duplo® stones. The target shelf slot is labeled with a barcode
encoding a unique identifier. The participant needs to scan it
before the duplo® stones can be put into it. Only the correct
target shelf is labeled as we do not want to focus on the
optimal position for the target shelf. The focus is strictly on
the workflow, namely scanning and hands-free operation, and
therefore, support to humans during the task.

Each participant was filmed during the entire experiment. Be-
fore a participant starts a task, we introduced the corresponding
variant and explained how the participant has to handle it. We
let them try each variant but we did not demonstrate how to
carry, grasp or commission the duplo® stones. The participant
had the choice of optimizing the workflow for each variant, but
was not allowed to rearrange the setup. That means that each



participant could choose, if the stones will be carried inside
the box, or if they grab the stones as a bulk or each stone
individually.

Each participant was asked to execute each workflow 5 times.
We evaluated our prototypes quantitatively as well as qualita-
tively. For the quantitative evaluation we integrated a logging
mechanism that allowed us to keep track of the elapsed time
for each workflow step. After each variant was used we handed
a questionnaire that asked for the favorite preference and asked
for sociodemographic data.

VII. SAMPLE AND SOCIO DEMOGRAPHICS

Our sample is a convenience sample with a total number
of 30 participants. 12 of our participants were female and
18 were male. The average age of the participants was 28
years, while the oldest participant was 56 years old and the
youngest 19 years old. 28 participants were right handed 2
were left-handed. 11 participants of our sample were students,
1 an apprentice, 13 employees, and 5 scientific staff members.
According to their experience 10 stated that they already
had experience within commissioning processes. 20 had no
experience within factory environments.

VIII. QUANTITATIVE EVALUATION

For each round we measured the overall elapsed time to
finish the workflow. The learning curve for the handheld device
aggregated by the corresponding round, show the following
median values: round (1) 24660.50 ms, round (2) 18628.00
ms, round (3) 15335.50 ms, round (4) 15282.50 ms and round
(5) 15082.50 ms (see Figure 4a). We calculated the decrease
in percentage compared to the first round as follows: round (2)
-24.46 %, round (3) -37.81 %, round (4) -38,03 %, round (5) -
38,84 %. The results show that after each round the participant
performed the task a bit faster. It is noticeable that the variance
during the last round (5) increases especially. The one button
solution shows the following elapsed times per round: round
(1) 22805.50 ms, round (2) 18603.00 ms, round (3) 15835.50
ms, round (4) 15327.50 ms, round (5) 16155.50 ms. Expressed
as a percentage with reference to the first round the learning
curve looks as follows: round (2) -18.43 %, round (3) -30.56
%, round (4) -32.79 %, round (5) -29.16 % (see Figure 4b).
The results show that the elapsed time decreases until round
3 and then slightly increases. In round 5 it decreases again.
The variance in round 5 is slightly smaller compared to the
handheld variant. Fewer mistakes have been made.

The elapsed time per round for the two button variant is listed
in the following: round (1) 28713.00 ms, round (2) 19206.50
ms, round (3) 16364.00 ms, round (4) 16620.50 ms, round
(5) 16435.50 ms. Expressed as percentage the elapsed time
compared to the first round was: round (2) -33.11%, round (3)
-43.01%, round (4) -42.12%, round (5) -42.76% (see Figure
4d). The two buttons variant is the only variant where the
variance in the last round decreases and less mistakes have
been done.

In all three variants we can observe a positive learning curve
over time. An oscillation within the elapsed time between 1%
- 2 % is considered as negligible. The learning curve using
the two buttons variant is the steepest compared to the other
variants. What is important to notice is that the overall variance
of the smart glove variants is smaller compared to the variance

of the handheld variant. Due to that variance we conducted a
video analysis and observed a higher amount of errors within
the handheld variant (see Figure 5). We also observed that 50%
of the participants that used the handheld variant walked twice
to the ’Commissioning Station’ as one hand was occupied with
the handheld device. Our overall impression while analyzing
the videos was, that the workflow felt very smooth as soon as
the participants used the two buttons variant. This impression
is confirmed by the qualitative evaluation.

We additionally analyzed the fastest round of each participant
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Fig. 5: Amount of Errors: Our video analyses showed the
following error amount distribution. We dropped 5 participants
as we could not analyze the videos. Some parts were not visible
or the camera did not capture everything. Using the smart glove
variants 66% less mistakes occur.

and aggregated the fastest times. The median of the fastest
rounds are: 14176.50 ms (handheld), 14711.50 ms (one but-
ton), 14861.50 ms (two buttons). The participants using the
one button variant are 0.53 s slower compared to the handheld
device. Using the two buttons variant they were 0.68 s slower
than using the handheld device. The video analysis let us
conclude that the participants using the handheld scanner stated
that it looks like a mobile phone and therefore we assume
that they are used to handle such devices. Also the scanning
direction and the integration into the textile was new to them.
The handheld provided a well-known interface comparable to
the first mobile phones. They immediately knew how to handle
it. Yet, our results show the potential of the smart glove variants
concerning the variance. We think that increasing the training
period (amount of rounds) would have a beneficial influence
on the elapsed time using the smart glove.

Additionally, we selected one of the smallest handheld scan-
ning device we could find on the market. We strongly believe
that using a bigger device would change the results to the
advantage of the smart glove variants. To conclude we showed
that the smart glove could compete with one of the smallest
scanning devices available on the market. Concerning time we
need to have a closer look at the process, to fully utilize the
benefits of hands-free operations.

IX. QUALITATIVE EVALUATION

For the qualitative evaluation we asked to complete 4
questionnaires to each participant. One after the usage of
each variant and one after conducting the entire experiment



asking for the overall favorite variant, general feedback and
sociodemographic data. For the 3 questionnaires of the variant
we used a 6 ranged likert-scale. Each item was formulated
as a statement where the participant could chose between (1)
*fully applies’ and (6) ’does not apply at all’. The items where
categorized into 4 categories: support to humans, physical
fatigue, user acceptance and user interaction. The category
was not visible to the participant and the items where mixed
and not grouped by the corresponding category. Depending
on how the statement is formulated the selection (1) can be
positive for the item or negative. In our results (see Table I,
IL, III, IV) we indicate this by coloring each cell of the result
table, using the following color scheme: dark green, green,
yellow, orange, light red and red. Green represents the best
and red the worst possible value for the item.

Additionally we asked three open questions providing a text
field. We explicitly asked what the participant liked, disliked
about each variant and the third text field provided the option
to write down any other thoughts about the workflow or
variant.

Support to Humans: The items contained in this category
are: easiness, hinderness, fun, efficiency and interference
(see Table I). Concerning each variant we observed that the
handheld received the worst feedback from the participants.
The one button variant received very good feedback as well
as the two buttons variant. The participants stated that the
two buttons variant is more fun to use whereas the one button
variant is easier to use. The rest of the items are equally rated.
Physical Fatigue: Table II shows the results for the physical
fatigue. The results show that the handheld is slightly more
tiring to the arms, hands and fingers. The two buttons variant
is slightly tiring to the fingers. Having a look at the text
field answers the participants stated that the location of the
second button (see Figure 1 (7)) is too close to the thumb.
The participants proposed to locate the button more to the
front to offer a better accessibility.

User Acceptance: According to the user acceptance (see
Table III) the participants stated that the button location on
the handheld variant is better than using the one button or
the two buttons variant. Concerning the integration into the
work environment the participants felt that the handheld is
not as well integrated into the work environment as the other
variants. All participants thought that all variants feel natural
and intuitive.

User Interaction: All items that belong to the User Interaction
are shown in Table IV. The readability and the screen size of
the handheld as well as the smartwatch received the highest
rating possible for all three variants. The one button variant
received a relatively bad rating. Our participants did not like
the number input (number slider) on the smartwatch. The two
button variant and the handheld both achieved the best rating.
In addition, we asked if the participants mixed up the buttons
of the two buttons variant. Our results show, that they did not
mix up the buttons.

To summarize our results of the qualitative evaluation we can
state that the support to humans during the commissioning
task is better using the smart glove. Both variants show better
results than the handheld except for the easiness. We showed
a slightly better result concerning the physical fatigue using
the smart glove. User Acceptance and User Interaction can
be seen almost equal exept of the integration into the work

TABLE I: Items which belong to the category Support to
Humans. For each item the table shows the calculated median.
The color indicates the manifestation of the item.

Item Handheld One Button Two Buttons

1 Easiness 2 2

2 Hindered 5 5

10 Fun E >
11 Efficient 4 2 2

13 Interfered 3 5 5

TABLE II: Items which belong to the category Physical
Fatigue. For each item the table shows the calculated median.
The color indicates the manifestation of the item.

Item Handheld One Button Two Buttons
4 Tiring (Arms) 5

5 Tiring (Hands) 5

6 Tiring (Fingers) 5 5

TABLE III: Items which belong to the category User Accep-
tance. For each item the table shows the calculated median.
The color indicates the manifestation of the item.

Item Handheld One Button Two Buttons
14 Button Location [ ] 2 2
15 Non-Natural 5 5 5
16 Well Integrated 3 2 2
7 Intuitive 2 2 2

TABLE IV: Items which belong to the category User Interac-
tion. For each item the table shows the calculated median. The
color indicates the manifestation of the item.

Item Handheld
8 Readable

12 Screensize small
9 Enter Numbers

17 Mixed up Buttons

Two Buttons

One Button

environment (handheld) as well as the number entry for the
one button variant.

X. CONCLUSION AND FUTURE WORK

The qualitative analysis shows that the smart glove variants
are better than the handheld variant. Concerning support to
humans, the physical fatigue and user acceptance, the variants
excel the handheld variant. Concerning the User Interface the
results show no difference between the variants except for the
number entry using the one button variant. The two buttons
variant is as good as the handheld variant.

We could show that the variance using the smart glove
variant is smaller compared to the handheld device. Our video
analysis shows that the error rate during the tasks is lower
using the smart glove variants (66% less errors). Concerning
the overall elapsed time we could show that we can compete
with one of the smallest handheld devices on the market. We
strongly believe that using bigger handheld devices will result
in much higher task duration especially in scenarios where
two hands are needed.

Currently, we are optimizing the button location of the
smart glove. We are working on a solution that increases
users comfort while pressing the confirmation button.
Additionally, we are working on optimizing the number



input method. Concerning the qualitative evaluation results
we are identifying workflows where hands-free operation is
essential and handheld scanners are not an option. We are
corresponding with two partners, located in the aviation and
automotive domain, to identify and explore scenarios where
the smart glove solution offers benefits.
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Chapter 4: Publications

4.4 Real-Time Support During a Logistic Process Using Smart Gloves

This publication (Publication [D]) proposes and evaluates a smart glove based approach

to support workers during logistic scenarios.

Conference: Smart SysTech, European Conference on Smart Objects, Systems and

Technologies
Number of Pages: 8
Type: Full Paper

Review: Peer Reviewed (3 Reviewers)

The author of this dissertation designed the approach of how a smart glove can be used
in combination with a smartwatch to enhance an existing logistic process. He defined
the processes that have been evaluated and introduced the concept of shape and color
coding on the smart gloves. The author created the qualitative and quantitative user
study design, the categorization of the qualitative items, the item selection as well as
the selection of the quantitative measurements. He led the evaluation of the prototypes

and conducted the evaluation together with Florian Heinz.

Goal

The goal of this CPS application is to further improve the smart glove prototypes and
integrate them into an existing logistic process of a German truck manufacturer. We
want to find out how we can increase process guidance during such a logistic process.
Moreover, we want to develop a new smart glove prototype that positions the scan
and confirmation button on the right and left glove to reduce cable bending stress.
Additionally, we want to reuse the scanning unit mount to attach a button input

controller.

Approach

We realized a conceptual implementation of two smart glove prototypes. We conducted
a controlled lab experiment with 27 participants and used qualitative and quantitative
evaluation techniques. For the evaluation we applied a real-world logistic process from
a German truck manufacturer. We compared three workflow variants: a handheld

scanner, one glove, and the two glove based variant.
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Results

We improved the button location of the one glove variant according to the received
qualitative feedback of our previous experiment. We developed a smart glove variant
that locates one button on each hand to reduce cable bending stress. We reused the
scanning unit holder to locate a button input controller. We could show that 59% of
our participants preferred the two glove variant, 41% the one glove variant and none

the handheld scanning variant.

Metamodel Contribution

The metamodel abstractions helped us to develop the idea of an abstract button input
handler. We could make use of a further abstraction level that enabled us to model the
concept of a textile button in a generic way. We further separated the input button
and scan trigger button and applied one of the to the left and one of them to the
right glove. We reused the metamodel as no extension was necessary for this new CPS

application.

Reprint Denied

The reprint of this publication was rejected on open-access platforms. The publication

can be found at https://www.vde-verlag.de. The details are provided below.

Publication [D]
© 2017 VDE Verlag GmbH. Reprint denied.

Constantin Scheuermann, Florian Heinz, Bernd Bruegge and Stephan Verclas
Real-Time Support During a Logistic Process Using Smart Gloves

Smart SysTech, Furopean Conference on Smart Objects, Systems and Technologies
ISBN: 978-3-8007-4428-2
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Chapter 4: Publications

4.5 Mobile Augmented Reality based Annotation System: A Cyber-

Physical Human System

This publication (Publication [E]) proposes a novel approach to support humans during

maintenance scenarios.

Conference: Augmented Reality, Virtual Reality, and Computer Graphics
Number of Pages: 15
Type: Full Paper

Review: Peer Reviewed (4 Reviewers)

The author of this dissertation designed the MARBAS workflow that allows a virtual
annotation of physical objects. He defined the problem statement and defined the
user interface design. He designed the evaluation setup and led the evaluation of the
MARBAS prototype conducted by Felix Meissgeier. The author of this dissertation

selected the evaluation characteristics used within this publication.

Goal

The goal of the conducted research is to improve the support for maintenance workers.
Such workers should be able to digitize real world objects using a mobile device.
Moreover, a digital annotation of the virtual representation of the objects should be

possible. The system should allow information sharing among maintenance workers.

Approach

We conducted a conceptual implementation with a simulation and evaluation of ICP
algorithms. We quantitatively evaluated ICP algorithms to elicit an appropriate

algorithm for our vertical prototype.

Results

We implemented a vertical prototype that allows digital annotation of real world
objects. We conducted a simulation to evaluate the performance of ICP algorithms
available for an iPad. Based on our results we selected PCL Non-linear ICP to align
our recorded point clouds. We showed that within maintenance scenarios the usage
of mobile augmented reality devices is possible and has the potential to improve

information sharing among maintenance workers.
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Metamodel Contribution

We instantiated the metamodel for cyber-physical systems within the MARBAS
prototype. We showed that augmented reality applications can be modeled as cyber-
physical system. We could reuse the metamodel and use it to provide an abstract and

understandable top-level design.

Reprint Denied

The reprint of this publication was rejected on open-access platforms. The publication

can be found at https://link.springer.com/. The details are provided below.

Publication [E]

© 2016 Springer International Publishing Switzerland. Reprint denied.

Constantin Scheuermann, Felix Meissgeier, Bernd Bruegge and Stephan Verclas
Mobile Augmented Reality based Annotation System: A Cyber-Physical Human
System

Augmented Reality, Virtual Reality, and Computer Graphics

DOI: 10.1007/978-3-319-40621-3 20
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Appendix A
Remote Health Monitoring

In this chapter we describe the problem statement, the functional and nonfunctional

requirements as well as the contribution for the remote health monitoring application.

A.1 Problem Statement

Hazardous, harsh or dangerous environments might require protective textiles. In case
of an Ebola decontamination scenario workers need to wear suits that are sealed off
from the environment. Such suits protect workers against external threats such as
contentious material or organisms. As these suits are sealed off from the environment
heat exposure and strain can influence professionals during deployment in a negative
way. Heat exposure increases heart-rate, dehydrates, and has negative influences
on the overall performance of professionals and can even cause long-term health
conditions [GSDL15] [Gli+15]. When the muscles of the worker produce heat during
the deployment, it further complicates this situation. The temperature within the
protective textiles rises to a level where the worker starts to perspirate. Assuming a
workload of 120 Watt, a worker in a CNBR suit evaporates/perspirates up to 0.5 1 of
sweat in one hour. Those liquids accumulates inside the suit and can cause swollen,
soft finger and toe tips that might cause injuries or impede a proper task completion.
An experiment conducted by Glitz et. al. showed that taking a break would stop
muscle heat production but has no significant effect on the thermoregulation of the
wearer, since the CBRN suit is impermeable. Active cooling mechanisms reduce the
heat stress within suits during physical workouts [Gli+15].

Frequent exposure to stressful situations and strains can increase the probability for
negative long-term health conditions [Lar+15] and can increase the probability of
post-traumatic stress disorder [Wal+4-16]. Moreover, physiological stress is connected to
psychological stress [OKTW16] and can amplify the risk of negative long term health
effects. The identification of such strains or events during deployment is challenging

as real-time health data is difficult to acquire.
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Not only negative influences on long-term health conditions but also negative influences
on short-term health conditions have to be considered. A collapse during deployment
influences the operational safety of each member. The identification of potential
threats that lead to short-term health effects is essential to increase operational safety
for each team member as well as the entire group.

In case deployed workers use protective textiles such as CBRN suits, workers are not
allowed to operate more than 30 minutes using such textiles. This period of time is in
most cases not sufficient to complete a task. In order to extend that working period
the deployment of smart textiles in combination with mobile monitoring and cooling
possibilities offer a solution.

Currently, remote health monitoring systems for professionals are hard-wired systems
using sensors connected to a base unit. They measure body temperature, the humidity
in the suit and the heart-rate of the worker. An expert, the medical advisor, attaches
the sensors to the deployed worker. Each sensor is currently taped to the appropriate
area on the body of the worker. User comfort is an open issue.

In most cases medical valid monitoring systems use data-loggers to store the measured
data at the deployed worker. Real-time monitoring is not possible with such systems
as data-loggers can only be accessed after a mission.

In case no remote-health monitoring system is used, a medical advisor relies on his
or her experience and measurements after deployment to estimate the condition of
the worker. The commander, who is typically the decision maker during deployment,
decides when a worker has to stop a task. Consulting the doctor is inevitable for a
commander. To the best of our knowledge, a comprehensive system that combines
real-time monitoring, feedback channels among the included stakeholders as well as
context /condition dependent cooling is not available for heavy duty operations.

The political situation, climate information and current weather conditions are not
displayed in current remote health monitoring applications. Such factors can explain
unusual value measurements and offer a context to estimate the medical condition. In
the environmental context some measurements might be normal and do not require an
immediate action of the medical advisor or the commander.

The physiological fingerprint must be considered, as it is unique for every participant.
Quantities such as resting heart-rate, bloodtype, gender, allergies are all parameters
that influence health estimation. Current applications such as the Blackghost! system

do not provide such functionality.

!Blackghost from Equivital http://www.equivital.co.uk/products/military

76


http://www.equivital.co.uk/products/military

Section A.2: Functional and Nonfunctional Requirements

A.2 Functional and Nonfunctional Requirements

In this paragraph the functional and nonfunctional requirements are described, the
problem statement is provided and the chapter concludes with the contribution of the

application.

FR 1 - Support of Dedicated Roles
The system must support different roles such as the mission participants, the medical
advisor and a mission commander. The system must provide role specific views or

interfaces.

FR 2 - Enable Real-time Monitoring
The system must allow real-time health monitoring of up to 8 participants in parallel

as 8 was selected as typical group size.

FR 3 - Feedback Channel Among the Participants

A communication channel must be established among all three roles, the participant,
the medical advisor and the commander. The system must provide a function to send a
retreat advise from the medical advisor to the commander. Moreover, the commander
must be able to send a retreat command to each participant. Each participant must
be able to transmit an individual health status estimation. Each participant must
be able to trigger an emergency help request as well as an assistance request to the

mission commander.

FR 4 - Consideration of Physical Environmental Parameters

The system must consider physical parameters such as climate conditions, current
weather or language constraints. It might have an influence on the decision making
process of a medical advisor or a mission commander. The system must display such

information for each mission.

FR 5 - Minimize Information at Deployed Worker

Information must be available to the deployed worker only in case it creates benefits.
The system should make use of information filtering and aggregate information to
avoid an unnecessary information overload. Information about the individual health

condition at the deployed worker is not beneficial.

The following paragraphs describe the nonfunctional requirements of the system.
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NFR 1 - Integration of Health Monitoring System into Textile
The monitoring system must be embedded into a comfortable textile design that

deployed workers accept.

NFR 2 - Lean Textile User Interface Design

The system must define a lean and intuitive textile interface design for the deployed
worker. It must provide triggers for emergency requests and status updates. Moreover,
the textile must provide a display where commands are displayed such as a retreat

message.

NFR 3 - Fault Tolerance when Applying Textile
The system must define a lean and intuitive textile connection interface design. Clear

and distinct connectors must be designed that do not allow a wrong connection wiring.

NFR 4 - Washable Textile
The textile design must be washable. The connectors, wires and sensors must stand the

washing procedure as the garment has direct contact to the skin of the deployed worker.

A.3 Contribution

We identified and addressed problems within the domain of remote health monitoring.
Therefore, we created a research project that consists of software engineers, textile
manufacturing experts, medical advisors, electrical engineers and technical practition-
ers. We brought together researchers from different domains to collaborate in this
project all contributing with their domain specific knowledge.
We started our research with a first vertical prototype that showed the technical
feasibility. Based on the system design of the first prototype, we extended the smart
textile undergarment (Figure 2.16) which uses the mobile physiologic laboratory
(mobPhysioLab™) and its core technology the HealthLab system. It is a modular,
flexible, and intelligent bus system, which processes a multitude of physiological and
environmental data at the same time. It offers the possibility to monitor military per-
sonnel during genuine missions and deployments in real-time and sends the recordings
online to a base station. This system represents a major improvement to the first
prototype and provides opportunities to optimize protective textiles, based on sound
scientific research.

We extended the textile system to establish lean feedback channels for in-field pro-

fessionals (Figure A.1b). The design combines textile interface design with smart

78



Section A.3: Contribution

HealthLab: the figure
shows the Health Data
Collector. We are using the
HealthLab, which is a bus-
based system that allows to
extend the system with ad-
ditional sensor satellites.

(b) Textile Interface: the

Emergency Button con-
sists of a stitched label that
is attached with Velcro. A
3D printed button protec-
tion prevents accidental but-
ton pushes. For the proto-

(c) Textile Integration: tem-

perature sensors are inte-
grated into the textile at
the ankles and wrists. The
HealthLab is located in a
belly-bag.

type we used a Flic Button.

Figure A.1: Textile Components: the figures illustrate the three parts the sensor
garment consists of: the Healthlab, the outer textile interface design and
the garment with the textile integration of the sensors.

technology. We deployed lean and simple devices to keep distraction of the professionals
at a minimum. We used 3D printing technology to design a button protection to
reduce the risk of false positives.

During the development we reduced the amount of information at the deployed worker.
Deployed workers do not need to evaluate their health situation based on measured
quantities. They know how they are feeling. Additional warnings or measurements
can lead to increased stress and must be avoided. Therefore, medical advisors evaluate
the situation and send only lean instructions to the deployed workers. An example of
an instruction represents a message that the worker has to leave the danger zone in
the next 5 minutes.

The smartwatch is used as output device only. We dropped touch interaction with
the device as it is not applicable for the addressed scenarios. We keep information
and interaction with the device at a minimum to avoid information overload and
distraction. To allow real-time health monitoring we used a topic based broker archi-
tecture in combination with RESTful services. For real-time data we make use of the
publish/subscribe protocol of MQTT. Historic information and user data is provided

via RESTful services.
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Health Data Visualization

During the implementation of the CHEST prototypes we figured out that little research
about user interface design for medical advisors in professional work environments
exists. User interfaces exist but evaluations and guidelines are missing. The same

applies for mission commander user interfaces.

B.1 Problem Statement

Medical advisors are typically in charge for the health condition of deployed personnel
in professional environments. In case a real-time remote health monitoring is applied,
medical advisors profit from real-time health data of the deployed personnel. Typically,
such data is shown on desktop or mobile applications such as the Blackghost system
from equivital!. To the best of our knowledge the user interfaces lack an evaluation.
They offer concurrent personnel monitoring but an evaluation of how such a user
interface supports the medical advisor is missing. The same applies for mission
commanders. To the best of our knowledge a system that supports medical advisors
in combination with a mission commander is missing?.

Medical advisors need to concurrently monitor deployed personnel. An overview that
supports medical advisors during the decision making process and the corresponding
design guidelines are missing. Evaluated widgets that aggregate important health
values and widgets that indicate minimum and maximum values that do not distract
medical advisors are to the best of our knowledge missing within the remote health

monitoring research.

http://www.equivital.co.uk/
2Information based on private conversation with Dr. Andreas Werner, German Air Force, Centre of
Aerospace Medicine, Aviation Physiology
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B.2 Functional and Nonfunctional Requirements

To propose an initial user interface design and the corresponding evaluation environ-

ment we defined the following functional and nonfunctional requirements.

FR 1 - Overview of Deployed Workers
The system must provide an overview of the deployed workers which allows the medical

advisor and the commander to observe up to 8 workers in parallel.

FR 2 - Calculation of Group Stress-level The system must calculate a group

stress-level based on the stress-level of each individual deployed worker.

FR 3 - Provide Graphs for Measured Health Values
The system must provide a graph for humidity, core body temperature, limb temper-
ature and heart-rate values over time. It must add new values in real-time to the

already measured ones.

FR 4 - Provision of a Communication Panel
The system must provide a communication panel that the medical advisor is able to
advice the commander to retreat a deployed worker based on the assumptions made.

The commander has to be able to send retreat messages to the deployed workers.

FR 5 - Provision of Position Data

The system must provide position data of each deployed worker and show it on a map.

FR 6 - Simulation Scripts for Evaluation
The system must provide a function to simulate health and position values. Therefore,

the system must be able to read a previously defined script with events.
Additionally to the functional requirements, nonfunctional requirements are defined.

NFR 1 - Lean User Interface Design
The system must define a lean and intuitive user interface design that provides func-

tions that are commonly used.

NFR 2 - Widgets the Support Decision Making
The system must define widgets that support the medical advisor as well as the

commander in the decision making process.
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B.3 Contribution

For the medical advisor and mission commander we developed a user interface. A

mission commander handles the mission setup, add workers and assign a medical

advisor to the mission. As soon as a mission starts the user interface (Figure B.1d)
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(d) Commander View: (14) shows the mis-
sion details, (15) the avatar-based deployed
worker overview and (16) the map with lo-
cations of each deployed worker.

Figure B.1: CHEST User Interfaces: the figure shows the first implementation of
the medical advisor user interfaces in Figure B.1la and Figure B.1b and
the first commander user interface in Figure B.1d. The interfaces have
been implemented for an iPad. All avatars have been anonymized for this
illustration, random names and random pictures have been assigned to

each avatar.

provides an overview of each deployed worker in combination with a map view. In

addition to that we implemented a user interface for the medical advisor. It provides

a mission overview (Figure B.1a) as well as a detailed view (Figure B.1b). To the best
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of our knowledge such a system in combination with role-based user interfaces is new
and contributes to research of remote health monitoring systems for professionals.

We evaluated the medical advisor (Figure B.1) user interface and based on our results
we proposed an improved Ul design (Figure B.2.). We conducted a controlled lab
experiment with predefined scenarios. We gathered quantitative results on how fast
users of such a user interface react to critical events or critical health conditions. We
gathered qualitative results on the user interface design. We improved the overview as
two lists for active and retreated workers are now available. Moreover, we dropped
the avatars and used geometric shapes as our results showed that visually appealing
avatars might distract users of the medical advisor interface. We merged the historical
(Figure B.1c) and detailed view (Figure B.1b) as shown in Figure B.2b. We added the
thresholds minimum and maximum values directly to the real-time graph. The x-axis of
the corresponding real-time graphs cover the mission time from start until the current
mission time. The additional historical data view is obsolete. The selector widgets
for each sensor summarize the current status as well as show unread notifications. A
notification appears in case a threshold was exceeded. The notification counter on the
right upper corner of the widget increases. As soon as the medical advisor has clicked
on the widget and has seen the exceeded thresholds, the notification count decreases.
We added environmental information to the commander view (Figure B.2¢) and aligned
the design to the new design guidelines. We chose a darker background to increase the

contrast.
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)
Hearvate (i) @) svess

(a) Overview: (1) shows the

list separator for active and
retreated deployed workers,
(2) shows the drag and drop
retreat widget with colored
stress level indicators, (3)
shows the retreated deployed
workers.

(b) Detail View (4) shows the

real-time graph with indi-
cated minimum (6) and max-
imum (4) values, (5) indi-
cates a connection problem
and (7) show the sensor wid-
gets with a notification indi-
cator, minimum, current and
maximum value.

(¢) Commander View: (8)

shows the deployed worker
overview, the map and cur-
rent values as well as in (9)
the environmental informa-
tion.

Figure B.2: Redesigned User Interface: we decreased the navigational effort to
retreat deployed workers and simplified the deployed worker overview in
Figure B.2a. We merged the detail and historical view to one single view as
shown in Figure B.2b. The commander application displays environmental
information as shown in Figure B.2c. We do not use avatars as the results
of our evaluation showed that avatars are connected with emotions and

might result in a preference of choice to help.
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Literature Review

The literature review summarizes key technology enabler such as embedded systems
and wireless sensor networks. It summarizes technological improvements and shows
the results of the conducted literature review that covers publications from 2006 until
2014. Each analyzed publication is listed in a table with the corresponding summary;,
the reference, keywords, focus and a domain assignment.

For the publication amount analyses we selected the following online libraries to collect
our data: ACM Digital Library (ACM Guide to Computing Literature), the IEEE
Xplore Digital Library, Springer Link and PubMed. Those online libraries are the

primary sources of publications for this dissertation.

C.1 Embedded Systems

Figure C.1a shows the aggregated amount of publications by year for the term "Micro-
processor’. The term was first mentioned in the mid 70s and gained great attention in
research from then on. Within Springer Link database most publications have been
found that mention the term microprocessor. PubMed showed an increasing number of
publications during the 80s until 1990 and decreased in the following years. Since 2010
the number of publications increased within the PubMed library. At IEEE Xplore
Digital Library the number of publications that contain this term started to grow,
followed by a decline in 2010. Within the ACM Digital Library the lowest amount of
publications was found. A decline of publications can be noticed since 2008.

The term "Microcontroller’ was used increasingly in the beginning of the 90s (Figure
C.1b). The term 'Microcontroller’ was first mentioned in the 80s, but gained attention
in research almost 20 years later. The term 'Embedded System’ was first mentioned in
the beginning of the 80s, becoming popular in the 90s (Figure C.2). The development
of microprocessors and microcontrollers contributed to the development of "Embedded
Systems’. Since 2010 the term 'Embedded System’ seems to receive a slow down
concerning publication rates within the IEEE Xplore Digital Library. For PubMed
the publication amount is still increasing, for ACM Digital Library and Springer Link
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the amount of publications per year is still very high but is not growing anymore as in
the end of the 90s.
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Figure C.1: Microprocessor and Microcontroller: total amount of publications
containing the two terms aggregated by year. Data acquisition in May

2017.
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Figure C.2: Embedded System: total amount of publications containing the term
aggregated by year. Data acquisition in January 2017.

Typical challenges in this field of research are security concerns, predictability of the
systems and robustness. Additionally, the factor of almost being invisible to the user
seems to be an important challenge in such systems.

Covered domains are mostly the automotive sector, consumer electronics, health,

industrial control, networking and office automation. Typical examples are engine
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control systems as well as airbag control systems, fax machines, hubs, routers and

switches.

C.2 Wireless Sensor Networks

The term ’Sensor Network’ started to appear in literature in the beginning of the 80s
(Figure C.3a) but at first did not receive much attention in research. This has changed
since the year 2000, where the publication rates increased exponentially. The term
Wireless Sensor Network was first mentioned in literature in the end of the 90s and
started to gain great interest in the beginning of 2003 (Figure C.3b). The standard
IEEE 802.15.4 was released in 2003 and the first radio modules using that standard
were available for consumer market in 2005 (e.g. Xbee radios from Maxstream). This
might explain the growing publication rate since 2005. Looking at IEEE Digital
Library and ACM Digital Library a declining publication rate can be observed since
2010.
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(a) Sensor Network (b) Wireless Sensor Network

Figure C.3: Sensor Network and Wireless Sensor Network: total amount of
publications containing the terms aggregated by year. Data acquisition in

May 2017.

C.3 Technological Developments

This section summarizes the technological improvements over the year. Figure C.4a
illustrated the hardware development over time, Figure C.4b the development of the
hardware concerning the power consumption and Figure C.4c describes the development

of the protocols over time.
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(c) Change of bitrate and transmission range over
time of wireless communication protocols and
standards.

Figure C.4: Hardware, power consumption and protocol developments over
time: the figures show that hardware price and its computational power,
its range of functions and its extensibility increased over time. Additionally,
hardware becomes lighter, smaller and consumes less energy. For the
available protocols the bandwidth increased over time.

C.4 Domain Distribution

During the literature review 12 different domains have been identified. 48% of the
overall publications are domain independent dealing with general topics applicable
to CPSs. Publications that describe cyber-physical systems, such as position papers
have been assigned to this category. The top five research domains are Energy,
Mobility /Automotive, Aerospace, Health/Medical and Buildings (Figure C.5). We

analyzed the keyword distribution we assigned to each publication. Models and
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® No Domain Specified
W Energy
® Mobility, Automotive
W Aerospace
Health, Medical
M Buildings
M Transportation
m Cyber-Physical Social Systems / Society
m Public Environment
M Energy and Disaster Management
® Environmental
»m Manufacturing

Military

Figure C.5: Domain Distribution: pie chart showing the distribution of the publi-
cations from the literature review according to their assigned domains.

modeling of cyber-physical systems is the most prominent keyword assignment. 10.12
% of the publications have been assigned to the keyword position paper. 9.72 % of
the publications have been assigned with the keyword simulation. In case we sum the
publication amounts for the keywords "Position Paper’, 'Definition’, ’Overview’ and
"White Paper’ the amount of keywords would reach 42. The results show that most of
the publications deal with generic topics, about what a cyber-physical system is.
The research within CPSs is highly interdisciplinary. In literature a common definition
of what a CPS is, is missing and, therefore, publications often define the term covering
parts of its characteristics. Some publications originate from research of embedded
systems or WSNs but the topic was transferred to the CPSs context focusing on model
and design challenges. Publications often address a domain specific problem and apply
it to the domain of CPS.

The tables in the appendix show the results of the literature research offering 111
publications and their short summary, focus and a domain categorization (Table C.2
- Table C.10). The next section will sum up the key aspects of CPSs proposing a
definition of what a CPS actually is.
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Table C.1: Keyword Distribution: the table lists the amount of assigned keywords
(#) and the percentage of assignment. Some publications have been assigned
to multiple keywords.

Keyword # % Keyword # %
Model/Modeling 32 12.96 Challenges 3 121
Position Paper 25 10.12 Mechanism/Method 3 1.21
Simulation 24 9.72  Vision 3 121
Framework 23 9.31  Analysis 2 081
Survey 18 7.29  Platform 2 081
Approach 17 6.88  Protocol 2 081
Evaluation/Experiment 17 6.88  Collaboration 1 04
Architecture/Design 14 5.67 Communication 1 04
Case-Study/Use-Case 13 5.26  Microcontroller 1 04
Definition 11 445 Middleware 1 04
Algorithm 8 3.24 Real-time 1 04
Overview 5 202 Semantics 1 04
Formal 4 1.62 Software 1 04
Prototype 4 1.62 Stochastic Framework 1 0.4
System 4 1.62 White Paper 1 04
Theory 4 1.62

C.5 Conclusion

In the previous sections enabling technologies for cyber-physical systems have been
defined. Publication rates for enabling technologies such as microprocessors and
microcontrollers have been examined. Those technology enabled research concerning
embedded systems. With the invention of radio modules such as Xbee in combination
with new wireless communication standards such as IEEE 802.15.4 wireless sensor
network research was enforced. Technological improvements concerning calculation
power, efficiency, size and bandwidth allow us to build cyber-physical systems. In
addition to those results we conducted a literature survey covering publications that
contain the keyword ’cyber-physical system’ We examined 111 publications from 2006
until 2014. We summarized, categorized and assigned them to domains and presented

an overview of cyber-physical systems research.
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Section C.5: Conclusion

Current cyber-physical system research is heterogeneous. It deals with the definition
of the term, future challenges and visionary scenarios. It covers research in system
architecture and design, system modeling as well as simulation aspects. Generally,
research in this area is in an early stage. Yet, most of the publications are position
papers defining the term CPS, offering challenges and visionary scenarios.

The following section presents the summary of the conducted literature research.
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C.6 Publication Summary
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Table C.10: Survey 2014
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