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Zusammenfassung

Diese Doktorarbeit beschaftigt sich mit dem Informationswert in der Regelung
von cyber-physischen Systemen. Ein geregeltes cyber-physisches System ist ein
Riickmeldungssystem in dem die Messwerte iiber eine Riickkopplung zu einem
Regler kommuniziert werden, welcher das Systemverhalten in gewiinschter Weise
beeinflusst. Die Reglergiite in solch einem System hangt von der verfiigbaren
Information am Regler ab. Wie jedoch die Reglergiite von der Qualitiat der In-
formation abhingt und wie die Information selbst gesammelt werden soll, wurde
bisher noch nicht ausreichend und systematisch erforscht. Dies dient als Motiva-
tion in dieser Arbeit eine Informationswertanalyse in Bezug auf die Auswirkung
von Unsicherheiten in einem Riickmeldungssystem durchzufithren. Unsicherheiten
und limitierte Ressourcen sind zwei wichtige Faktoren in cyber-physischen Syste-
men. Ressourcenlimitierungen werden von verschiedenen Limitierungen in Kom-
munikation, Rechenleistung und Energie hervor-gerufen, wéahrend Unsicherheiten
von fehlerhaften und nicht vollstandigen Messwerten, Modellierungsfehlern und
Storungen im System verursacht werden. Daher wird in dieser Thesis ein theoretis-
cher Rahmen entwickelt um drei Probleme in der Regelung von cyber-physischen
Systemen zu behandeln, welche auf den ersten Blick unterschiedlich sind, aber,
wie gezeigt wird, starke Gemeinsamkeiten aufweisen. Fiir jedes Problem wird das
Rahmenwerk in Form eines LQG-Reglers préasentiert und versucht die Reglergiite
unter einer Limitierung in dem Informationsfluss des Systems zu maximieren. Diese
Limitierung ist entweder als eine Beschrankung in der Kommunikationsrate, der
verfiighbaren Energie oder in dem Datenschutzniveau ausgedriickt. Jede Problem-
stellung wird als dynamisches Spiel mit zwei verteilten Spielern modelliert, welche
versuchen das stochastische, nicht vollstandig beobachtbare Regelungssystem mit
einer Riickkoppelungsstrategie zu beeinflussen. In diesem Spiel nimmt der Regler
die Rolle eines Spielers ein, welcher nicht iiber vollstdndige Kenntnisse und alle In-
formationen des Systems verfiigt. Der zweite Spieler ist ein Mechanismus, der die
Unsicherheiten des Reglers imitiert. Unter gewissen Annahmen kann man die op-
timalen Strategien jedes Spielers in diesen Problemen charakterisieren und zeigen,
dass jedes Strategieprofil einem Nash-Gleichgewicht entspricht. Des Weiteren kann
gezeigt werden, dass sich diese optimalen Strategien separieren lassen.

Schliisselworter. Kommunikation, gerichtete Information, Energie, ereignisbasierte
Abtastung, fading channels, LQG-Regelung, Nash-Gleichgewicht, Optimale Strate-
gien, nicht vollstandig beobachtbare Systeme, Privatsphére, Informationswert.



Abstract

This thesis is concerned with the value of information in control of cyber-
physical systems. At its simplest, a controlled cyber-physical system is a feedback
system in which sensory information is communicated via a feedback loop to a
controller that seeks to modify the behavior of the system in a desirable way. In-
deed, the control performance in such a system depends on the information that
is available to the controller. However, how the control performance changes with
respect to the quality of information and how the information itself should be col-
lected have not yet been studied thoroughly and systematically. This motivates us
in this thesis to carry out a value of information analysis by considering the impact
of uncertainty on a feedback system. Two inevitable issues that arise in cyber-
physical systems are resource constraints and uncertainties. Resource constraints
are caused by various limitations in communication, computation, and energy; and
uncertainties are due to incomplete or imperfect observations, unknown parame-
ters in the mathematical model, and disturbances that affect the system. In this
thesis, we develop a unified theoretical framework for the study of three problems,
which seem to be different but as we show in fact share substantial similarities, in
control of cyber-physical systems. In each problem, we present our framework in
the context of linear quadratic Gaussian control, and seek to maximize the control
performance subject to a constraint that restricts the information flow in the sys-
tem. This constraint is expressed by either a sampling rate, an energy capacity, or a
privacy level. We formulate each problem as a dynamic game with two distributed
decision makers that use closed-loop policies to influence the underlying stochastic
dynamical system that is partially observable. In this game, one decision maker is
the controller that does not possess all possible knowledge and information related
to the system, and the other one is a mechanism that controls the uncertainty of
the controller. We characterize, under certain assumptions, the optimal policies of
the decision makers in each of these problems such that the corresponding policy
profile represents a Nash equilibrium. We prove that a separation between the op-
timal policies is achievable.

Keywords. communication, directed information, energy, event-triggered sam-
pling, fading channels, linear quadratic Gaussian control, Nash equilibrium, optimal
policies, partially observable systems, privacy, value of information.
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CHAPTER 1

Introduction

This thesis is concerned with the wvalue of information in control of cyber-
physical systems. Cyber-physical systems are complex systems that integrate com-
munication, computation, and control in a way that enable us to efficiently observe
and influence the physical world [1]. At its simplest, a controlled cyber-physical
system is a feedback system in which sensory information is communicated via a
feedback loop to a controller that seeks to modify the behavior of the system in a
desirable way. Indeed, the control performance in such a system depends on the in-
formation that is available to the controller. However, how the control performance
changes with respect to the quality of information and how the information itself
should be collected have not yet been studied thoroughly and systematically. This
motivates us in this thesis to carry out a value of information analysis by considering
the impact of uncertainty on a feedback system. The concept of value of information
has widely been used in multiple disciplines including information economics [2],
risk management [3], and stochastic programming [4]. Generally speaking, value of
information is defined as the value that is assigned to the reduction of uncertainty
from the decision maker’s perspective given a piece of information [5]. Besides, a
value of information analysis identifies the optimal information collection strategy
among a set of alternatives that maximizes the decision maker’s interest [6]. We
believe that the value of information is a building block for construction of a the-
ory that systematically integrates information/communication theory with control
theory.

Two inevitable issues that arise in cyber-physical systems are resource con-
straints and uncertainties. Resource constraints are caused by various limitations
in communication, computation, and energy; and uncertainties are due to incom-
plete or imperfect observations, unknown parameters in the mathematical model,
and disturbances that affect the system. Clearly, in control under resource con-
straints one has to make a trade-off between competing objectives, and in control
under uncertainty one needs to take into account different possibilities in the sys-
tem’s behavior. In this thesis, we develop a unified theoretical framework for the
study of three problems, which seem to be different but as we show in fact share
substantial similarities, in control of cyber-physical systems. In each problem, we
present our framework in the context of linear quadratic Gaussian control, and
seek to maximize the control performance subject to a constraint that restricts the
information flow in the system (i.e., in the communication channel that is placed
between the process and controller). This constraint is expressed by either a sam-
pling rate, an energy capacity, or a privacy level. We formulate each problem as
a dynamic game with two distributed decision makers that use closed-loop policies
to influence the underlying stochastic dynamical system that is partially observable
(i.e., only imperfect information is available to the decision makers). In this game,

9



1.1. EVENT TRIGGERING MECHANISMS 10

one decision maker is the controller that does not possess all possible knowledge and
information related to the system, and the other one is a mechanism that controls
the uncertainty of the controller. In particular, in the first problem where there is a
constraint on the sampling rate this mechanism is an event trigger in which the de-
cision variable is the binary event o, € {0, 1} representing whether an observation is
transmitted or not. In the second problem where there is a constraint on the energy
capacity, the mechanism is a power scheduler in which the decision variable is the
packet success rate PSRy € (0, 1) representing the probability for successful trans-
mission of an observation. Finally, in the third problem where there is a constraint
on the privacy level the mechanism is a privacy filter in which the decision variable
is the perturbation covariance N = 0 representing the uncertainty for obfuscation
of an observation. In the rest of this chapter, we describe the motivations, review
the related work, and specify our contributions for each of these three problems.

1.1. Event Triggering Mechanisms

Ubiquitous communication networks are essential for control of cyber-physical
systems [7]. Indeed, a major issue in any communication networks is congestion,
which must be mitigated. Traditionally, in a networked control system, observations
of the process are periodically sampled and transmitted to the controller because
this facilitates the design of such a system [8]. However, it has been conceived that
not every sampled observation of the process has the same effect on the perfor-
mance of a networked control system, and one can employ a mechanism, i.e., event
trigger, that transmits an observation only when a significant event occurs [9]. As
a result, a reduction in the sampling rate, which is an appropriate index for packet
switching networks, in event-triggered control can be expected. In the first part of
this thesis, we seek to jointly design an event trigger and a controller in a networked
control system by constructing a trade-off between the sampling rate and control
performance.

1.1.1. Related Work. In aseminal work, Astrém and Berhardsson [9] showed
for a first-order continuous-time stochastic process under a sampling rate constraint
that event-triggered sampling outperforms periodic sampling in the sense of mean
error variance. This work fostered extensive research in event-triggered control. In
a networked control system an event trigger can be employed at the sensor side to
reduce the sampling rate in the observation channel, or at the controller side to
reduce the sampling rate in the control channel. We should point out that what we
are interested in here is the former in which the controller and event trigger are dis-
tributed. In the former, one primarily deals with an optimization problem with an
event trigger and a controller as the decision makers. Yet, this problem for the joint
design of the event trigger and controller is in general intractable (see e.g., [10,11]).
The reasons are that the optimal estimator at the controller is nonlinear with no
analytical solution, estimation and control are coupled due to a dual effect, and the
event trigger and controller have nonclassical information patterns. Nevertheless,
one can still characterize the solutions of this problem under certain conditions.
Herein, to elucidate the essence of this problem, we neglect network-induced effects
such as quantization, packet dropouts, and time-varying delays.

Several works have addressed optimal event-triggered estimation, and charac-
terized the optimal triggering policies [12-15]. In particular, Xu and Hespanha [12]
studied optimal event-triggered estimation with perfect information by discarding
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the negative information (i.e., information associated with non-transmitted obser-
vations). They searched in the space of stochastic triggering policies, and showed
that the optimal triggering policy is indeed deterministic. Rabi and Baras [13] for-
mulated optimal event-triggered estimation with perfect information as an optimal
multiple stopping time problem by discarding the negative information, and showed
that the optimal triggering policy for first-order systems is symmetric. Later, Lipsa
and Martins [14] used majorization theory to study optimal event-triggered esti-
mation with perfect information without discarding the negative information, and
proved for first-order systems that the optimal estimator is linear and the optimal
triggering policy is symmetric. Moreover, Molin and Hirche [15] developed an iter-
ative algorithm for obtaining the optimal estimator and optimal triggering policy
in optimal event-triggered estimation with perfect information that is applicable to
systems with arbitrary noise distributions. They studied the convergence proper-
ties of the algorithm for first-order systems, and obtained a result that coincides
with that in [14]. As explained before, in the joint design of the event trigger
and controller a separation between estimation and control is not given a priori.
Therefore, the results in the aforementioned studies do not apply directly to op-
timal event-triggered control. However, there exist a number of studies that have
addressed optimal event-triggered control, and characterized the optimal control
policies [11,16-18]. In particular, Molin and Hirche [16,17] investigated optimal
event-triggered control with perfect and imperfect information, and showed that
the optimal control policy is a certainty-equivalence policy while assuming that the
triggering policy is a function of primitive variables. Ramesh et al. [11] studied
dual effect in optimal event-triggered control with perfect information, and proved
that the dual effect in general exists. In addition, they showed that the certainty-
equivalence principle holds if and only if the triggering policy is independent of
the control policy. Recently, Demirel et al. [18] addressed optimal event-triggered
control with imperfect information by adopting a stochastic triggering policy that
is independent of the control policy, and proved that the optimal control policy
is a certainty-equivalence policy. Unlike these studies, in addition to scrutinizing
the notion of value of information in optimal event-triggered control, we herein
characterize both optimal triggering policy and optimal control policy such that
the corresponding policy profile represents a Nash equilibrium. Besides, we synthe-
size a closed-form suboptimal triggering policy with a performance guarantee. We
show that our analysis is tractable and also extensible to high-order systems with
imperfect information.

A special class of event-triggered estimation and event-triggered control is sen-
sor scheduling in which open-loop triggering policies are employed. Sensor schedul-
ing can be traced back to the 1970s. However, recently Trimpe and D’Andrea [19]
and Leong et al. [20] adopted sensor scheduling for networked control systems, and
obtained open-loop triggering policies in terms of the estimation error covariances.
It is also worth mentioning that in a rather different setup from what we consider
in this study, Antunes and Heemels [21] considered a networked control system in
which the event trigger and controller are both collocated. They proposed an ap-
proximation algorithm, and showed that a performance improvement with respect
to periodic control can be guaranteed. Our approximation algorithm is inspired
by this idea. Nevertheless, herein unlike the above work, the event trigger and
controller are distributed.



1.2. TRANSMISSION POWER MECHANISMS 12

1.2. Transmission Power Mechanisms

Wireless sensors provide a safe and flexible solution for control of cyber-physical
systems [22]. In general, wireless sensors possess sensing, data processing, and
communicating capabilities. Thanks to their unique characteristics, we can simply
integrate wireless sensors into physical systems, and realize unprecedented wireless
control systems in which ubiquitous sensors are connected to controllers over wire-
less networks. Nevertheless, wireless sensors have limited power supplies that must
be utilized efficiently. A promising technique in this respect is power control [23],
in which a mechanism, i.e., power scheduler, adapts the transmit power for trans-
mission of observations such that the energy consumption is reduced. In the second
part of this thesis, we seek to jointly design a power scheduler and a controller in a
wireless control system by constructing to a trade-off between the energy capacity
and control performance.

1.2.1. Related Work. Transmit power is a fundamental degree of freedom
in wireless networks, and power control as a technique for adaptation of transmit
powers has systematically been studied since the 1970s. A comprehensive survey
of the models, algorithms, and methodologies in power control is provided in [24].
We should point out that in wireless communication systems the objective of power
control can be management of energy, interference, or connectivity. To that end,
one make a trade-off between the network performance (e.g., throughput, delay,
or capacity) and energy resource, and obtains the optimal transmit power as a
function of the state of the channel. Indeed, the transmit power influences the
received signal-to-noise power ratio, and subsequently the probability of packet
dropouts [25]. In wireless control systems, where freshness of information is vital
and retransmission of dropped packets is not favorable, packet dropouts can have
severe effects on the control performance or even yield instability [26]. Therefore, in
contrast to wireless communication systems in which the transmit power is adapted
only to the state of the channel, the transmit power in wireless control systems must
be adapted to the state of the channel and of the dynamical system.

Previous research in control community has first recognized the severe effects
of packet dropouts on stability. Early works have considered erasure channels with
Bernoulli distributions, i.e., i.i.d. erasure channels [26-29]. In a seminal work,
Sinopoli et al. [27] studied mean-square stability of the Kalman filter over i.i.d.
erasure channels, and proved that there exists a critical point on the packet success
rate below which the expected estimation error covariance is unbounded. Besides,
Schenato et al. [26] addressed optimal control over i.i.d. erasure channels. They
proved that there exists a separation between estimation and control when the
receipt acknowledgment is available, and showed that below a critical point the
optimal controller fails to stabilize the system. Later, serval studies have employed
erasure channels modeled by a two-state Markov chain, i.e., Gilbert-Elliott chan-
nels, to capture the temporal correlation of wireless channels [30-33]. In this
respect, Wu et al. [30] studied stability of the Kalman filter over Gilbert-Elliott
channels, and proved that there exists a critical region defined by both recov-
ery rate and failure rate outside which the expected prediction error covariance is
unbounded. In addition, Mo et al. [31] investigated optimal control over Gilbert-
Elliott channels. They proved that the separation principle still holds when the
receipt acknowledgment is available, and showed that outside a critical region the
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optimal controller cannot stabilize the system. Eventually, a number of studies
have employed fading channels in order to take into account the time variation of
wireless channels [34-36]. In particular, Quevedo et al. [34] investigated stability
of the Kalman filter over fading channels with correlated gains, and established a
sufficient condition that ensures the exponential boundedness of the expected esti-
mation error covariance. Moreover, Elia [35] addressed the stabilization problem in
the robust mean-square stability sense over fading channels by modeling the fading
as stochastic model uncertainty, and designed a controller with the largest stability
margin.

Recently, several works have adopted power control to reduce energy con-
sumption in wireless sensors in estimation and control tasks [37-41]. In partic-
ular, Leong et al. [37] studied power control for estimation over fading channels,
and derived the optimal power policy that minimizes the probability of outage
(i.e. the probability of the event that the estimation error covariance exceeds a
given threshold) subject to a constraint on the average total power. Moreover,
Quevedo et al. [38] investigated power control for estimation over fading chan-
nels, and characterized the optimal power policy that minimizes the average total
power subject to a stability condition ensuring that the expected estimation error
covariance is exponentially bounded. In fact, the studies in [37-39] derive open-
loop power policies in terms of the estimation error covariances. However, there
are two works that have characterized closed-loop policies [40,41]. In particular,
Ren et al. [40] studied the joint design of an estimator and a power scheduler for
estimation with perfect information over fading channels, and based on the common
information approach proved for first-order systems that the optimal estimator is
linear and the optimal power policy is deterministic and symmetric. Closely related
to our study, Gatsis et al. [41] addressed the joint design of a power scheduler and
a controller for control with perfect information over fading channels by discarding
the negative information, and showed that the optimal power policy is determinis-
tic and the optimal control policy is certainty-equivalence. In contrast to the work
in [41], we herein consider imperfect information, and characterize the optimal
power policy and optimal control policy such that the corresponding policy profile
represents a Nash equilibrium.

1.3. Privacy Protection Mechanisms

Cloud computing offers a flexible and scalable solution for control of cyber-
physical systems [42]. Literally, clouds possess unlimited computing and storage
resources that are ubiquitously available to the users. Moreover, clouds can have
global information, which may not be available locally at each user. In this respect,
we define cloud control as the use of cloud computing services and infrastructure
to perform control tasks in the systems where the users are dynamical agents. In
cloud control, the required information for accomplishing a control task has to be
shared by each agent with the cloud provider. However, the cloud provider can be
honest-but-curious, who may exploit the private information of the agents. This
raises a number of privacy issues, and necessitate the use of a mechanism, i.e.,
privacy filter, that protects the private information of each agent according to its
privacy preference. In the third part of this thesis, we seek to jointly design a
privacy filter and a controller in a cloud control system by constructing a trade-off
between the privacy level and control performance.
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1.3.1. Related Work. There is a large and growing body of work in the liter-
ature on privacy protection, where in particular database privacy from both statisti-
cal and data-mining perspectives [43], [44], location privacy [45], and smart-meter
privacy [46] have received remarkable attention since the 1970s. In privacy protec-
tion, one has to make a balance between private information (i.e., information that
should be hidden) and public information (i.e., information that can be revealed)
while guaranteeing a satisfactory quality of service, which is basically a function of
the public information. Privacy protection can be achieved by various techniques
including data encryption (e.g., multi-party computation [47] and homomorphic
encryption [48]) data anonymization (e.g., k-anonymity [49] and [-diversity [50])
and data perturbation (e.g., differential privacy [51]). Data encryption introduces
additional computation and latency that is often unacceptable in practice [52].
Moreover, it has been shown that data anonymization is insufficient to protect
privacy [53]. In our study herein, we concentrate on data perturbation, which is
readily applicable to control tasks.

It was only recently that researchers in the control community have been at-
tracted to privacy protection in control tasks [54-58]. In particular, Cortés et al. [54]
provided an overview of various affine privacy filters with additive Laplace or Gauss-
ian noise that enforce differential privacy for consensus and distributed optimiza-
tion. Wang et al. [55] studied affine privacy filters that guarantee differential pri-
vacy for control tasks. They sought to minimize the output entropy for linear
systems, and demonstrated that there is a lower bound on the entropy that is
achieved by an affine privacy filter with additive Laplace noise. Hale et al. [56]
used an affine privacy filter with additive Gaussian noise that enforces differential
privacy for control of multi-agent systems. They showed that the optimal control
policy is certainty-equivalence, and obtained a bound on the log-determinant of the
steady-state estimation error covariance. Jia et al. [57] proposed mutual informa-
tion as a privacy measure, and studied privacy protection in partially observable
Markov decision processes. They developed an approximation algorithm based on
Gibbs sampling for computing the privacy loss. For linear systems, they showed that
the optimal control policy is certainty-equivalence if the privacy filter is affine with
additive Gaussian noise. Closely related to our work, Tanaka et al. [58] investigated
the use of directed information as a privacy measure in control systems following
an axiomatic argument. For linear systems with perfect information, they proved
that the optimal (open-loop) privacy filter is an affine policy with additive Gaussian
noise whose perturbation covariance is obtained by a linear-matrix-inequality algo-
rithm depending on the estimation error covariances and that the optimal control
policy is certainty-equivalence. In contrast to the work in [58], we herein consider
closed-loop policies, and characterize the optimal perturbation policy and optimal
control policy such that the corresponding policy profile represents a Nash equilib-
rium.

In our work, we measure the leakage of private information by directed in-
formation. Directed information was first introduced by Marko [59], and then
formalized by Massey [60] as a natural generalization of mutual information for
characterizing causality [61] in feedback systems. Later, Kramer [62] introduced
the concept of causal conditioning, and extended the use of directed information to
communication networks with feedback. Directed information has been adopted in
multiple disciplines for characterizing phenomena in which causality is of interest,
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including information theory [63], neuroscience [64], thermodynamics [65], portfo-
lio theory [66], swarm intelligence [67], video processing [68], and gambling [69].
A fundamental justification of the use of directed information as a loss function for
causal systems was provided by Jiao et al. [70]. They indicated that logarithmic
loss functions are the only measures that satisfy the data-processing axiom, and
among them directed information is the the unique measure that takes causality
into account.

1.4. Thesis Outline and Contributions

The thesis comprises five chapters and one appendix. The present chapter
serves the purpose of introducing the content of the thesis, the three intermediate
chapters delineate the main results, and the last chapter presents concluding re-
marks and possible directions for future research. The intermediate chapters can
be studied without any particular order. The main contributions of the thesis are
highlighted as follows:

In Chapter 2, we present our framework, in its basic form, for a networked
control system with imperfect information, and jointly design an event trigger and
a controller by constructing a trade-off between the sampling rate and control per-
formance. We obtain the optimal policies such that the corresponding policy profile
represents a Nash equilibrium. In particular, we prove, under certain assumptions,
that the optimal closed-loop triggering policy is a threshold policy that depends
on estimation errors and that the optimal closed-loop control policy is a certainty-
equivalence policy. Moreover, we characterize the value of information in the trade-
off between the sampling rate and control performance. Finally, we synthesize a
closed-form suboptimal triggering policy with a performance guarantee.

In Chapter 3, we extend our framework to a wireless control system with imper-
fect information by taking into account the state of a wireless fading channel, and
jointly design a power scheduler and a controller by constructing a trade-off between
the energy capacity and control performance. We introduce the specification of the
wireless fading channel, and determine the relation between the required transmit
power and packet success rate. We obtain the optimal policies such that the cor-
responding policy profile represents a Nash equilibrium. In particular, we prove,
under certain assumptions, that the optimal closed-loop power policy is a nonlinear
policy with packet success rate that depends on estimation errors and the chan-
nel gain and that the optimal closed-loop control policy is a certainty-equivalence
policy. Moreover, we characterize the value of information in the trade-off between
the energy capacity and control performance. Finally, we synthesize a closed-form
suboptimal power policy with a performance guarantee.

In Chapter 4, we further extend our framework to a cloud control system with
imperfect information by considering the causally-conditioned directed information
from the private information to the public information, and jointly design a pri-
vacy filter and a controller by constructing a trade-off between the privacy level
and control performance. We adopt a perturbation-based privacy filter, and calcu-
late the causally-conditioned directed information for the considered system. We
obtain the optimal policies such that the corresponding policy profile represents
a Nash equilibrium. In particular, we prove, under certain assumptions, that the
optimal closed-loop perturbation policy is an affine policy with additive Gaussian
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noise whose covariance depends on estimation errors and that the optimal closed-
loop control policy is a certainty-equivalence policy. Moreover, we characterize the
value of information in the trade-off between the privacy level and control perfor-
mance. Finally, we synthesize a closed-form suboptimal perturbation policy with a
performance guarantee.

1.5. Notations

We collect here for easy reference many of the symbols we use throughout this
thesis. Vectors, matrices, and sets are represented by lower case, upper case, and
Calligraphic letters like z, X, and X respectively. The sequence of all vectors z;, t =
0,...,k, is represented by xj, and the sequence of all vectors zy, t = k,..., N for
a specific N, is represented by x*. The indicator function of a subset A of a set X
is denoted by f(z) = 14 where x € X. The identity matrix is denoted by I. For
matrices X and Y, the relations X > 0 and Y > 0 denote that X and Y are positive
definite and positive semi-definite respectively. The probability distribution of the
stochastic variable x is represented by P(x). The expected value and covariance of
x are represented by E[z] and cov[x] respectively.



CHAPTER 2

Optimal Event Trigger in Networked Control

In this chapter, we consider a networked control system, and seek to jointly
design an event trigger and a controller by constructing a trade-off between the
sampling rate and control performance. Based on our unified framework, we de-
velop the optimal estimators and characterize the optimal policies such that the
corresponding policy profile represents a Nash equilibrium. Moreover, we define
the value of information in the trade-off between the sampling rate and control
performance, and show the relation between the value of information and optimal
triggering policy. This chapter is organized in the following way. We formulate the
problem in Section 2.1. We provide the main results of the chapter in Section 2.2.
We present a numerical example in Section 2.3. Finally, we give a summary in
Section 2.4.

2.1. Problem Formulation

In this section, we describe the system model and define the indices for the
sampling rate and control performance. Then, we formulate the main problem of
the chapter. The material here requires basic knowledge of stochastic control theory
and game theory.

2.1.1. System Model. Consider a stochastic process with dynamics gener-
ated by the following linear discrete-time time-varying state system:

(2.1) Tr+1 = Axzr + Brug + wg,

for 0 < k < N and with initial condition zg where z; € R™ is the state of the
process, Ar € R™*™ is the state matrix, By € R™*"™ is the input matrix, u € R™
is the control input to be decided by a controller, wy € R™ is a white Gaussian
noise with zero mean and covariance Wy, = 0, and N is a finite terminal time. It is
assumed that zg is a Gaussian vector with mean mg and covariance M,. At each
time, a noisy output of the process is measured by a sensor, which is given by

(2.2) yi = Crxy + vg,

for 0 < k < N where y; € RP is the output of the process, C € RP*™ is the output
matrix, and v; € RP is a white Gaussian noise with zero mean and covariance Vj >
0. It is assumed that xg, wg, and v are mutually independent for all 0 < k£ < N.
In addition, it is assumed that (A, By) is controllable and (A, C}) is observable.

We employ an event trigger with event variable §; € {0,1} that determines
whether an observation is transmitted or not (see Fig. 2.1). At time k, the output
of the process yj is available at the event trigger instantly, and is transmitted to

17
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Sensor +— Plant +—
Yk Tk

Event
Trigger

Gk

Uk

» Controller

FI1cURE 2.1. Schematic view of a networked control system with
an event trigger. At each time, the output of the process is available
at the event trigger instantly, and is transmitted to the controller
sporadically with one-step delay.

the controller with one-step delay if 0 = 1. Therefore, we have

(2.3) Cha1 = { juy if o = 1,

otherwise,
where (i1 is the transmitted output of the process subject to one-step delay.
In the sequel, we assume that the following assumption holds.

Assumption 2.1. The information associated with non-transmitted observa-
tions, i.e., when 6, = 0, is discarded at the controller.

Remark 2.1. Assumption 2.1 leads to a Gaussian conditional distribution at
the controller, and allows us to obtain the optimal estimator at the controller in a
tractable way.

2.1.2. Trade-off Problem. Consider a triggering policy m = {do,...,0n}
and a control policy u = {ug,...,un}. Let Z and Z; denote the admissible in-
formation set of the event trigger and of the controller at time k respectively, and
P and M denote the admissible set of triggering policies and of control policies
respectively. Then, m € P if §; is a measurable function of Z}, for all 0 < k < N,
and p € M if uy is a measurable function of Z for all 0 <k < N.

We would like to make a trade-off between the sampling rate and control perfor-
mance. We measure the sampling rate by an average number of transmissions, i.e.,

(2.4) R(m, 1) = w5 B | S0lg andi

where oy, is a weighting coefficient. Moreover, we measure the control performance
by an average cost function penalizing the state deviation and control effort, i.e.,

(2.5) J(m, 1) = %7 E |23 Qv + S o TEQry + Unguk}a

where Q = 0 and Ry > 0 are weighting matrices. The desired trade-off is formu-
lated by the following optimization problem:

(2.6) minimize AJ(m, pu) + (1 — N R(m, p),
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for A € (0,1) over m € P and p € M. Equivalently, we can solve the following
optimization problem:

(2.7) minimize W(m, u),
where
(2.8) W(m,u)=E [:E%HQNH@VH + 3o o Quak + ul Ry, + 9k5k} ;

where 0, = ag(1 — X)/A.
Now, we can formally define the value of information.

Definition 2.1. The value of information Vol, in the trade-off between the
sampling rate and control performance is the variation in the value function asso-
ciated with the optimization problem in (2.7) with respect to an observation at the
controller.

In the sequel, we shall obtain 7* and p* such that (7*, u*) represents a Nash
equilibrium, and characterize the value of information Voly.
2.2. Main Results

In this section, our goal is to characterize the optimal policies. Let us define the
admissible information set of the event trigger at time k£ as the set of the current
and prior outputs of the process, i.e.,

(2.9) I = {yt

and the admissible information set of the controller at time k as the set of the prior
transmitted outputs of the process and prior event variables, i.e.,

(2.10) Zﬁ::{ynéﬂ

We see that the latter is a subset of the former, ie., Zf C Z}. Note that the
information set 7, satisfies Assumption 2.1.

tgk}

t,t' <k, o = 1}.

2.2.1. Optimal Estimators. Given that the process is partially observable,
both event trigger and controller have to estimate the state of the process. We
shall derive the optimal estimators based on the Bayesian analysis. The next two
propositions give the optimal estimators with respect to the information sets Zj
and 7 respectively, and show that such estimators are linear.

Proposition 2.1. The conditional expectation E[xy|Z}] with the following dy-
namics minimizes the mean-square error at the event trigger:

(2.11) & = Ap—1dp—1 + Br—1up—1 + Hy (yx — Cr(Ap—1Zk—1 + Br—1u-1)),
_ _ 1

(2.12) By = (Ap1Sh1 Afy + W)+ CRVTICR)

where

(2.13) Hi = SCL VT,

for 1 < k < N with initial conditions Ty = mgy + ZochO_l(yo — Comg) and
Yo = Myt 4+ CIVy 1Co)~! where &1, = E[z1|ZE] and By, = cov[zi|Z}].
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PROOF. The output y; is available at the event trigger at each time. Hence,
it is clear that given the information set Z} at the event trigger, the state estimate
minimizing the mean-square error is the conditional expectation E[zy|Zf], and the
optimal estimator is the Kalman filter (see e.g., [71]). O

Proposition 2.2. The conditional expectation E[zy|Z}] with the following dy-
namaics minimizes the mean-square error at the controller:

(2.14) T = Ag—1Zp—1 + Br—1up—1 + Op—1 Kp—1(yp—1 — Cr—1Zx—1),
(2.15) Py = Ap—1Pe 1Al + Wit — 0p1 K1 Com1 Pe1 Af_y,
where

(2.16) Kyt = A1 Pe1 Ol (Crm1 Peca Cl_y + Vieer) ™,

for 1 < k < N with initial conditions &y = mqy and Py = My where &), = E[zy|Zf]
and Py, = cov[zy|Zf].

Proor. Given the information set Z; at the controller, the state estimate min-
imizing the mean-square error is clearly the conditional expectation E[x|Zf]. From
the definition, Zx11 = E[zg41|Zf, ] and Pry1 = cov[zgy1|Zi, ). Taking the condi-
tional expectation of (2.1), we get

(217) Trr1 = Ag E[xk|I,§+1] + Brug,

(218) Pk+1 = Ak COV[J?]JI,&»JA% + Wk

From Assumption 2.1, the controller makes no inference when d; = 0. However,
the controller receives (x+1 = yr at time k 4+ 1 and subsequently can make an
inference when & = 1. Let us define & = [z} y]]7. We can easily show that

cl] j;k
(2.19) Elék|ZE] = [Ck@j ,
(2.20) cov[ék|Zi] = |:OkPk C'kPkC;? vl

Now, we can use Lemma A.2 together with the conditional distribution specified
by the mean and covariance in (2.19), (2.20), and get

Elzw|Zg, yr] = Zr + Kp (yx — Crin),
COV[J/‘k’I]g,yk] = Pk — K,’ngPk,

where K| = PyCL(CyP.CF + Vi)~!. Therefore, from the definition of &, we can
write

(2.22) COV[:ZZk|Ig+1] = Pk — (SkK,/CCkPk,

where we used the definition of Z | given d; at the controller at time k + 1. We
obtain the results by substituting (2.21), (2.22) in (2.17), (2.18) respectively. O

As it becomes evident later, in addition to the Kalman filter given in Propo-
sition 2.1, the event trigger needs to construct a copy of the estimator given in
Proposition 2.2. This is possible because Zf C Z}.
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2.2.2. Optimal Policies. We shall design the optimal policies using back-
ward induction. Let e = xp — ) be the estimation error and vy = yr — CrZi be
the innovation both associated with the estimator at the controller. Moreover, let
€r = I — 2 be the mismatch estimation error associated with the estimators at
the event trigger and controller. We can obtain

(2.23) Elex|Z] = Elxy — 2x|TL] = @1 — 2% = €,

(2.24) covlex|Z}] = cov]zy|ZL] = Ty

The next theorem characterizes the structures of the optimal triggering policy and
optimal control policy, and shows that there exists a separation between the optimal
designs of the event trigger and controller.

Theorem 2.1. Let Sy, = 0 be a matriz that satisfies the condition in Lemma A.1.
The optimal closed-loop triggering policy is a threshold policy given by

(2.25) 05 = Lvor, >0,
where Vol is the value of information defined as
(2.26) Vol = v} K Tii1(2Aker — Kyvi) — Ok + 0k,

where o s a variable that depends on €, and vy, and the optimal closed-loop control
policy s a certainty-equivalence policy given by

(2.27) uz = —Lk:ffk,
where Ly is the control gain defined as
(2.28) Ly = (BF S 1By, + Ry) ' Bl Sy 1 Ay

PROOF. We need to show that (7*, u*) represents a Nash equilibrium. Using
the optimal control policy p* in the cost function ¥(w, u) given by Lemma A.1, we
obtain

\I’(ﬂ', ,u*) =E [:IZE";S().QZ() + Zszo {Qkék + wkTSkHwk

+ ei L (Bf, Sk+1By + Rk)Lkek}] ;

where we used the definition of the estimation error e;. Following the fact that
xo and wy, are independent of the triggering policy, associated with W(w, u*), we
define the value function V}' as

th = II;}CD E [Zi\]:k Qt(st + 6?+1Ft+1€t+1 ‘IIZ:| ,

where I'y, = LT (B Sk+1Bk + Ri)Lr with the exception of I'yy; = 0. From the
additivity of the value function V), we have

t : T
Vi = r%m E [ekék + €k+1rk+16k+1
k

+ min E |:9k+1(5k+1 + €£+2Fk+2€k+2 4+ ... ‘Ili—l—l] I};]

Okt1

Iﬂ ,

with initial condition V}{,; = 0. We prove by induction that the value function V!
is independent of the control policy. Clearly, the claim is satisfied for time N + 1.

= n;ikn E [9k5k +ef i Trrrerit + Vi
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We assume that the claim holds at time k4 1, and we shall prove that it also holds
at time k. We can write the dynamics of the estimation error at the controller as

(2.29) ept+1 = Ager +wp — 0 Ky,
Thus, we find
Elet 1 Detrerta|ZE]
~E [e{A{rHlAkek Wl Thprwp + 020 KT T K
+ 26%A£Fk+1wk — 26knggl“k+1wk — 25kngng+1Akek’Iﬂ
= el AT Arep + (AT T 1 ARSg) 4+ tr(Tep i Wi)
+ vl KT g1 Ky — 20kvf KFT g1 Ager,

where in the second equality we used the definitions of €5 and ¥; and the facts
that vy, is Zj-measurable and that wy is independent of e;. Hence, we have

th = I%in {Gkék + 55A£Fk+1Akak + tr(Ang_,_lAkEk)
(2.30) + tI"(F]H_ka) + 5kngZFk+1Kkyk
— 28 KT T Apey + E[V,§+1|I,§]}.

The minimizer in (2.30) is obtained as d; = Lvor, >0 where

Voly, = v} KTy i1(2Aker — Krvi) — Ok + o,
where o = E[V/},,|Z;,0r = 0] — E[V}{|Z},6x = 1]. From the hypothesis as-
sumption gy, is independent of the control policy. Hence, we conclude that V} is
independent of the control policy. This complete the induction.

Now, using the the triggering policy 7* in the cost function W(m, i) given by
Lemma A.1, we obtain

U(r*,u)=E [.%’OTS().%’O + Z]kvzo {ek]lVoIkZO + w,{SkHwk
+ (ug + L) A (up + Lk$k>}:|7

where A, = BgSkHBk + Rj. Following the fact that zg, Volx, and wy are in-
dependent of the control policy, associated with W(7*, u), we define the auxiliary
value function V){ as

ch = mikn E [Zi\;k(ut + LtZEt)TAt(’LLt + Lt(Et)

).
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From the additivity of the auxiliary value function V)¢, we obtain
ch = minkE [(uk + Lkl‘k)TAk(uk + Lk$k)
Uk

+ min E |:(Uk+1 + Lir12re1) Mg

Uk+1

X (uk+1 + Lk+1l’k+1) + ...

I,ﬂ

= min E [(uk + Lixr) " A (uk + Lyxe) + VS
ur,

c
k+1

i),
with initial condition VG,,; = 0. We prove by induction that the auxiliary value
function V¢ is a function of Pj. Clearly, the claim is satisfied for time N + 1. We

assume that the claim holds at time k£ + 1, and we shall prove that it also holds at
time k. Using the identity xzx = Zx + e, we find

E [(ur + Lewr) " Aw(up + Lyar) | Zi]
—E [(uk + Lydn) " Ay (ug + Lyiy)
+ e;‘gL;‘gAkLkek; + 2(uy + Lki’kz)TAk:Lkek’Iz]
= (ug + Lidx) T A (ug + Lydg) + tr(LE AL L, Py),

where in the second equality we used the fact that ;. is Zf-measurable and E[e|Z] =
0. Hence, we have

U

(2.31)

4 te(LT AR Ly Py) + E[v;+1|z,g]}.
The minimizer in (2.31) is obtained as uj = —Ly&,. Moreover, we conclude that
V¢ is a function of Pj. This completes the induction and also the proof. O

According to Theorem 2.1, the optimal triggering policy depends on ¢ and vy,
and is independent of the control policy. Besides, the error covariance Py in (2.15)
does not depend on ui_1. Hence, the control has no dual effect. In Theorem 2.1, we
expressed the value of information based on the value function V}! and corresponding
to the successful transmission of an observation. This is emphasized in the following
definition.

Definition 2.2. The value of information Vol in the trade-off between the
sampling rate and control performance is given by

Vol = VgKng_i_l(zAk&“k — Kkl/k) — 0 + ok

Remark 2.2. The optimal triggering policy provided above depends on the
variable p. Although o can be computed with an arbitrary accuracy by solving
recursively the optimality equation in (2.30), its computation is expensive. Neaxt,
we shall introduce a procedure for approrimation of this variable.
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2.2.3. Approximation Algorithm. We here provide a rollout algorithm [72]
for approximation of the variable g and the value of information Volg, and ac-
cordingly synthesize a closed-form suboptimal triggering policy with a performance
guarantee that can readily be implemented. Let © = {dy,...,dx} be a periodic pol-
icy with 0 = 1 for all 0 < k < N. The following algorithm gives an approximation
of the variable gy.

Algorithm 2.1. An approximation of the variable o;. associated with the policy
T is given by

(2.32) or = E[Vi T, 0k = 0] — E[ViI4|Z7, 0k = 1],
where

E[Vkﬁ+1|I,i, 5k] =E [Zf&ik—l—l 0¢0¢ + e?+1rt+1et+1‘zé7 5k];
with 6" = §F+1,

The next theorem guarantees that it is possible to synthesize a suboptimal
triggering policy that outperforms 7.

Theorem 2.2. Let m% be a suboptimal triggering policy obtained based on
Theorem 2.1 and Algorithm 2.1 and p be the optimal control policy. Then,

(2.33) (™, p*) < V(7 p").
PRrOOF. We shall show that Wy (7", u*) < Wy(7, u*) for any k and all initial

conditions. In order to show that, it is enough to show Vk”+ < V;7. We prove this

by induction. Clearly, Vﬁil = V{41 = 0. Assume that the claim holds for k + 1.
We have

™ [ 7T+
Vi =E |0k + eF  Thprens + Vkﬂ‘zﬂ

<E 9]@5;: + €£+1Fk+1€k+1 + V,ZFI‘I,Z}

<E _Gk& +epaTrrrent + Vi

IIZ} = Vkﬁv

where the first and second equalities come from backward induction, the first in-
equality from the induction hypothesis, and the second inequality from the defini-
tion of the suboptimal triggering policy 7. ([

In the next proposition, we synthesize a closed-form suboptimal triggering pol-
icy with a performance guarantee.

Proposition 2.3. A suboptimal triggering policy that outperforms the periodic
policy 7 is given by
(234) 5]_.: = ]]-VOIZEOa
where

\/.OIZr = V%K;{Fk_._l(QAkgk - Kkl/k) - Qk
(2.35) N i .
+ > po €T} +tr(DPY) — ey el — tr(T P},
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and
A, — K0Cpe?
€t+1 ( t— Iy t)6t7
PP = (A, — K)C) PP (A — KPC)T + W, + KYVKPT,
P = APPAT + W, — K)C,P) AT,
et = (A — K[ Cy)ey
Pl = (A - K[C)PHA — K/C)T + W, + K} V,K}T,
Pl = AP AT + W, — K} C, P AT,
where

K? = A,PCT(C,P’CT + V)71,

K} = A,P/Cl(CPICF + m)—l,

fort > k4 1 with initial conditions ekJrl = Ageg, Py, = AkEkA + W, P,Cle =
AkPkA +Wh, €k+1 = Aper— K, Pk—i—l = AkEkA —|—Wk, and Pk+1 = AkPkA +
Wi — KkaPkAg.

PROOF. For the proof, it is enough to derive ¢f based on the periodic policy
7. First, note that

EVi 1 1Z5.0k] = E [Zi\;kﬂ 0r + €f+1rt+1€t+1’ﬁw 5k]

N _ _ —
=Y impy1 O F & Do + tr(Topa Prga),

where in the first equality we used the definition of V;7,, and the fact that ¢, = 1
for all t > k + 1 and in the second equality the definitions e; = E[e;|Z}, 0] and
P, = cov]e;|ZE, 6] for all t > k + 1.

From the dynamics of the estimation error in (2.29), given the fact that 6, =1
for all t > k + 1, we obtain

Ct+1 = (At — KtCt)et + wy — Kt’Ut.
Accordingly, when §; = 0, we have
€t+1 (A — K Ot)6t7

PP = (A, — K)C\) PP (A — KPC)T + W, + KYVKPT,
and
P, = APPA] + W, — K)C, P AT,
K9 = APcrc,P’CT + V) !,

for t > k + 1 with initial conditions égﬂ = Apeg, P,SH = AkEkAg + Wi, and
Py +1 = ApP AL + W. The initial conditions ¢}, and P} ; were obtained by
using (2.29). Hence, we find

7 N _ _ _
E[Vk+1‘l—ltw o = 0] = Zt:k-ﬁ-l 0: + egflrt+1eg+1 + tr(rt-i-lPtOJrl)'
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Moreover, when &, = 1, we have
Erp1 = (A — K/ C)ey,
Pl = (A — K[C)PHA — K} C)T + W, + K[V, KT,
and
Pl =APAl + W, — K[ C, Pl A],
Ktl = AtPtIC?<CtPtIC;f + VD_I»

for t > k + 1 with initial conditions é]1€+1 = Aper — Kpup, ]5]€1+1 = AkEkAg + Wy,
and P,ClJrl = AkPkA;f + Wy — KkaPkAZ. The initial conditions é,1€+1 and Ple
were obtained by using (2.29). Hence, we find

7 N _ _ _
EVE T, 0k = 1) = 30,000 0 + & Dena €y +tr(Depa Plyy ).
Finally, following the definition of o, we have

or = ElVIL T}, 0k = 0] — E[Vi5 | Tk, 0k = 1]
=i {égIIFtJrlé?—i—l + tr(Ce1 PYy)
—eiDiyiei g — tr(Ft-‘rlptl-',-l)}

= SN o &) + (T, PY) — & Ty} — tr(T,PL),

where the last equality comes from the fact that I'yyy1 = 0. Incorporating this into
(2.26), we obtain the result. O

2.3. Numerical Example

In this section, we show an application of the theoretical framework we devel-
oped in this chapter. Consider an inverted pendulum on a cart observed by an
internal sensor that communicates with an internal controller through a controller
area network (see Fig. 2.2). The continuous-time equations of motion linearized
around the unstable equilibrium are given by

(I + mlz)é —mglg = mli,

(M +m)i + bi — mld = u,

where ¢ is the pitch angle of the pendulum, z here is the position of the cart, u here
is the force applied to the cart, I here is the moment of inertia of the pendulum,
m is the mass of the pendulum, [ is the length to the pendulum’s center of mass, g
is the gravity, M is the mass of the cart, and b is the coefficient of friction for the
cart. We assume the following parameters: I = 0.006 kg.m?, m = 0.2 kg, [ = 0.3 m,
g =9.81 m/s?, M = 0.5 kg, and b = 0.1 N/m/sec. The sensor can only measure
the position and pitch angle. The discrete-time dynamics of form (2.1) obtained
by a zero-hold transformation with sampling frequency of 100 Hz and the sensor
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FIGURE 2.2. Model of an inverted pendulum on a cart. The sensor
and controller are both insourced. The sensor is connected to the
controller through a controller area network.

model of form (2.2) together with the covariance matrices are given by

1.0000 0.0100 0.0001 0.0000 0.0001
A _ |0:0000 0.9982 0.0267 0.0001| , _ |0.0182
= 10.0000 0.0000 1.0016 0.0100|’ ~* — [0.0002| "’
0.0000 —0.0045 0.3122 1.0016 0.0454
o — 1 00 0 0.0020 0.0000
k= 0 01 o 0.0000 0.0010]°
0.0006 0.0003 0.0001 0.0006
- 0.0003 0.0008 0.0003 0.0004
k — 5

0.0001 0.0003 0.0007 0.0006
0.0006 0.0004 0.0006 0.0031

with initial conditions mo = [0 0 0.2 0]7 and My = 10W}. For this system, we
are interested in designing an event trigger that is employed at the sensor and a
controller that is collocated with the actuator. The cost function of form (2.8)
is specified by the weights Qn41 = diag{1,1,1000,1}, Q = diag{1,1,1000,1},
Rp =1, and 6 = 150 for all 0 < k£ < N where N = 500. The state estimates
2y, and &y are provided by Proposition 2.1 and Proposition 2.2 respectively. From
Theorem 2.1, it follows that the optimal triggering policy is ; = Lvor, >0 and the
optimal control policy is uj; = —L;Z). We approximated the value of information
Vol by using Proposition 2.3, and obtained the control gain Lj by solving the
Riccati equation in Lemma A.1. We carried out a simulation experiment. For a
realization of the system, Fig. 2.3 and Fig. 2.4 illustrate the trajectories of the main
variables of the system. In particular, the trajectories of the position, velocity, pitch
angle, and pitch rate are shown in Fig. 2.3. Moreover, the trajectories of the value
of information, event, and control are shown in Fig. 2.4. In this experiment, the
value of information became positive only 18 times, which lead to the transmission
of the observation at each of those times. Besides, we observe that the system could
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still achieve a good control performance while the sampling rate was reduced by
96.4% with respect to the periodic policy.

2.4. Summary

In this chapter, we provided a theoretical framework for the analysis and design
of networked control systems with event triggers. We formulated the problem as a
dynamic game, and characterized the optimal triggering policy and optimal control
policy such that the corresponding policy profile represents a Nash equilibrium. We
proved, under certain assumptions, that the optimal closed-loop triggering policy
is a threshold policy that depends particularly on the estimation innovation at
the controller and mismatch estimation error; and that the optimal closed-loop
control policy is a certainty-equivalence policy. Moreover, we synthesized a closed-
form suboptimal triggering policy with a performance guarantee. We propose that
further research should be undertaken in extension of the present framework to
networks of interacting systems that share a common communication channel. In
such a case, a multiple access scheme should be designed.
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CHAPTER 3

Optimal Power Scheduler in Wireless Control

In this chapter, we consider a wireless control system, and seek to jointly design
a power scheduler and a controller by constructing a trade-off between the energy
capacity and control performance. Based on our unified framework, we develop the
optimal estimators and characterize the optimal policies such that the correspond-
ing policy profile represents a Nash equilibrium. Moreover, we define the value of
information in the trade-off between the energy capacity and control performance.
This chapter is organized in the following way. We formulate the problem in Sec-
tion 3.1. We provide the main results of the chapter in Section 3.2. We present a
numerical example in Section 3.3. Finally, we give a summary in Section 3.4.

3.1. Problem Formulation

In this section, we describe the system model, introduce the specification of the
wireless channel, and determine the relation between the required transmit power
and packet success rate. Moreover, we define the indices for the energy capacity
and control performance. Finally, we formulate the main problem of the chapter.
The material here requires basic knowledge of communication theory, stochastic
control theory, and game theory.

3.1.1. System Model. Consider a stochastic process with dynamics gener-
ated by the following linear discrete-time time-varying state system:

(3.1) Trt1 = AgpTr + Brug + wg,

for 0 < k < N and with initial condition zg where z; € R™ is the state of the
process, Ar € R™*™ is the state matrix, By € R™*"™ is the input matrix, u € R™
is the control input to be decided by a controller, wy € R™ is a white Gaussian
noise with zero mean and covariance Wy > 0, and N is a finite terminal time. It
is assumed that zo is a Gaussian vector with mean mg and covariance M,. At
each time, a noisy output of the process is measured by a wireless sensor, which is
given by

(3.2) Y = Cri + vg,

for 0 < k < N where y; € R? is the output of the process, Cy € RP*™ is the output
matrix, and v, € RP is a white Gaussian noise with zero mean and covariance Vj >
0. It is assumed that xg, wg, and v, are mutually independent for all 0 < k < N.
In addition, it is assumed that (A, By) is controllable and (A, C}) is observable.

The sensor is connected to the controller through a wireless fading channel, and
a power scheduler is employed at the sensor that adapts the transmit power (see
Fig. 3.1). At time k, the output of the process y, is available at the power scheduler
instantly, and is received by the controller with one-step delay if the transmission
is successful. In the following, we describe the specification of the wireless channel.
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FI1cURE 3.1. Schematic view of a wireless control system with a
power scheduler. At each time, the output of the process is avail-
able at the power scheduler instantly, and is received by the con-
troller sporadically with one-step delay.

3.1.2. Wireless Channel Specification. Consider a discrete-time additive
white Gaussian noise (AWGN) channel with the following channel input-output
relationship:

(3.3) Tk = /9kSk + Nk,

where 7y, is the channel output, g > 0 is the channel gain (also known as channel
state information), s is the channel input, and ny is a white Gaussian noise with
zero mean and power spectral density Ng. The channel gain g is in general a
stochastic variable representing path loss, shadowing, and multipath effects. The
channel gain g, can change at each time with or without correlation over time. We
assume that the channel is block fading, i.e., the channel gain g, remains constant
during each packet transmission (i.e., block), but might change from block to block.
We also assume that the channel gain g is known at both controller and power
scheduler before transmission at time k£ given an ideal feedback channel.

Let the transmit power at time k be pi*, which is constrained by 0 < pi* <
Pmaz- The received power is obtained by pi* = gipi®. Moreover, the received
signal-to-noise power ratio SNRy, defined as the ratio of the received signal power
to the noise power within the bandwidth of the transmitted signal [73], is given by
_ gepy  ERR
- NoW  NoW’
where F is the received signal energy per bit, R here is the communication rate,
and W here is the noise bandwidth.

The bit sequence corresponding to each observation is modulated by the trans-
mitter into a carrier signal. It is then transmitted over the channel, and is eventually
detected by the receiver (see Fig. 3.2). For any modulation and detection tech-
niques, the performance of the wireless channel, specifying the bit error rate BER,
depends only on the ratio Ex /Ny and not on any other detailed characteristics of
the signal and noise [73]. Hence, we can write

(3.5) BERy = ¢1 (%)7

(3.4) SNR
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FIGURE 3.2. Wireless communication over an AWGN channel that
connects the sensor to the controller.

where ¢4 (.) is a function often expressed in terms of @-function. Note that BER €
(0,0.5] where 0.5 corresponds to the worst case.

Remark 3.1. [t is shown in [25] that the performance of AWGN channels
corresponding to modulation with coherent detection and perfect recovery of the
carrier frequency and phase can generally be expressed by

(3.6) ®1 <]EV—’(§> = po® (\/mﬁ—'g) ;

where pg and p1 are constants depending on the particular form of modulation.

Each observation is transmitted as a network packet that encapsulates the
associated bit sequence. Thus, given the bit error rate BER, one can obtain the
packet success rate PSRy for transmission of a packet as

(3.7) PSRy, = ¢2(BERy),

where ¢2(.) is a function depending on the error correcting code and the length of
each packet £. Note that PSRy € [eg, €1) where eg = ¢2(0.5) and €; = ¢2(0). The
packet success rate PSRy tends to the extreme values 0 and 1 for large ¢ and p,,az
respectively.

Remark 3.2. If all single bit errors in a packet can be detected, the packet
success rate for transmission of a packet with ¢ bits is specified by

(3.8) ¢2(BERy) = (1 — BERy)",
where £ is the length of the packet.

Putting (3.4), (3.5), (3.7) together, we can obtain the required transmit power
at time k for a given packet success rate as

(3.9) pr = F2o~ 1 (PSRy),

where ¢(.) = ¢2(¢1(.)) and pi is used instead of pi* for the sake of keeping the
notation simple. Fig. 3.3 depicts the required transmit power as a function of the
packet success rate for a specific wireless fading channel. In the sequel, we assume
that pmae < 00 leads to a successful transmission of the observation i at time k
almost surely, i.e., PSRy ~ 1. Moreover, we consider PSR as the decision variable
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FiGurRE 3.3. The required transmit power as a function of the
packet success rate for a specific wireless fading channel described
in Section 3.3.

of the power scheduler. Clearly, given g and PSRy, the transmit power p; at each
time is obtained by (3.9).

Remark 3.3. In practice, the wireless sensor may decide not to transmit the
observation at time k if PSRy, is very small. In this case, the transmit power should
be set to zero.

We model packet dropouts according to a random arrival process v with prob-
ability distribution P(y, = 1) = PSRy where v, = 1 if y; is received successfully
and v = 0 otherwise. Therefore, we have

_ Yk, lf Tk = 1’
(3.10) Cht1 = { @,  otherwise,

where (41 is the successfully received output of the process subject to one-step
delay. Packets are received with one-step delay, and packets that are not received
successfully are discarded without being retransmitted. Besides, the receipt ac-
knowledgement of the packet transmitted at time £ is available at the power sched-
uler at time k£ + 1 via the ideal feedback channel.

In the sequel, we assume that the following assumptions hold.

Assumption 3.1. The arrival variables vi for all 0 < k < N are conditionally
independent given channel gains and transmit powers, i.e,

(3'11) P(707"'77k|gkapk) = Hf:o P(7t|gt7pt)7
for k> 0.

Assumption 3.2. The information associated with dropped observations, i.e.,
when v, = 0, is discarded at the controller.

Remark 3.4. Assumption 3.1 comes from the fact that the packet success rate
at each time statistically depends only on the channel gain and transmit power at
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that time. This model incorporates i.i.d. erasure channels and Gilbert-Elliot chan-
nels as special cases. Assumption 3.2 leads to a Gaussian conditional distribution
at the controller, and allows us to obtain the optimal estimator at the controller in
a tractable way.

3.1.3. Trade-off Problem. Consider a power policy m = {pog,...,pn} and a
control policy p = {ug,...,un}. Let Z; and Zj denote the admissible information
set of the power scheduler and of the controller at time k respectively, and P and
M denote the admissible set of power policies and of control policies respectively.
Then, m € P if p;, is a measurable function of Z}} for all 0 <k < N, and p € M if
uy, is a measurable function of Zy for all 0 <k < N.

We would like to make a trade-off between the energy capacity and control
performance. We measure the energy capacity by an average transmit power, i.e.,

(3.12) E(m,p) = i E [Z;ivzo Oékpk:})

where o > 0 is a weighting coefficient. Moreover, we measure the control per-
formance by an average cost function penalizing the state deviation and control
effort, i.e.,

(3-13) J(Wa M) = ﬁ E [m%+1QN+1xN+1 + ZkN:o ifoka‘k + UZRkuk},

where Q = 0 and Ry > 0 are weighting matrices. The desired trade-off is formu-
lated by the following optimization problem:

(3.14) minimize AJ(m, p) + (1 — N E(7m, p),

for A € (0,1) over 7 € P and u € M. Equivalently, we can solve the following
optimization problem:

(3.15) minimize W(m, u),
where
(3.16)  W(mp)=E {9311;+1QN+1$N+1 + 3o o Qrr, + ul Reug + HkPk},

where 0, = ai(1 — X)/A.
Now, we can formally define the value of information.

Definition 3.1. The wvalue of information Voly in the trade-off between the
energy capacity and control performance is the vartation in the value function asso-
ciated with the optimization problem in (3.15) with respect to a reliable observation
at the controller.

In the sequel, we shall obtain 7* and p* such that (7*, u*) represents a Nash
equilibrium, and characterize the value of information Voly.
3.2. Main Results

In this section, our goal is to characterize the optimal policies. Let us define
the admissible information set of the power scheduler at time k£ as the set of the
current and prior outputs of the process, current and prior channel gains, and prior
arrival variables, i.e.,

(317) I]Lz = {ytvgtafyt’

tgk:,t’<k:},
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and the admissible information set of the controller at time k as the set of the prior
successfully received outputs of the process, current and prior channel gains, and
prior arrival variables, i.e.,

(3.18) Ie = {yt, G2

We see that the latter is a subset of the former, ie., Z; C Z;. Note that the
information set Z satisfies Assumption 3.2.

E < ket <k, = 1}.

3.2.1. Optimal Estimators. Given that the process is partially observable,
both power scheduler and controller have to estimate the state of the process. We
shall derive the optimal estimators based on the Bayesian analysis. The next two
propositions give the optimal estimators with respect to the information sets Z;
and Zj respectively, and show that such estimators are linear.

Proposition 3.1. The conditional expectation E[xy|Z;] with the following dy-
namics minimizes the mean-square error at the power scheduler:

(3.19) & = Ap—1@p—1 + Br—1up—1 + Hy, (yk — Cp(Ap—1Tp—1 + kalukfl))a

(320)  Bp = ((Ap—1Zp—1 A% + Wi—1) " + CkTVk_ICk:)il’
where
(3.21) Hy, = SpCLVT,

for 1 < k < N with initial conditions &g = mg + EOCOTVO_I(yO — Comy) and
Yo = (Mt 4+ CIVy1Cy)™t where @, = E[zy|Zf] and ), = cov]zy|Z].

PROOF. The output y; is available at the power scheduler at each time. Hence,
it is clear that given the information set Z; at the power scheduler, the state estimate
minimizing the mean-square error is the conditional expectation E[zj|Z}], and the
optimal estimator is the Kalman filter (see e.g., [T1]). O

Proposition 3.2. The conditional expectation E[zy|Z] with the following dy-
namics minimizes the mean-square error at the controller:

(3.22) T = Ap—1Zp—1 + Br—1up—1 + Ye—1Kp—1(Yp—1 — Cr—12x—1),
(3.23) P = Ap 1Py 1 AL + Wit — V1K 1Ck—1Pe1 Af_1,
where

(3.24) Kyt = Ap_ 1P 1 CL_ (Clm1 Peca CF_y + Vi) ™,

for 1 <k < N with initial conditions &g = mgy and Py = My where &), = E[zy|Zf]
and Py, = cov[zy|Zf].

Proor. Given the information set Z; at the controller, the state estimate min-
imizing the mean-square error is clearly the conditional expectation E[x|Zf]. From
the definition, Zx11 = E[zg41|Zf, ] and Pry1 = cov[zgy1|Zi, ). Taking the condi-
tional expectation of (3.1), we get

(325) Trr1 = Ag E[xk|I,§+1] + Brug,

(3.26) Pyi1 = Ag cov[zy|ZE 4 )AL + W
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From Assumption 3.2, the controller makes no inference when v, = 0. However,
the controller receives (x+1 = yr at time k 4+ 1 and subsequently can make an
inference when ~; = 1. Let us define &, = [:L’g ykT T 'We can easily show that

cl] __ j:'k:

Now, we can use Lemma A.2 together with the conditional distribution specified
by the mean and covariance in (3.27), (3.28), and get

Elzk|Z, yk] = Tk + K1 (yx — Crix),
cov(z|Z;, yk] = Pr — K;,Cr P,

where K| = PkCg(CkPkCg + Vi)~L. Therefore, from the definition of ~;, we can
write

(3.29) Elek|Zi 1] = Zr + 7 K5 (y — Crliy),

(330) COV[IEk‘Ig+1] = Pk - ’YkK]/{;CkPIm

where we used the definition of Z;, ; given gi11 and v, at the controller at time k+1.
We obtain the results by substituting (3.29), (3.30) in (3.25), (3.26) respectively. O

As it becomes evident later, in addition to the Kalman filter given in Propo-
sition 3.1, the power scheduler needs to construct a copy of the estimator given in
Proposition 3.2. This is possible because Z; C Z}.

3.2.2. Optimal Policies. We shall design the optimal policies using back-
ward induction. Let e = xp — ) be the estimation error and v, = yp — CrpZi be
the innovation both associated with the estimator at the controller. Moreover, let
€r = T — T be the mismatch estimation error associated with the estimators at
the power scheduler and controller. We can obtain

(3.31) Elex|Z7] = Elzi — 21|Zi] = T — 21 = e,
(3.32) covler|Z;] = cov[zk|Zi] = Xy

The next theorem characterizes the structures of the optimal power policy and
optimal control policy, and shows that there exists a separation between the optimal
designs of the power scheduler and controller.

Theorem 3.1. Let Sy, = 0 be a matrix that satisfies the condition in Lemma A.1.
The optimal closed-loop power policy is a nonlinear policy given by

(3.33) pi, = 2o~ 1 (PSRy),
where

PSR}, = argmin{ 0elNolt v =1 (PSR,)
PSRy "
(3.34)

+ PSRy v KF U1 (Kpvg, — 2Akesr) + @k},
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where oy, is a variable that depends on €y and vy, and the optimal closed-loop control
policy s a certainty-equivalence policy given by

(335) ’LLZ = —Lki‘k,

where Ly, is the control gain defined as

(336) Ly = (B,ZSkHBk + Rk)_lBgSk_i_lAk.

PROOF. We need to show that (7*, u*) represents a Nash equilibrium. Using
the optimal control policy p* in the cost function W(m, ) given by Lemma A.1, we
obtain

U(m,u*)=E [%Tsol‘o + 3, {9kpk + wi Sk 1wy

+ ei L (B} Sy+1By + Rk)Lkek}] :

where we used the definition of the estimation error e;. Following the fact that zq
and wy, are independent of the power policy, associated with ¥(7, u*), we define
the value function V;’ as

. N
Vi = gslg}c E [Zt:k Oipe + etT+1Ft+1€t+1)I;§}»

where 'y = Lg(BkTSkJrlBk + Ry) Ly with the exception of I'y;1; = 0. From the
additivity of the value function V;}, we have

: T
Vi = Inin E [ekpk +eplrr1ert
k

+ min E |:9k+1pk+1 + e£+21—‘k+2€k+2 + ... I;g_._l} IE]

PSRi41

=minE [9kpk + ef1 Dhyrert + Vi Iﬁ],
k

with initial condition Vy,; = 0. We prove by induction that the value function V?
is independent of the control policy. Clearly, the claim is satisfied for time N + 1.
We assume that the claim holds at time k+ 1, and we shall prove that it also holds
at time k. We can write the dynamics of the estimation error at the controller as

(3.37) ert1 = Arer + wi — Y Kpvg.
Thus, we find
Elei 1 Drs1€x41|T7]
=E [efA%F;HlAkek + ngk+1wk + ’}/]%l/,z;K]sz_HKka
4 2eTATT ywp, — 2T K Twg, — 29T KT T g1 Ager, ‘Ik]
= eF ATT 1 Apeg + tr(ALT 1 ARXy) + tr(Dpp Wh)

+ PSRk UgKng_i_lKka -2 PSRk UgKng+1Ak€k,



3.2. MAIN RESULTS 39

where in the second equality we used the definitions of €5 and ¥j and the facts
that v, is Z;-measurable and that wj, is independent of e;. Hence, we have

Vi = E}Slgi {9kpk +eF ATy 1 Aper +tr(ATT 1 ApXy)
(3.38) 4 tr(Tpp1 W) + PSR v KF T 1 K
— 9PSRy v KT Tjoi1 Ager + E[V;+1|I,§]}.
The minimizer in (3.38) is obtained as

PSR}, = argmin{ 20291 (PSRy)
PSR;, Ik

+ PSRk V%Kgrk+1(Kka — 2Ak5k) + @k},
where 05, = E[V}?_||Z;]. From the hypothesis assumption ¢ is independent of the
control policy. Hence, we conclude that V,’ is independent of the control policy.
This complete the induction.

Now, using the the power policy 7* in the cost function W(w,u) given by
Lemma A.1, we obtain

(1) = E |2 Somo + S4sg { 2R 6 (PSRY) + w] Sisrwn
+ (uk + Lkl‘k>TAk(uk + kak)H ,

where A, = B,{SkHBk + Ry. Following the fact that xg, PSRy, and wy are
independent of the control policy, associated with W (7*, 11), we define the auxiliary
value function V) as

ch = mikn E [Zi\;k(ut + tht)TAt(ut + Ltlll't)
u

).
From the additivity of the auxiliary value function V,¢, we obtain
ch =minE [(uk + Lkl‘k>TAk<uk =+ Lk:L‘k)
U

+ min E |:(Uk+1 + Liy17p41)" Mg

Uk+1

X (Uk+1 + Lk;+1l’k+1) + ... ]€+11| I]g:|

= min E [(uk + Lyxy) T Ag(ug + Lyzy) + Vi

Uk

I;;] ,

with initial condition Vg, ,; = 0. We prove by induction that the auxiliary value
function V¢ is a function of P;. Clearly, the claim is satisfied for time N + 1. We
assume that the claim holds at time k£ + 1, and we shall prove that it also holds at
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time k. Using the identity xzx = Zx + e, we find

—E [(uk + L) T A (up + Lidy)
+ T LT Ay Lyer + 2(up + Lk:?:k)TAkLkek’Ig]

= (up + Liap) " Ap(up + Lpdy) + tr(LE AR L Py),

where in the second equality we used the fact that &y, is Zg-measurable and E[ey |Z5] =
0. Hence, we have

V¢ = min {(uk 4 Lyd) T Ag (g + Lidr)
U

(3.39)

+te(LT AR Ly Py) + E[ch+1|1,§]}.
The minimizer in (3.39) is obtained as uj = —Ly&,. Moreover, we conclude that
V¢ is a function of Pj. This completes the induction and also the proof. O

According to Theorem 3.1, the optimal power policy depends on &y, vx, and
gr, and is independent of the control policy. Besides, the error covariance Py
in (3.23) does not depend on ui_;. Hence, the control has no dual effect. In
Theorem 3.1, we expressed the value of information based on the value function
V)? and corresponding to the successful transmission of an observation. This is
emphasized in the following definition.

Definition 3.2. The value of information Vol in the trade-off between the
energy capacity and control performance is given by

(3.40) Voly, = vl K Tk 11(24ker — Kivi) — OkPimaz + 0k,
where ), = E[Vks+1|11ia7k =0] - E[VI:+1‘IJ§VYI€ =1].

Remark 3.5. The optimal power policy provided above depends on the variable
01. Although 05 can be computed with an arbitrary accuracy by solving recursively
the optimality equation in (3.38), its computation is expensive. Next, we shall
introduce a procedure for approrimation of this variable.

3.2.3. Approximation Algorithm. We here provide a rollout algorithm [72]
for approximation of the variable gy and the value of information Voly, and accord-
ingly synthesize a closed-form suboptimal power policy with a performance guar-
antee that can readily be implemented. Let @ = {pg,...,Dn} be a power policy
with packet success rates PSRy ~ 1 for all 0 < k < N. The following algorithm
gives an approximation of the variable oy.

Algorithm 3.1. An approximation of the variable 05 associated with the policy
T 18 given by
(3.41) or = EVii|Zi],
where
fr s N s
EVii.lZi] = E [Zt:k—l—l O + el Tegreisn ‘Ik]v

with pk+1 — pk—i—l'
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Similar to Theorem 2.2, we can prove that it is possible to synthesize a sub-
optimal power policy that outperforms the policy 7. In the next proposition, we
synthesize a closed-form suboptimal power policy with a performance guarantee.

Proposition 3.3. A suboptimal power policy that outperforms the policy 7 is
given by

(3.42) pi = 2o~ (PSRY),
where

PSR/ = argmm{ ek;\i‘)R¢_1(PSRk) + PSRy, v K Ty1 (Kyvy, — 2Age)

(3.43) PoR
— PSRy, (Zii;w 77,0 + tr(I,PY) — el Ty} — tr(L, P} )) }

and

€?+1 (A — K Ct)et,

P = (A — K)C)P)(Ay — K)C)T + W,y + K VKT,

P, = APPAT + W, — K)C,P) AT,

é%+1 = (At - Ktlct)é%

PL, = (A, — K{C)PHA, — KfC)T + W, + K} VKT,

Pl = AP AT + W, — K} C,P AT,
where

Kw? = AtPtOC?(CtPtOC? + V;f)_lv
= AP Cl(C PO + Vi)fla

fort > k4 1 with initial conditions ekJrl = Aper, P 1= AkEkA + W, Pkle =
AkPkA +Wh, €k+1 = Aper— Ky, Pk+1 = AkEkA —|—Wk, and Pk;—i—l = AkPkA +
Wy, — KkC’kPkAg.

PROOF. For the proof, it is enough to derive 97 based on the policy 7. First,
note that

EVi51IZi, ] = E [Zi\f:k‘+1 0:pr + €f+1rt+1€t+1‘zs, ’Yk]

N _ _ _ —
= Zt:k—H 0:pr + 6tT+1Ft+1€t+1 +tr(Teg1Prta),

where in the first equality we used the definition of V7, ; and the fact that p; = p;
for all ¢ > k + 1 and in the second equality the definitions e; = E[e:|Z;, vx] and
P, = coves|Z5, vx] for all t > k + 1.

From the dynamics of the estimation error in (3.37), given the fact that v =1
with PSR; ~ 1 for all t > k + 1, we obtain

Ct+1 = (At — KtCt)et + wy — Kt’Ut.
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Accordingly, when v, = 0, we have

ég+1 = (A, — K{Cy)e,

P = (A — K)C) P (A — KO + W, + KV KT
and

P, = APPA] + W, — K)C, P AT
K? = A pP'clc,pPCet +v)t,

for t > k + 1 with initial conditions &), |, = Aper, PP, = ApSrAl + Wy, and

P, = AyPyAT + Wy, The initial conditions e}, and P, , were obtained by
using (3.37). Hence, we find

E[Vkﬁ+1|zli’ Y = 0] = Zi\;k-i-l Oipe + ég}flrtﬂégﬂ + tr(FHlP&l).

Moreover, when ~; = 1, we have

6%4—1 (A — Ktlct)é%

Pl = (A — K[C)PHA — K/C)T + W, + K} V,K,;. T,
and

P, = AP AT + W, — KiC, P AT,
= AP CE(CPCY + V)™

for ¢ > k 4+ 1 with initial conditions é,1€+1 = Aper — Kpvp, Pk1+1 = AkEkAZ + W,

and PklJrl = AkPkAg + Wy — KkC’kPkAg. The initial conditions é}c“ and P,€1+1
were obtained by using (3.37). Hence, we find

EViia | Za v = 1] = Zi\;qu 0:pe + i LiDeeig + tr(Tepn Plyy).
Finally, following the definition of ¢7, we have
&k = (1 — PSRy) E[Vi" 1 T, v = 0] + PSRy [V | Z3, e = 1]
= E[Vi1 [Z5s e = 0] = PSRy, (E[ViT [Z3 e = 0] — E[ViT 1Tk, e = 1])
= 0o — PSRy, (Zz{,\;k—i—l {égletJrlégﬂ +tr(Ce1 P y)
— e Doty — tf(Ft+1Pt1+1}>

= 0o — PSR, (ZiV:HQ edTTed +tr(Iy PP) — efTTer — tr(T P} ))

where in the third equality g0 = E[V/7,,|Z;, v = 0] is a constant and in the last

equality we used the fact that I'y4; = 0. Incorporating this into (3.34), we obtain
the result. ([
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F1GURE 3.4. Model of an inverted pendulum on a cart. The con-
troller is insourced, but the sensor is outsourced to a wireless node.

3.3. Numerical Example

In this section, we show an application of the theoretical framework we de-
veloped in this chapter. Consider an inverted pendulum on a cart observed by a
remote sensor (see Fig. 3.4). The parameters Ay, Bk, Cx, Wk, Vi, mg, and My are
similar to those used in Chapter 2.

The sensor is connected to an internal controller through a wireless fading chan-
nel that is assumed to be a discrete-time AWGN channel. The fading distribution
is chosen according to a combined path loss and shadowing model [25], which is
given by

_92 —n
gk = (47r£d0) (%) 101,bk/10’

where f is the carrier frequency, dy is the reference distance, c is the speed of light,
d is the distance between the receiver and transmitter, 7 is the path loss exponent,
and 9y, is a Gaussian variable with zero mean and variance ¥,. The channel is
characterized by the following parameters: the noise bandwidth W = 2 MHz, data
rate R = 250 Kbps, carrier frequency f = 2.45 GHz, receiver distance d = 10.00 m,
reference distance dp = 1 m, path loss exponent n = 3.6, noise power spectral
density Ny = 10™'® watt, and shadowing variance >y = 8. We suppose that the
channel performance is specified by the functions in (3.6) and (3.8) with pg = 1,
p1 = 2, and ¢ = 128 bits.

For this system, we are interested in designing a power scheduler that is em-
ployed at the sensor and a controller that is collocated with the actuator. The
cost function of form (3.16) is specified by the weights Qn11 = diag{1,1,1000, 1},
Qi = diag{1,1,1000,1}, Ry = 1, and 6 = 9 x 10° for all 0 < k < N where
N = 500. The state estimates ¥; and % are provided by Proposition 3.1 and
Proposition 3.2 respectively. From Theorem 3.1, it follows that the optimal power
policy is p; = %qﬁ_l(PSRZ) and the optimal control policy is uj = —LyZ). We
approximated PSR} according to Proposition 3.3 and by limiting PSRy, in the in-
terval [0.00001,0.99999], and obtained the control gain Lj by solving the Riccati
equation in Lemma A.1. We carried out a simulation experiment. For a realization
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of the system, Fig. 3.5 and Fig. 3.6 illustrate the trajectories of the main variables
of the system. In particular, the trajectories of the position, velocity, pitch angle,
and pitch rate are shown in Fig. 3.5. Moreover, the trajectories of the channel gain,
packet success rate, arrival process, power, and control are shown in Fig. 3.6. As
it is observed, the packet success rate is at its lowest value at many times, and
the wireless sensor avoids a transmission at those times to preserve energy further.
Moreover, it is seen that a high transmission power is used when the wireless sensor
decides to transmit an observation.

3.4. Summary

In this chapter, we provided a theoretical framework for the analysis and design
of wireless control systems with power schedulers. We formulated the problem as
a dynamic game, and characterized the optimal power policy and optimal control
policy such that the corresponding policy profile represents a Nash equilibrium.
We proved, under certain assumptions, that the optimal closed-loop power policy
is a nonlinear policy with packet success rate that particularly depends on the
estimation innovation at the controller, mismatch estimation error, and channel
gain; and that the optimal closed-loop control policy is a certainty-equivalence
policy. Moreover, we synthesized a closed-form suboptimal power policy with a
performance guarantee. We propose that as future research one should extend the
present framework to networks of interacting systems in which the effect of the
channel interference is taken into account. In such a case, the interference imposes
a constraint that must be incorporated in the underlying optimization problem.
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FI1GURE 3.5. Trajectories of the position, velocity, pitch angle, and
pitch rate. The solid lines represent the state components and
the dotted lines represent the state estimate components at the
controller.
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F1GURE 3.6. Trajectories of the channel gain, packet success rate,
arrival process, transmit power, and control.
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CHAPTER 4

Optimal Privacy Filter in Cloud Control

In this chapter, we consider a cloud control system, and seek to jointly design a
privacy filter and a controller by constructing a trade-off between the privacy level
and control performance. Based on our unified framework, we develop the optimal
estimators and characterize the optimal policies such that the corresponding policy
profile represents a Nash equilibrium. Moreover, we define the value of information
in the trade-off between the privacy level and control performance. This chapter
is organized in the following way. We formulate the problem in Section 4.1. We
provide the main results of the chapter in Section 4.2. We present a numerical
example in Section 4.3. Finally, we give a summary in Section 4.4.

4.1. Problem Formulation

In this section, we describe the system model. We specify the privacy filter,
and define the indices for the privacy level and control performance. To measure
the amount of information leakage, we adopt the causally-conditioned directed in-
formation. Then, we formulate the main problem of the chapter. The material
here requires basic knowledge of information theory, stochastic control theory, and
game theory.

4.1.1. Process Model. Consider a stochastic process with dynamics gener-
ated by the following linear discrete-time time-varying state system:

(4.1) Trar1 = Agxr + Brug + wg,

for 0 < k£ < N and with initial condition xg where x; € R™ is the state of the
process, Ax € R™*" is the state matrix, B € R™*™ is the input matrix, uy € R™
is the control input to be decided by a cloud provider, w; € R™ is a white Gaussian
noise with zero mean and covariance Wy = 0, and N is a finite terminal time. It is
assumed that xg is a Gaussian vector with mean mg and covariance My. At each
time, a noisy output of the process is measured by a sensor, which given by

(4.2) Yk = Oy + vg,

for 0 < k < N where y; € R? is the output of the process, Cy € RP*™ is the output
matrix, and v, € RP is a white Gaussian noise with zero mean and covariance Vj >
0. It is assumed that xg, wg, and v, are mutually independent for all 0 < k < N.
In addition, it is assumed that (A, By) is controllable and (A, C}) is observable.

A privacy filter is employed at the sensor, which obfuscates the private in-
formation (i.e., the sate of the process) and transmits public information to the
controller (see Fig. 4.1). At time k, the output of the process y; is available at
the privacy filter instantly, and a perturbed output is transmitted to the controller
with one-step delay. Next, we describe the structure of the privacy filter.

47
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Sensor +— Plant +—
Yk Lk

Privacy
Filter

Ck

Uk

B

» Controller

FI1GURE 4.1. Schematic view of a cloud control system with a pri-
vacy filter. At each time, the output of the process is available at
the privacy filter instantly, and a perturbed output is transmitted
to the controller with one-step delay.

4.1.2. Privacy Protection and Information Leakage. Consider a privacy
filter with an additive Gaussian noise structure in which the perturbed output is
given by

(4.3) 2 = Epyr + ny,

where z; € R? is the perturbed output, Ey € R?*P is the privacy filter’s output
matrix, and ng € R? is a Gaussian noise generated with zero mean and covariance
Ni. We assume that ny is independent of the state given Nj for all 0 < k < N.
In the sequel, we assume that Ep = I and ¢ = p. In this case, the perturbation
covariance Ny is the only decision variable of the privacy filter. Moreover, we define
(k+1 = 2k as the perturbed output subject to one-step delay.

Remark 4.1. Similar to the analysis in [74], one can show that for the prob-
lem considered here the optimal test channel is in fact an additive Gaussian noise
channel. This justifies the chosen structure of the privacy filter.

Now, consider the sequences Xy, zn, and uy over the horizon N. The casually-
conditioned entropy of zy given uy is defined by

(4.4) h(zn|lun) = Ypsg h(zelze—1, u),
and the casually-conditioned entropy of zy given x5 and uy is defined by
(4.5) h(zn||xn,un) = Son_o h(zklze—1, Xk, ug).

Then, the information leakage by disclosure of the public information to the con-
troller can be measured by the causally-conditioned directed information [62] from
Xy to zy given uy, which is obtained as

(46) I(XN—>ZN||11N) :h(zN||uN)—h(zNHXN,uN).
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Furthermore, given the structure of the privacy filter in (4.3) and from the
properties of the mutual information, we can write:

I(xny—zn|luy) = Zg:o I(Xp; 21|21, ur)
= Zé\f:o I(xy; 21| Z0—1, u)

(4.7) o o T(%h1; 20|k, 201, uy,)
= Yo (s 2kl Zi—1, up)

= 3 po Maklze—1, up) — h(zx|ze, up),
where the first equality comes from the properties of the mutual information and
I(xy; 2k|Zg—1, 1) is the conditional mutual information between x; and zj given
zr_1 and ug, the second equality comes from the chain rule, the third equality from
the fact that zj is independent of x;_1 given xx, and the last equality from the
definition of the mutual information.
In the sequel, we assume that the following assumption holds.

Assumption 4.1. The information that the perturbation covariance Ny carries
about the process is discarded at the controller.

Remark 4.2. Assumption 4.1 leads to a Gaussian conditional distribution
at the controller, and allows us to obtain the optimal estimator at the controller
i a tractable way. Instead of the above assumption, one can assume that state
estimates under perturbed observations, which will be derived later, are transmitted
to the controller.

4.1.3. Trade-off Problem. Consider a perturbation policy 7 = {z0,...,2n}
and a control policy pu = {ug,...,un}. Let I,{ and Z; denote the admissible
information set of the privacy filter and of the controller at time k respectively, and
P and M denote the admissible set of perturbation policies and of control policies
respectively. Then, m € P if z; is a measurable function of I,{ forall0 < k < N,
and p € M if uy is a measurable function of Z; for all 0 < k£ < N.

We would like to make a trade-off between the privacy level and control perfor-
mance. We measure the privacy level by a weighted causally-conditioned directed
information from the private information to the public information, i.e.,

(4.8) P(u,m) = 57 E [Z]kvzo OékI(Xk;Zk’Zk—l,uk)],

where oy, is a weighting coefficient. Moreover, we measure the control performance
by an average cost function penalizing the state deviation and control effort, i.e.,

(4.9) J(m,p) = 77 E [$%+1QN+11?N+1 + chv:o i Qrrr + Uszuk}a

where Qr >~ 0 and Ry > 0 are weighting matrices. The desired trade-off is formu-
lated by the following optimization problem:

(4.10) minimize AJ (7w, 1) + (1 — X\)P(m, 1),

for A € (0,1) over 7 € P and u € M. Equivalently, we can solve the following
optimization problem:

(4.11) minimize W(m, p),
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where

W, ) = E [oh 1 @nsronsn + X4l o] Qe+ uf Ry
(4.12)

+ 3o Ol (Xis 2k |Z—1, ur) |

where 0 = ai(1 — \)/\.
Now, we can formally define the value of information.

Definition 4.1. The value of information Vol in the trade-off between the pri-
vacy level and control performance is the variation in the value function associated
with the optimization problem in (4.11) with respect to an unperturbed observation
at the controller.

In the sequel, we shall obtain 7* and p* such that (7*, u*) represents a Nash
equilibrium, and characterize the value of information Voly.

4.2. Main Results

In this section, our goal is to characterize the optimal policies. Let us define the
admissible information set of the privacy filter at time k as the set of the current
and prior outputs and prior perturbations, i.e.,

(4-13) I;f = {ytﬂ%'

tgk,t’<k},

and the admissible information set of the controller at time k as the set of the prior
perturbed outputs and prior perturbation covariances, i.e.,

(4.14) - {zt,Nt

t<k}.

We see that the latter is a subset of the former, ie., Zy C I,{. Note that the
information set Z satisfies Assumption 4.1.

4.2.1. Optimal Estimators. Given that the process is partially observable,
both privacy filter and controller have to estimate the state of the process. We
shall derive the optimal estimators based on the Bayesian analysis. The next two
propositions give the optimal estimators with respect to the information sets Ig
and 7 respectively, and show that such estimators are linear.

Proposition 4.1. The conditional expectation E[a:k|I£] with the following dy-
namics minimizes the mean-square error at the privacy filter:

(4.15) @ = Ap—1dk—1 + Br—1up—1 + Hy (yx — Cr(Ap—1Zk—1 + Br_1u_1)),
(416)  Sp = (Apm1Zp—1 AL + Wimr) ™ H + CkTVk_ICk:)il,

where

(4.17) Hy = SCr Vi,

for 1 < k < N with initial conditions &g = mg + EOCgVO_l(yO — Comg) and
S0 = (Mgt + CTV;71Co) =t where &y, = E[zx|Z]] and 2y, = cov[zi|Z]].
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PROOF. The output y, is available at the privacy filter at each time. Hence,
it is clear that given the information set Ilf at the privacy filter, the state estimate
minimizing the mean-square error is the conditional expectation E[l‘k’l—,{ ], and the
optimal estimator is the Kalman filter (see e.g., [71]). O

Proposition 4.2. The conditional expectation E[xy|Z}] with the following dy-
namics minimizes the mean-square error at the controller:

(4.18) Tp = Ag—1%k—1 + Br1ug—1 + Kp—1(2x—1 — Cr—1%%-1),
(4.19) P =Ap 1Py 1AL+ Wiy — Kp 1Cr1 P 1 AT,

where

(4.20) Ki 1= A 1Py 1C}_ 1 (Cro1 P i CF_ 4+ Vit + Ni1) 7,

for 1 < k < N with initial conditions &y = mqy and Py = My where &), = E[zy|Zf]
and Py, = cov|zy|Zf].

Proor. Given the information set Z; at the controller, the state estimate min-
imizing the mean-square error is clearly the conditional expectation E[z|Z;]. From
the definition, 2311 = E[zg41|Z;, ] and Pyy1 = cov[zgy1|Zi, ). Taking the condi-
tional expectation of (4.1), we get

(4.21) Thyl = Ay E[a:k|I,§+1] + Brug,

(4.22) Py = Ay covlag| T 1AL + Wi

The controller receives (x+1 = 2 at time k + 1. Let us define &, = [x% z,{]T

We can easily show that

cl i'k
(423) etz = [t ]
(4.24) cov[&r|Zi] = [Ckpk CoPLCT + Vi + Ni |~

where we used the fact that n; is independent of xj given Ni. Now, we can use
Lemma A.2 together with the conditional distribution specified by the mean and
covariance in (4.23), (4.24), and get

(4.25) E[x“lﬁ_‘_l] =i+ K,;(Zk — Cki’k),
(426) COV[:Bk|Z]$+1] = Pk — K];Ckpk,

where K| = PkC’,f(CkPkC’,? + Vi + Ni)~! and we used the definition of T; ., given
Nj at the controller at time k + 1. Moreover, from Assumption 4.1, apart from
(4.25), (4.26), no inference is possible about zj given z; and Ni. We obtain the
results by substituting (4.25), (4.26) in (4.21), (4.22) respectively. O

As it becomes evident later, in addition to the Kalman filter given in Propo-
sition 4.1, the privacy filter needs to construct a copy of the estimator given in
Proposition 4.2. This is possible because Z, C I,f.
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4.2.2. Optimal Policies. We shall design the optimal policies using back-
ward induction. Let e = xp — ) be the estimation error and vy = yr — CrZi be
the innovation both associated with the estimator at the controller. Moreover, let
€r = I — 2 be the mismatch estimation error associated with the estimators at
the privacy filter and controller. We can obtain

(4.27) Elex|Z]] = Elzg — @1 |Z]] = @1, — &% = &5,

(4.28) covler|Z] = covlz|Z]] = k.

Given the optimal estimator in Proposition 4.2, the following proposition can
be used to calculate the weighted causally conditioned directed information.

Proposition 4.3. The causally conditioned directed information is equal to
(4.29) I(xny —zn|lun) = — S5, & Indet Dy,
where Dy, = I — PkCg(CkPkCg + Vi + Nk)_lOk.

PROOF. Since the conditional distributions P(z|Z;;) and P(z|Z;, ;) are Gauss-
ian, the entropies associated with the optimal estimator in Proposition 4.2 are
obtained as

1
hzk|Zy) = 5 In ((2me)™ det cov[zx|Zf])

1
h(zi|Ziy,) = 3 In ((2me)™ det cov[zx|Z, 1]),

where cov|xy|Z{| = Py and cov[zy|Zi, || = Pr.— K Cy P, where K, = P.CL(CLP.CT+
Vi + Ni)~ L. Therefore, given uy, we have

I(xy —zn|lun) = Yilo h(@klzio1, ur) — h(z|zi, up)
N C C
= Zk:o h(fﬂkﬂk) - h($k‘zk+1)
= Zivzo %lndet Pk — %lndet (Pk — K;CC]{;P].C)

= Yo, Yndet(I — K},Cy),

where the first equality comes from (4.7) and the second equality from the definition
of Z; given Nj_; at the controller at time k. This completes the proof. O

Remark 4.3. Following Proposition 4.3, the privacy filter can control the
amount of information leakage by means of the perturbation covariance Ny. The
two extreme cases of the perturbation covariances are N — 0 and Ny — oo, which
correspond to the mazximum and minimum information leakage.

The next theorem characterizes the structures of the optimal perturbation pol-
icy and optimal control policy, and shows that there exists a separation between
the optimal designs of the privacy filter and controller.

Theorem 4.1. Let Sy, = 0 be a matrix that satisfies the condition in Lemma A.1.
The optimal closed-loop perturbation policy is an affine policy given by

(4.31) 2p = Yk + Nk,
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where ny is a Gaussian noise generated with zero mean and covariance N} that is
given by

Nj = argmin{ - %’“ Indet Dy, + VkTKk,TFkH(Kka — 2Akeg)
(4.32) N

+tr(K{ Ty 1 KNy + @k},

where 0 18 a variable that depends on € and vi, and the optimal closed-loop control
policy s a certainty-equivalence policy given by

(433) UZ == —kai‘k,
where Ly is the control gain defined as

(434) L, = (BgSk+1Bk + Rk)_lBgSk_i_lAk.

PROOF. We need to show that (7*, u*) represents a Nash equilibrium. Using
the optimal control policy p* in the cost function ¥(m, ) given by Lemma A.1, we
obtain

U(m,u*)=E [xgsoxo + ijzo { — % Indet Dy, + wf Spr1w

+ef LT (BE Syy1By + Rk)LkekH ;

where we used the definition of the estimation error e;. Following the fact that zq
and wy are independent of the perturbation policy, associated with ¥(m, u*), we
define the value function ka as

. N
v/ =minE [, —% ndet Dy + el Deaecn [T .

where 'y, = L;f(BgSkHBk + Ry )Ly with the exception of I'y41 = 0. From the
additivity of the value function ka , we have

v/ = minE [ — % Indet Dy, + €T, Ty 1€k 1
k

+ min € | = %52 Indet Dy + ef o Throchro + - (I,fﬂ} ‘Iﬂ

~ minE [ = % mdet D+ ef Tisnepsn + Vi |70,

with initial condition VJ\’; +1 = 0. We prove by induction that the value function ka
is independent of the control policy. Clearly, the claim is satisfied for time N + 1.
We assume that the claim holds at time k + 1, and we shall prove that it also holds
at time k. We can write the dynamics of the estimation error at the controller as

(435) ext+1 = Ager + wi — Ky — King.
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Thus, we find
Elef i Thsrent1|Z]]
=E [egAgI‘kHAkek + wkTFkHwk + ugKgI‘kHKkuk + ngK,?I‘kHKknk

+ 26%A£F;€+1wk — 2V,€TK,§TFk+1wk - 2n£Kng+1wk
W KT T 1 Aer — 20k KT Tpir Aper, + 2V§K§rk+1Kknk‘z,{ }
= e Al Tpy1 Ager + tr(AL Tha 1 ArSs) + tr(Caa s W) + v KE T Kvg
+tr (K Te 1 K Ny) — 20 KiETgyq Agey,

where in the second equality we used the definitions of €5 and ¥; and the facts

that vy is I,{ -measurable, that wy is independent of e, and that ny is independent
of e and wy given Ni. Hence, we have

vl = “}vi,?{ — % Indet Dy, + ef AT g1 Agey, + tr(AL Ty 1 A S)
(4.36) +tr(Tep 1 Wh) + v KITp 1 Kpvg + tr(KF Ty 1 K Ny
T KT Ty Aer + E[ka+1|z,{]}.
The minimizer in (4.36) is obtained as

N} = argmin{ — %’“ Indet Dy, + VZK,?F]C+1(K]€V]€ — 2Aker)
Ny

+tr(KF Ty K Ny) + @k},

where 0 = E[ka +1|I£ |. From the hypothesis assumption gy is independent of the

control policy. Hence, we conclude that ka is independent of the control policy.
This complete the induction.

Now, using the the perturbation policy 7* in the cost function W (7, u) given
by Lemma A.1, we obtain

U(n*,u) =E [a:OTSOxO + Z]kvzo { — %’“ Indet Dy, + w} Sy 1wy

+ (ug 4 Lyxg) T Ag (ug + Lkwk)Ha

where A, = B,{SkHBk + Ry. Following the fact that zg, D, and wy are indepen-
dent of the control policy, associated with WU (7*, 1), we define the auxiliary value
function V7 as

ch = mikn E [Zi\;k(ut + LtZEt)TAt(’LLt + Lt(L‘t)

).
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From the additivity of the auxiliary value function V)¢, we obtain

ug

+ min E |:(Uk+1 + Lk+1$k+1)TAk+1
Uk+1

X (Uk+1 + Lk+1$k+1) + ... ‘Ig+1i| ’Igi|

=minE [(uk + Lyzy) " Ap(ur, + Lxy) + Vi

Uk

I,g] ,

with initial condition Vg, ,; = 0. We prove by induction that the auxiliary value
function V¢ is a function of P. Clearly, the claim is satisfied for time N + 1. We
assume that the claim holds at time k£ + 1, and we shall prove that it also holds at
time k. Using the identity x; = Ty + e, we find

—E [(uk + L) T Ap(up + Lidy)
+ T LT Ay Lyer + 2(up + ij:k)TAkLkek’Ig]

= (up + Liap) " Ap(up + Lpdy) + tr(LE AR L Py),

where in the second equality we used the fact that ;. is Z¢-measurable and E[e|Z] =
0. Hence, we have

V¢ = min {(uk 4 Lydn) T Ag(up + Lidr)
U

(4.37)

4 te(LT AR Ly Py) + E[ch+1|1,§]}.
The minimizer in (4.37) is obtained as uj = —LyZ,. Moreover, we conclude that
V¢ is a function of Pj. This completes the induction and also the proof. O

According to Theorem 4.1, the optimal perturbation policy depends on &5 and
vk, and is independent of the control policy. Besides, the error covariance Py in
(4.19) does not depend on uy_;. Hence, the control has no dual effect. In Theo-
rem 4.1, we expressed the value of information based on the value function ka and
corresponding to the transmission of the private information. This is emphasized
in the following definition.

Definition 4.2. The value of information Vol in the trade-off between the
privacy level and control performance is given by

(4.38) VoI, = v} KpTTy,(2Axer, — Kpvg,) + % Indet D} + oy,

where o, = E[V{/, ||}, Ny — oo] —E[V{ | |Z], Ny — 0], D} = I P,CT (CP,CT +
Vk)‘le, K,? = AkPkC,f(CkPkC,f + Vk)_l.

Remark 4.4. The optimal perturbation policy provided above depends on the
variable o. Although 0 can be computed with an arbitrary accuracy by solving
recursively the optimality equation in (4.36), its computation is expensive. Neaxt,
we shall introduce a procedure for approrimation of this variable.
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4.2.3. Approximation Algorithm. We here provide a rollout algorithm [72]
for approximation of the variable gy and the value of information Voly, and accord-
ingly synthesize a closed-form suboptimal perturbation policy with a performance
guarantee that can readily be implemented. Let @ = {Zo,...,Zn} be a perturba-
tion policy with perturbation covariances Ny ~ 0 for all 0 < k < N. The following
algorithm gives an approximation of the variable gy.

Algorithm 4.1. An approximation of the variable o) associated with the policy
T is given by

oF = E[Vi 1T,
where
EVZE 1Z 1 =E| SN, —% Indet D T T 7/
Vi |z ] Dotk — o Indet Dy + €5 1 Tireria | Ty |,

k+1 k+1

with z =z,

Similar to Theorem 2.2, we can prove that it is possible to synthesize a subop-
timal perturbation policy that outperforms the policy 7. In the next proposition,
we synthesize a closed-form suboptimal perturbation policy with a performance

guarantee.

Proposition 4.4. A suboptimal perturbation policy that outperforms the policy
T is given by

(4.39) Z =y + ng,

where ny s a Gaussian noise generated with zero mean and covariance N,j that is
given by

4.40
( NF ): ar%vmin{ — % Indet Dy, + v KFThy1 (Kgig — 24gex) + tr(KTThy1 Kp Ny
A
N~ B indet D + &l Ty + tr(FtHPH_l)},

and

eit1 = (A — KJ'Cy)éy,

Pi1 = (A, — KI'C,)Py(A; — K'C)T + W, + KMV, KT,

Pl = APMAY + W, — K['C, Pl AT,
where

Ky = Aprcloprel +vi),
D =1 - prof(c.prct +v) ey,

for t > k+1 with initial conditions €41 = Aper — Kpvg, Py = AkEkAf + Wy +
K%A%Kglandfg;l::Akf%Ag:%M@-—B%C%f%AE.
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PROOF. For the proof, it is enough to derive 97 based on the policy 7. First,
note that

E[Vi7 2], Ny = E [z,{ikﬂ —% Indet Dy + e7, Tyyreriy ‘I,{, Nk]

= Zi\;k—i-l _% Indet D} + étT+1Ft+1ét+1 + tr(Tig1Pry1),
where in the first equality we used the definition of V|7, ; and in the second equality
the fact that 2, = z for all ¢ > k + 1 and the definitions &, = E[et\I,{, Ni],
P, = cov[et|Ig,Nk], and D = [ — PPCE(CyPPCE 4+ V;)71C, for all t > k + 1.
From the dynamics of the estimation error in (4.35), given the fact that Ny ~ 0
for all t > k + 1, we obtain

err1 = (A — K'Ch)er + wy — K[ vy,
where
Pl = APMA] + W, — K'C, P Al

Kp = APPCH(CPICE + V)7,

for ¢ > k+1 with initial condition P}’ , = AkPkAg—ka —KkaPkAg. Accordingly,
we have

érr1 = (A — K['Cy)ey,

Piy1 = (A — KI'Cy)Pi(Ay — KPPC)T + Wy + KMV KT

for t > k + 1 with initial conditions ey = Ake_k — Ky, and Py = AkEkA;f +
Wy + KNy Kj[. The initial conditions e, , and P, ; were obtained by using (4.35).
Finally, following the definition of ¢7, we have

oF = E[Vi1|Z], Ni]

N _ _ —
= imps1 — g Indet DP + el Tearr + tr(Log Poga).

Incorporating this into (4.32), we obtain the result. a

4.3. Illustrative Example

In this section, we show an application of the theoretical framework we devel-
oped in this chapter. Consider an inverted pendulum on a cart observed by an
internal sensor (see Fig. 4.2). The parameters Ay, By, Ci, Wi, Vi, mg, and M
are similar to those used in Chapter 2.

For this system, we are interested in designing a privacy filter that is employed
at the cart and a controller that is placed at a cloud. The cost function of form (4.12)
is specified by the weights Qn11 = diag{1,1,1000,1}, Qx = diag{1,1,1000,1},
R =1, and 6, = 100 for all 0 < k < N where N = 500. The state estimates Iy
and 2 are provided by Proposition 4.1 and Proposition 4.2 respectively. From The-
orem 4.1, it follows that the optimal perturbation policy is specified by 2}, = yi +nu,
and that the optimal control policy is uj = —L; 2. We approximated the variable
N; according to Proposition 4.4 assuming that IV} is a diagonal matrix with similar
elements whose values are limited in the interval [0, 0.2], and obtained the control
gain Ly by solving the Riccati equation in Lemma A.1. We carried out a simula-
tion experiment. For a realization of the system, Fig. 4.3 and Fig. 4.4 illustrate the
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FIGURE 4.2. Model of an inverted pendulum on a cart. The sensor
is insourced, but the controller is outsourced to a cloud.

trajectories of the main variables of the system. In particular, the trajectories of
the position, velocity, pitch angle, and pitch rate are shown in Fig. 4.3. Moreover,
the trajectories of the perturbation covariance’s diagonal element, position pertur-
bation, pitch angle perturbation, and control are shown in Fig. 4.4. Although the
public information is noisy due to privacy preservation, the controller could obtain
a satisfactory performance.

4.4. Summary

In this chapter, we provided a theoretical framework for the analysis and de-
sign of cloud control systems with privacy filters. We formulated the problem as a
dynamic game, and characterized the optimal perturbation policy and optimal con-
trol policy such that the corresponding policy profile represents a Nash equilibrium.
We proved, under certain assumptions, that the optimal closed-loop perturbation
policy is an affine policy with additive Gaussian noise whose covariance particularly
depends on the estimation innovation at the controller and mismatch estimation
error; and that the optimal closed-loop control policy is a certainty-equivalence pol-
icy. Moreover, we synthesized a closed-form suboptimal perturbation policy with
a performance guarantee. The results here can be useful for the rate-distortion
problem in causal systems. In such a problem, the directed information measures
the data rate in the communication channel with feedback, and the privacy filter
developed here should be seen as a test channel.
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CHAPTER 5

Conclusions and Future Work

Ubiquitous communication, sensing, and computing have led to the emergence
of a new kind of complex systems. Our main goal in this thesis was to answer two
questions pertaining to control of such systems: 1) how does the control perfor-
mance change with respect to the quality of information? 2) what is the optimal
information collection policy? In this regard, we developed a unified theoretical
framework in the context of linear quadratic Gaussian control for the maximiza-
tion of the control performance subject to different constraints that restrict the
information flow in the system. The results have implications for decision making
in causal systems. We have already reviewed the results in the previous chapters.
Here, we discuss the common points, and propose general steps that are required
for the extension of our framework.

5.1. Conclusions

In this thesis, we introduced our framework and tackled three different prob-
lems. We formulated each problem as a dynamic game with a controller and a
mechanism that use closed-loop policies to influence a partially observable stochas-
tic process. We demonstrated that the controller and mechanism have to construct
dedicated estimators, and that the mechanism requires to construct the estimator
of the controller as well. We characterized the structures of the optimal closed-loop
control policy and optimal closed-loop information collection policy. We proved that
a separation between the optimal policies is achievable. In particular, we showed
that the former is a certainty-equivalence policy and the latter is a feedback policy
that depends on the sample path of the system, i.e., on an estimation innovation
and an estimation mismatch error.

5.2. Future Work

There are several directions for the extension of the framework presented in this
thesis. First, we developed our framework under some assumptions that reduce the
information set of the controller. One should study the optimal policies when
these assumptions do not hold. Furthermore, our framework was presented in the
context of linear quadratic Gaussian control. This can be extended to partially
observable Markov decision processes for instance. Moreover, in our framework
we used rollout algorithms for approximation of the optimal information collection
polices. Other approximation algorithms should be developed, and a comparison
between the results should be made. Finally, we considered different constraints
on the observation channel, and carried out a value of information analysis. We
suggest that future research should consider different constraints on the control
channel, and accordingly a value of control analysis should be carried out.
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Appendix

Here, we provide some definitions and lemmas that are used throughout this
thesis.

Definition A.1. Consider a team game with two decision makers. Let v € G1
and v? € G2 be the policies of the first and the second decision makers respectively,
and J(y%,~?) be the cost function. A policy profile (y'*,7?*) represents a Nash
equilibrium [75] if and only if

J(y, %) < J(yH %), for all 4t € G,

J(y*4%7) < J(vM,42), for all4* € G2
The optimality considered in this study is in the above sense.

Definition A.2. Let I} be the information set of the controller and i’,ﬁ be the
information set of the controller when controls are equal to zero. The control has
no dual effect [76] of order r (r > 2) if

E[Mj ;| Zi] = E[My ,|Zx],
where My ; = (wk,i — E[wg|ZF])" is the rth central moment of the ith component

of the state conditioned on Ij,. In other words, the control has no dual effect if the
expected future uncertainty is not affected by the prior controls.

Definition A.3. Let a bandpass signal s(t) at carrier frequency f. be repre-
sented by:

s(t) = z(t) cos(2m fet) — y(t) sin(27 f.t),

where z(t) and y(t) are real baseband signals of bandwidth B < f.. The energy of
the signal s(t) is defined as

E=[7_s*t) dt

Definition A.4. The Q-function is defined as the tail function of the standard
Gaussian distribution:

Q) = gz .7 e/ da.
Notice that the Q-function cannot be solved for in closed form.

Definition A.5. Let P(x) and Q(z) be two probability measures defined on a
measurable space. The Kullback-Leibler divergence [77] is defined as

D(P|Q) = { J/1In dF)(3”)dP (x), zfd () exists,

otherwzse,
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where gg((g 1s the Radon-Nikodym derivative. In practical terms the Kullback-

Leibler divergence is the amount of information lost when Q(z) is used to approxi-
mate P(x). The Kullback-Leibler divergence is always non-negative.

Definition A.6. Let P(x) be a probability measure defined on a measurable
space. The differential entropy [77] of the random variable x with distribution
P(x) is defined as

h(z) = —D(P|R),
where R(x) is the Lebesque measure.
Definition A.7. Let x and y be jointly distributed random variables according

to the joint measure P(x,y) with marginal distributions P(z) and P(y) respectively.
The mutual information [77] of x and y is defined as

I(wsy) = D(P(z,y) IP(2)P(y)).
We can equivalently show that I(x;y) = h(z) — h(z|y).
Lemma A.1. Consider a stochastic process with the following dynamics:
(A1) Trr1 = Axzr + Brug + wy,

for 0 < k < N and with initial condition xy where x € R™ is the state of the
process, A € R™™™ is the state matriz, B € R™™ is the input matriz, up € R™
is the control input, and wy € R™ is a white Gaussian noise with zero mean and
covariance Wi = 0. We assume that wy is independent of xo. Moreover, consider
the following cost function:

(A.2) v=E [szvHQNHxNH + ZQ;O 21 Qrry + ul Ryuy + 91&45

where Qr = 0, R = 0, and 0, > 0 are weighting parameters and o € R is a
variable that can depend on Xi and ug. Let Si > 0 be a matriz that satisfies the
following algebraic Riccati equation:

(A.3) Sk = Qp + ALY Sy 1Ay — LE(BE Syy1By + Ri) Ly,

(A4) L, = (BgSk+1Bk + Rk»)ilBgSkJrlAk,

for 0 < k < N with initial condition Sy+1 = Qny1.- Then, the cost function is
equal to

v =E [ngoxo + Zév:o 0oy + wgSkHwk
(A.5)
+ (uk + kak)T(B£Sk+1Bk + Rk)(uk + kak)] .

PRrROOF. Using the process dynamics (A.1) and the Riccati equation (A.3), we
can write
$£+1Sk+1xk+1 = (Akilfk; + Brug + wk)T
(A.6)
X Sk+1(Akzr + Brug + wg),

xf Skar =z (Qr + AL Ski1 Ay
(A7)
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Consequently, we find
TN 1SNH1ZN+1 — 24 SoTo
= ch\f:o Ti . Sk12p41 — TF Spx
= Zg:o {wfskﬂwk + 2(Agzr + Brug)T Spq1wy,
+ 2P LT (BL S 41 By, + Ry) Lixy,
- angkxk - unguk + 2mgA£Sk+1Bkuk
+ uf (BT Ska1By + Ri)us

where the first equality is an identity, and in the second equality we used (A.6)

and (A.7) and also added and subtracted the term Zg:o u? Riuy to and from the
right-hand side. Rearranging the terms in the above relation, we find

TN SNH1TN41 + Zszo ol Qrrr + uf Riuy,
=2l Soxo + Z,ivzo {wkTSkHwk
+ 2(Apwy + Brug) T Spy1wp

+ (ug + Lyxg) T (B Spy1 B + Ry (us, + Lkwk)}

Adding the term Zg:o 0rok to both sides of the above relation and taking expec-
tation, we obtain the result:

U =E [xgsoxo + Zi\;o {chrk + wzsk+1wk
+ 2(Apzy + Brug) " Sk1wy
+ (ug + Lpwy) " (BE Spy1Br + Ri) (ur, + kak)}]
=E [xgsgxo + Zszo {Hkak + w} Sgi 1wy
+ (up, + Liaw) T (By Sk1 Br + Ry) (uy, + kak)}],
where in the second equality we used the fact that wy is independent of xy. O

Lemma A.2. Let x and y be two random vectors that are jointly Gaussian
with the following mean and covariance:

i R M

Then, the conditional distribution of x given y is also Gaussian with the following
mean and covariance:

(A8) E[x|y] = Mg + nyjol(y - my)a

(A.9) cov[z|y] = Ry — Roy Ry, 'Ry
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PROOF. Let us define the variables & = 2 — m, — Ry R, ' (y — my) and Re =
Ry — Ryy Ry 1Rygc. We have

1 [T =ReyR; | [2—ma
y—my| |0 I y—my|’

x—mg| |1 nyRgl £
y—my| |0 1 Y —my |’

As the Jacobian of the transformation is one, we find that the joint distribution
of x and y can be written as

P(z,y) = (27r)_(”+p)/2(det R)_l/z

and

xexp (= 3ETRE— 3y —my) TRy (y —my)),

where

Moreover, the distribution of y is
P(y) = (2m)7"/*(det B,) '/

X exp < — %(y — my)Tszl(y — my)>
From determinant properties, we can write
det R = det(Ry — Ray R, ' Ry,) det Ry = det Re det R,

Now, we can compute the conditional distribution of x given y as

Plaly) = Cee W) — (am)=/2(det R exp (— A€TRZ ).

P(y)

This completes the proof. O



(1]

[10]

[11]

[12]
[13]

[14]

Bibliography

R. Baheti and H. Gill, “Cyber-physical systems,” in The Impact of Control Technology, T.
Samad and A.M. Annaswamy (eds.), vol. 12, pp. 161-166, IEEE Control Systems Society,
2011.

G. J. Stigler, “The economics of information,” Journal of political economy, vol. 69, no. 3,
pp. 213-225, 1961.

J. P. Gould, “Risk, stochastic preference, and the value of information,” Journal of Economic
Theory, vol. 8, no. 1, pp. 64-84, 1974.

M. Avriel and A. Williams, “The value of information and stochastic programming,” Opera-
tions Research, vol. 18, no. 5, pp. 947-954, 1970.

R. A. Howard, “Information value theory,” IEEE Trans. on systems science and cybernetics,
vol. 2, no. 1, pp. 2226, 1966.

F. Yokota and K. M. Thompson, “Value of information literature analysis: a review of appli-
cations in health risk management,” Medical Decision Making, vol. 24, no. 3, pp. 287298,
2004.

R. A. Gupta and M.-Y. Chow, “Networked control system: Overview and research trends,”
IEEFE Trans. on Industrial Electronics, vol. 57, no. 7, pp. 2527-2535, 2010.

R. Alur, K.-E. Arzen, J. Baillieul, and T. Henzinger, Handbook of networked and embedded
control systems. Springer Science & Business Media, 2007.

K. J. Astrom and B. Bernhardsson, “Comparison of periodic and event based sampling for
first-order stochastic systems,” Proc. of the IFAC World Congress, vol. 32, no. 2, pp. 5006—
5011, 1999.

J. Wu, Q.-S. Jia, K. H. Johansson, and L. Shi, “Event-based sensor data scheduling: Trade-off
between communication rate and estimation quality,” IEFEE Trans. on Automatic Control,
vol. 58, no. 4, pp. 1041-1046, 2013.

C. Ramesh, H. Sandberg, and K. H. Johansson, “Design of state-based schedulers for a
network of control loops,” IEEE Trans. on Automatic Control, vol. 58, no. 8, pp. 19621975,
2013.

Y. Xu and J. P. Hespanha, “Optimal communication logics in networked control systems,”
in Proc. of the IEEE Conf. on Decision and Control, vol. 4, pp. 3527-3532, 2004.

M. Rabi, G. V. Moustakides, and J. S. Baras, “Adaptive sampling for linear state estimation,”
SIAM Journal on Control and Optimization, vol. 50, no. 2, pp. 672-702, 2012.

G. M. Lipsa and N. C. Martins, “Remote state estimation with communication costs for
first-order LTI systems,” IEEE Trans. on Automatic Control, vol. 56, no. 9, pp. 2013-2025,
2011.

A. Molin and S. Hirche, “Event-triggered state estimation: An iterative algorithm and op-
timality properties,” IEEE Trans. on Automatic Control, vol. 62, no. 11, pp. 5939-5946,
2017.

A. Molin and S. Hirche, “On the optimality of certainty equivalence for event-triggered control
systems,” IEEE Trans. on Automatic Control, vol. 58, no. 2, pp. 470-474, 2013.

A. Molin and S. Hirche, “Structural characterization of optimal event-based controllers for
linear stochastic systems,” in Proc. of the IEEE Conf. on Decision and Control, pp. 3227—
3233, 2010.

B. Demirel, A. S. Leong, V. Gupta, and D. E. Quevedo, “Trade-offs in stochastic event-
triggered control,” arXiv preprint arXiv:1708.02756, 2017.

S. Trimpe and R. D’Andrea, “Event-based state estimation with variance-based triggering,”
IEEE Trans. Automatic Control, vol. 59, no. 12, pp. 3266-3281, 2014.

66



[20]
[21]
22]

[23]

BIBLIOGRAPHY 67

A. S. Leong, S. Dey, and D. E. Quevedo, “Transmission scheduling for remote state estimation
and control with an energy harvesting sensor,” Automatica, vol. 91, pp. 54-60, 2018.

D. Antunes and W. Heemels, “Rollout event-triggered control: Beyond periodic control per-
formance,” IEEE Trans. on Automatic Control, vol. 59, no. 12, pp. 3296-3311, 2014.

P. Park, S. C. Ergen, C. Fischione, C. Lu, and K. H. Johansson, “Wireless network design
for control systems: A survey,” IEEE Communications Surveys € Tutorials, 2017.

L. H. Correia, D. F. Macedo, A. L. dos Santos, A. A. Loureiro, and J. M. S. Nogueira,
“Transmission power control techniques for wireless sensor networks,” Computer Networks,
vol. 51, no. 17, pp. 4765-4779, 2007.

M. Chiang, P. Hande, T. Lan, and C. W. Tan, “Power control in wireless cellular networks,”
Foundations and Trends in Networking, vol. 2, no. 4, pp. 381-533, 2008.

A. Goldsmith, Wireless communications. Cambridge university press, 2005.

L. Schenato, B. Sinopoli, M. Franceschetti, K. Poolla, and S. S. Sastry, “Foundations of
control and estimation over lossy networks,” Proc. of the IEEE, vol. 95, no. 1, pp. 163-187,
2007.

B. Sinopoli, L. Schenato, M. Franceschetti, K. Poolla, M. I. Jordan, and S. S. Sastry, “Kalman
filtering with intermittent observations,” IEEE Trans. on Automatic Control, vol. 49, no. 9,
pp. 1453-1464, 2004.

V. Gupta, B. Hassibi, and R. M. Murray, “Optimal LQG control across packet-dropping
links,” Systems € Control Letters, vol. 56, no. 6, pp. 439-446, 2007.

K. Plarre and F. Bullo, “On Kalman filtering for detectable systems with intermittent obser-
vations,” IEEE Trans. on Automatic Control, vol. 54, no. 2, pp. 386-390, 2009.

J. Wu, G. Shi, B. D. Anderson, and K. H. Johansson, “Kalman filtering over Gilbert-Elliott
channels: Stability conditions and critical curve,” IEEE Trans. on Automatic Control, 2017.
Y. Mo, E. Garone, and B. Sinopoli, “LQG control with Markovian packet loss,” in Proc. of
the European Control Conf., pp. 2380-2385, 2013.

M. Huang and S. Dey, “Stability of Kalman filtering with Markovian packet losses,” Auto-
matica, vol. 43, no. 4, pp. 598-607, 2007.

K. You, M. Fu, and L. Xie, “Mean square stability for Kalman filtering with Markovian
packet losses,” Automatica, vol. 47, no. 12, pp. 26472657, 2011.

D. E. Quevedo, A. Ahlen, and K. H. Johansson, “State estimation over sensor networks
with correlated wireless fading channels,” IEEE Trans. on Automatic Control, vol. 58, no. 3,
pp. 581-593, 2013.

N. Elia, “Remote stabilization over fading channels,” Systems & Control Letters, vol. 54,
no. 3, pp. 237249, 2005.

R. Parseh and K. Kansanen, “On estimation error outage for scalar Gauss—Markov signals
sent over fading channels,” IEEE Trans. on Signal Processing, vol. 62, no. 23, pp. 6225-6234,
2014.

A. S. Leong, S. Dey, G. N. Nair, and P. Sharma, “Power allocation for outage minimization
in state estimation over fading channels,” IEEE Trans. on Signal Processing, vol. 59, no. 7,
pp. 3382-3397, 2011.

D. E. Quevedo, A. Ahlén, A. S. Leong, and S. Dey, “On Kalman filtering over fading wireless
channels with controlled transmission powers,” Automatica, vol. 48, no. 7, pp. 1306-1316,
2012.

M. Nourian, A. S. Leong, and S. Dey, “Optimal energy allocation for Kalman filtering over
packet dropping links with imperfect acknowledgments and energy harvesting constraints,”
IEEE Trans. on Automatic Control, vol. 59, no. 8, pp. 2128-2143, 2014.

X. Ren, J. Wu, K. H. Johansson, G. Shi, and L. Shi, “Infinite horizon optimal transmission
power control for remote state estimation over fading channels,” IEEE Trans. on Automatic
Control, 2017.

K. Gatsis, A. Ribeiro, and G. J. Pappas, “Optimal power management in wireless control
systems,” IEEFE Trans. on Automatic Control, vol. 59, no. 6, pp. 1495-1510, 2014.

E. Simmon, S. K. Sowe, and K. Zettsu, “Designing a cyber-physical cloud computing archi-
tecture,” I'T Professional, vol. 17, no. 3, pp. 40—45, 2015.

N. R. Adam and J. C. Worthmann, “Security-control methods for statistical databases: a
comparative study,” ACM Computing Surveys, vol. 21, no. 4, pp. 515-556, 1989.

C. C. Aggarwal and P. S. Yu, “A general survey of privacy-preserving data mining models
and algorithms,” in Privacy-Preserving Data Mining, pp. 11-52, 2008.



[45]
[46]

[47]

[66]

[67]
[68]
[69]

[70]

BIBLIOGRAPHY 68

J. Krumm, “A survey of computational location privacy,” Personal and Ubiquitous Comput-
ing, vol. 13, no. 6, pp. 391-399, 2009.

M. Jawurek, F. Kerschbaum, and G. Danezis, “SoK: Privacy technologies for smart grids —
a survey of options,” Tech. Rep. MSR-TR-2012-119, Microsoft Research, 2012.

A. C. Yao, “Protocols for secure computations,” in Proc. of Symp. on Foundations of Com-
puter Science, pp. 160-164, 1982.

C. Gentry, A fully homomorphic encryption scheme. PhD thesis, Stanford University, 2009.
P. Samarati and L. Sweeney, “Protecting privacy when disclosing information: k-anonymity
and its enforcement through generalization and suppression,” Tech. Rep. SRI-CSL-98-04, SRI
International, 1998.

A. Machanavajjhala, J. Gehrke, D. Kifer, and M. Venkitasubramaniam, “I-diversity: Privacy
beyond k-anonymity,” in Proc. of the Int. Conf. on Data Engineering, pp. 24—24, 2006.

C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to sensitivity in private
data analysis,” in Theory of Cryptography, pp. 265—-284, 2006.

C. Gentry and S. Halevi, “Implementing Gentry’s fully-homomorphic encryption scheme,” in
Advances in Cryptology - EUROCRYPT 2011, pp. 129-148, 2011.

A. Narayanan and V. Shmatikov, “Myths and fallacies of personally identifiable information,”
Communications of the ACM, vol. 53, no. 6, pp. 24—26, 2010.

J. Cortés, G. E. Dullerud, S. Han, J. Le Ny, S. Mitra, and G. J. Pappas, “Differential privacy
in control and network systems,” in Proc. of the IEEE Conf. on Decision and Control,
pp. 4252-4272, 2016.

Y. Wang, Z. Huang, S. Mitra, and G. E. Dullerud, “Entropy-minimizing mechanism for
differential privacy of discrete-time linear feedback systems,” in Proc. of the IEEE Conf. on
Decision and Control, pp. 2130-2135, 2014.

M. Hale, A. Jones, and K. Leahy, “Privacy in feedback: The differentially private LQG,”
arXiv preprint arXiv:1709.02862, 2017.

R. Jia, R. Dong, S. Sastry, and C. Spanos, “Optimal sensor-controller codesign for privacy
in dynamical systems,” in Proc. of the IEEE Conf. on Decision and Control, pp. 4004-4011,
2017.

T. Tanaka, M. Skoglund, H. Sandberg, and K. H. Johansson, “Directed information as privacy
measure in cloud-based control,” arXiv preprint arXiv:1705.02802, 2017.

H. Marko, “The bidirectional communication theory — a generalization of information theory,”
IEEE Trans. on Communications, vol. 21, no. 12, pp. 1345-1351, 1973.

J. Massey, “Causality, feedback and directed information,” in Proc. of the Int. Symp. on
Information Theory and its Applications, pp. 303-305, 1990.

C. W. Granger, “Investigating causal relations by econometric models and cross-spectral
methods,” Econometrica, vol. 37, pp. 424-438, 1969.

G. Kramer, Directed information for channels with feedback. PhD thesis, University of Man-
itoba, 1998.

Y.-H. Kim, “Feedback capacity of stationary Gaussian channels,” IEEE Trans. on Informa-
tion Theory, vol. 56, no. 1, pp. 57-85, 2010.

M. Wibral, R. Vicente, and J. T. Lizier, Directed information measures in meuroscience.
Springer, 2014.

S. Ito, “Backward transfer entropy: Informational measure for detecting hidden markov mod-
els and its interpretations in thermodynamics, gambling and causality,” Scientific Reports,
vol. 6, p. 36831, 2016.

H. H. Permuter, Y.-H. Kim, and T. Weissman, “Interpretations of directed information in
portfolio theory, data compression, and hypothesis testing,” IEEE Trans. on Information
Theory, vol. 57, no. 6, pp. 3248-3259, 2011.

X. R. Wang, J. M. Miller, J. T. Lizier, M. Prokopenko, and L. F. Rossi, “Quantifying and
tracing information cascades in swarms,” PloS one, vol. 7, no. 7, p. e40084, 2012.

X. Chen, A. O. Hero III, and S. Savarese, “Multimodal video indexing and retrieval using
directed information,” IEEE Trans. on Multimedia, vol. 14, no. 1, pp. 3-16, 2012.

H. H. Permuter, Y.-H. Kim, and T. Weissman, “On directed information and gambling,” in
IEEE Int. Symp. on Information Theory, pp. 1403-1407, 2008.

J. Jiao, T. A. Courtade, K. Venkat, and T. Weissman, “Justification of logarithmic loss
via the benefit of side information,” IEEE Trans. on Information Theory, vol. 61, no. 10,
pp. 5357-5365, 2015.



BIBLIOGRAPHY 69

[71] R. F. Stengel, Optimal control and estimation. Courier Corporation, 1994.

[72] D. Bertsekas and J. Tsitsiklis, Neuro-dynamic programming. Athena Scientific, 1996.
[73] J. Proakis, Digital Communications. McGraw-Hill, 1995.

(74] S.

74 Tatikonda, A. Sahai, and S. Mitter, “Stochastic linear control over a communication chan-

nel,” IEEE Trans. on Automatic Control, vol. 49, no. 9, pp. 1549-1561, 2004.

[75] J. R. Marden and J. S. Shamma, “Game theory and control,” Annual Review of Control,
Robotics, and Autonomous Systems, 2018.

[76] Y. Bar-Shalom and E. Tse, “Dual effect, certainty equivalence, and separation in stochastic
control,” IEEE Trans. Automatic Control, vol. 19, no. 5, pp. 494-500, 1974.

[77] T. M. Cover and J. A. Thomas, Elements of information theory. John Wiley & Sons, 2012.



