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Abstract: Point-of-care testing (POCT) has been an essen-
tial service in hospitals for many years with a main focus
on reliabhility, classical laboratory quality criteria and easy
handling. Hospital information technology (IT) security
regulations, however, have not yet been adapted to the
specificities of POCT. Following the POCT Symposium in
Munich, the “1st Round Table POCT-IT-Security Meeting”
held in October 2019 in Cologne addressed these issues
and managed to establish first consensus results in the
essential fields of user, data and update management,
as well as network connections and user-friendliness.
First practical steps include optimizing the user manage-
ment by connection to a directory service and definition
of access control (including emergency authorization).
Patient data economy on analyzers in combination with
data and data transmission encryption as well as techni-
cally secure communication protocols are relevant steps
in the fields of data management and network connec-
tions. An update management needs to be contractually
defined for remote services and generally includes testing
in a protocol-based scenario. Providing an organizational
structure for POCT-IT security is a necessary prerequisite,
as are continuous training and awareness for this topic
with a strong focus on usability.
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Introduction

Point-of-care testing (POCT) devices are developing
rapidly. During the last few years, new analytical applica-
tions were realized and the devices are used either as a
complement of the medical laboratory or as a sole diag-
nostic approach [1], especially in hospitals without an in-
house central laboratory.

In the past, central medical laboratories considered
quality criteria and reliability as the basis for purchasing
decisions of POCT devices.

As a result, the demands for POCT-information
technology (IT) solutions focused on simple operation of
the analyzers, documentation of patient results as well as
results of quality controls (QCs).

Due to the lack of a general definition, we will use
“POCT-IT” as an umbrella term for all aspects of POCT-IT
solutions: the analyzer firmware, the operation system
(0S, often embedded OSs), the applications, which
usually bring a user interface and middleware solutions
for data transmission to, for example, laboratory infor-
mation systems (LISs), clinical information systems and
clinical archives.

POCT-IT solutions have been present in hospitals for
decades. A novelty is the high integration in the hospital
IT network with POCT devices usually being connected to
a clinical or hospital information system (HIS) to obtain
patient data, e.g. a patient identifier, case number(s), sex,
date of birth or further information such as the patient
name and the treatment unit. Access to this information
ensures the correct application of age- and sex-specific
reference intervals [2] on the one hand and linking of the
results to the corresponding patient on the other hand,
enabling data transfer to an LIS.

The legal and normative requirements of Richtlinie
der Bundesirztekammer (RiLiBAK; Guidelines of the
German Federal Medical Council) [3] and Deutsches Insti-
tut fiir Normung Europdische Norm International Organi-
zation for Standardization (DIN EN ISO) 15189 and 22870
[4, 5] demand that POCT-IT solutions ensure the prompt
availability and integrity of data, while at the same time
hamper any unauthorized access [3]. The DIN EN ISO 15189
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requires laboratories to establish an information manage-
ment system with a comprehensive user administration
to control authorization and responsibilities of the entire
staff using the system [5]. Furthermore, the system(s)
used for the collection, processing, recording, reporting,
storage or retrieval of examination data and information
shall be primarily validated by the supplier and then veri-
fied by the laboratory with regard to proper functioning.
These system(s) should be protected from unauthorized
access and safeguarded against tampering or loss and
have to be in compliance with national or international
requirements regarding data protection [5].

With the increasing integration of POCT devices into
the IT networks of hospitals, the number of necessary
online connections has also increased. Numerous middle-
ware solutions have been established in order to transfer
measurement and control sample results to presentation
systems and archiving systems in the HIS.

Extensive remote maintenance from the clinic as well
as from external suppliers (e.g. the device manufacturer)
is now standard. This process must be controlled and doc-
umented; this also includes the proper day-to-day func-
tioning of the system and the documentation of system
failures with the consecutive corrective actions [5].

This deep-seated integration, combined with
increased demands for security requirements, has
given rise to new aspects of POCT-IT. The sector-specific
healthcare standard for hospital health care (B3S) [6] of
the German Hospital Association (Deutsche Kranken-
haus Gesellschaft [DKG]) summarizes the essential legal
requirements arising from §107 [1] Sozialgesetzbuch (SGB)
5(7] (definition of medical care) and §8a Act on the Federal
Office for Information Security (Gesetz iiber das Bundes-
amt fiir Sicherheit in der Informationstechnik [BSIG]) BSIG
[8] (requirements for the state of the art) and in particular
from DIN EN ISO 27001, 27002 and 27799 standards.

Hospitals are considered as part of a critical infra-
structure. They fall under the IT security act if more than
30,000 inpatient cases are treated. The “National Strat-
egy for Critical Infrastructure Protection — Implementa-
tion Plan Kritische Infrastrukturen (KRITIS)” divides the
health sector into three areas: medical care, pharmaceuti-
cals and vaccines laboratories.

POCT devices could fall into the category “medical
care”. If, however, external laboratory service providers
offer POCT services, they may instead be categorized as
“laboratories”.

According to the B3S, POCT analyzers are often
designed as closed system medical devices not meeting
the current state-of-the-art standards of information secu-
rity from an IT point of view. Often, the regulatory require-
ments for medical devices are inconsistent with the
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practice of IT (e.g. software or operating system updates
or the use of anti-virus programs).

In 2018, the Federal Office for Information Security
and the Federal Office for Civil Protection and Disaster
Assistance issued current recommendations for the man-
ufacturers of products that are used by critical infrastruc-
ture managers. Thus, the POCT device manufacturers are
strongly encouraged to regard IT and functional security
as an added value and a necessary and relevant part of
product quality. For operators of POCT devices, apart from
basic quality requirements, the implementation of safety
requirements will in future be a selection criterion for a
specific POCT manufacturer or device type [9].

This article summarizes the results of “The 1 Round
Table POCT-IT-Security Meeting” held in October 2019 in
Cologne organized by us with the aim of addressing rel-
evant legal and regulatory POCT-IT topics together with
users, suppliers and IT security managers.

Requirements for POCT-IT

Focus safety/security

Increasing digitization in healthcare systems has
undoubtedly improved patient care but is also associated
with IT risks. The vulnerability of hospitals for cyberat-
tacks, viruses or ransomware in the recent years has led
to a shutdown of medical services or to a compromise of
health data. Defense mechanisms involving foreclosed
information are not suitable for modern healthcare [10],
where integration of data and services is mandatory.

The German “National Strategy for Critical Infrastruc-
ture Protection” has identified “Health” as one of nine
fields with critical infrastructure [11]. “Health care” is one
of three subbranches within this field (the others being
“Pharmaceuticals and vaccines” and “Laboratories”) and
industry-specific security standards (B3S) for health care
in hospitals have been created by the German Hospital
Society (DKG) as an orientation guide for implementation
of the requirements stated in the BSIG, taking the KRITIS
protection requirements’ availability, integrity, authentic-
ity and confidentiality into consideration. As mentioned
earlier, the framework conditions and sources for estab-
lishing the B3S include multiple laws and norms and are in
accordance with best practices.

POCT - critical service?

The question whether POCT is a critical service from
the perspective of KRITIS is difficult to answer. POCT is
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defined as medical diagnostic testing near the point (time
and place) of patient care. The driving notion behind
POCT was to bring clinically important results immedi-
ately to the patient and to the treating physician. A broad
spectrum of diagnostic tests is meanwhile available with
POCT technology (e.g. blood glucose testing, blood gas
analysis, rapid coagulation tests). POCT plays an essen-
tial role in all hospitals to which B3S can be applied to and
falls into the key process steps “diagnostics”, “therapy”
and “nursing care” in a hospital setting. POCT blood
gas analysis and coagulation tests such as the activated
clotting time can directly influence consecutive medical
treatment measures, e.g. mechanical patient ventilation
and extracorporeal membrane oxygenation (ECMO), and
are indeed examples of critical services [12, 13].

We therefore conclude that POCT devices are part of a
critical service depending on the use case.

POCT analyzers - particularly at risk?

There are certain features of POCT, which make it more
vulnerable to safety issues than other IT-based critical ser-
vices in hospitals. (1) POCT instruments are usually trans-
portable and often even handheld so it is quite demanding
to control them over their operational lifecycle (the use
on different wards, maintenance and service, repair and
replacement). (2) POCT instruments are commonly found
in very high numbers in hospitals. (3) POCT instruments
are typically operated by a very large number of person-
nel staff with completely different functions and roles.
Table 1 displays the user numbers at the University Hos-
pital of Cologne; a similar profile with an according dis-
crepancy between active and total users has been reported
to the authors for a further German University Hospital.
The high number of users for the different analyzer types
clearly shows the need for a sufficient user management
combined with continuous training.

What are the specific technical needs for
POCT-IT?

Five areas of interest were consensually identified during
“The 1% Round Table POCT-IT-Security Meeting”: (1) user
management, (2) data management, (3) update manage-
ment, (4) network connections and (5) user-friendliness.

1. User management

The POCT devices require access control, which should
consist of a user ID in combination with a passcode (this
could be a personal identification number [PIN] with a
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Table 1: User profiles of the University Hospital of Cologne showing
the high number of users and a significant difference between
active user and total user numbers.

Analyzer Status/year 2016 2017 2018
Blood gas analyzer Trained (new) 299 316 438
User — active N/A 1330 1653
User in total N/A 2393 2754
Glucose measurement  Trained (new) 197 260 311
User — active N/A 1630 1806
User in total N/A 2842 3142
Hemostasis testing Trained (new) 113 78 47
User — active N/A 192 234
User in total N/A 410 466
INR testing Trained (new) 27 91 43
User — active N/A N/A 108
User in total N/A N/A 129

INR, international normalized ratio; N/A, not available.

minimum of four digits or a password). The log-in and
log-off procedures are a time-consuming and sometimes
bothersome step in the clinical routine, which should not
lead to a delay in medical service.

The connection of the POCT devices to a central user
management system could assist in identifying inactive
users. Possible technical solutions are, for example, a
connection to a directory service (Active Directory) and/
or to a middleware. For the technical and organizational
implementation, user-friendliness must be considered.

It is important to establish a technical and organi-
zational emergency management, i.e. an “emergency
authorization” must guarantee access to the device for
patients in life-threatening situations even without enter-
ing a user ID and PIN. In these cases, patient safety pre-
vails over IT security. This way, testing is available but the
“emergency authorization” would prevent the user from
seeing any other patient data from previous measure-
ments. It might be necessary to combine technical solu-
tions with organizational procedures to achieve clinical
feasibility. “Locked-away” (e.g. deposited on the device in
a closed envelope) emergency cards with passwords could
be one tool.

Biometric access control methods are currently not
recommended for a variety of reasons.

Radio-frequency identification (RFID)-based pro-
cedures are suitable for access control in combination
with a passcode. Alternatively, scanning the user ID (for
example, as a barcode for scanning) in combination with
a RFID keycard (functioning as a password) could offer a
fast login-process.

A further possibility would be to enter the user ID (for
example, as a barcode for scanning) in combination with
a passcode that can be scanned as another barcode.
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As POCT devices are not always under the direct
control of medical staff, log-off procedures need to be
established. There should be an auto log-off after a fixed
time or after each measurement, a manual log-off and
an automatic log-off when the POCT device is placed in
its docking station. Serial measurements on devices with
sample management modules (like blood gas analyzers)
pose a problem in this context and can currently only be
solved organizationally by, for example, a spatial access
regulation.

The POCT user management should map different
user roles and authorizations (examples below) to the
middleware and to the devices. Two roles are the minimum
requirements: (1) a trained operator with insight into
patient measurements, calibration data and QC and (2)
medical technicians (in-house and external) with access
to calibration data and QC, higher-level settings and log
files. The latter can potentially contain patient data which
needs to be considered: contracts for maintenance ser-
vices covering all aspects of medical data safety as well as
agreements on secrecy are a necessary prerequisite in this
setting and should be part of an organizational and legally
compliant solution.

Middleware helps to manage access rules for differ-
ent user roles. The connection to a directory service (e.g.
Active Directory) for the middleware and device operators
is a worthwhile investment because it maps permissions
related to the device (analyzer) type and the site of instal-
lation (wards, emergency departments, intensive care
units [ICUs]).

There is a clear need for a user role management
with recertification assisted by eLearning and a notifi-
cation system (connection to an e-mail server) combined
with a rule-based blocking of users after prolonged non-
use. A further connection of human resource manage-
ment software (in addition to directory services such as
Active Directory) could improve user management. The
point in time of user data transmission to the devices
needs to be synchronized, e.g. event triggered (when a
new user is created) or scheduled (following a fixed time
plan).

2. Data management

The General Data Protection Regulation (GDPR, German:
Datenschutz-Grundverordnung [DSGVO]) made address-
ing requirements for data privacy necessary. This is not
only a technical question but it is also linked to organi-
zational changes like contracts for maintenance of
POCT devices covering confidentiality agreements. Data
economy however should also be considered: Is it nec-
essary to store all the data from a Health Level 7 (HL7)
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message on the device? How long should the data be
stored on the POCT device? From the GDPR perspec-
tive, it is evident that patient data needs a higher level
of protection than quality control or calibration data.
Depending on the application scenario, it may be useful
to map an access-controlled separation of QC, calibra-
tion data and patient results. An automated removal of
“unnecessary patient data” could help to implement the
principles of data austerity. One example could be the
deletion of patient data on the POCT device following
the transmission to the corresponding middleware or LIS
(via secure communication and standardized protocols:
Point-of-Care Connectivity Standard [POCT1a], HL7-Fast
Healthcare Interoperability Resources [FHIR], American
Society for Testing and Materials Communication Stand-
ard [ASTM]). Another conceivable alternative could be an
automated process, which removes data after a defined
period of time (not violating any legally mandated storage
period).

In addition, the B3S demands encryption. The
encrypted storage of (patient) data on the device (decryp-
tion only by authentication) is therefore required.

3. Update management

For testing of new versions, updates and patches in OSs
or LIS installations in large hospitals, a test environment
strictly separated from the productive system is often
established. The support of a test environment without
real data (concrete anonymized data) and a productive
system is advisable; an additional evaluation system for
POCT-IT would be preferable. Updates via internet or
local solutions (prerequisites are secure file transfer solu-
tions that can be tested and then be imported centrally or
locally) could allow a controlled roll-out procedure. This
should include a support of test scenarios at the site of the
user. It is clear that updates for all delivered components
are needed, involving firmware, OS, applications and mid-
dleware solutions.

If there is a remote service needed for updates, the
question is “What’s on the other side of the tunnel?”. This
should be defined and documented in a data processing
agreement (“Auftragsverarbeitungs-Vertrag”).

4,  Network connections

The rapid development of handheld POCT devices led
to the need of a fast transmission of the results to the
electronic patient archive. As the B3S asks for encryp-
tion, this standard should also be applied to the trans-
mission of data. A secure connection via wireless local
area network (WLAN)/virtual local area network (VLAN)
connectivity with Wi-Fi Protected Access 2 (WPA2)/
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Enterprise (certificate based) should be available. The
minimum of required services, e.g. ports to ensure func-
tionality of the device, should be defined. In accordance
with the standard, the middleware to LIS or HIS com-
munication should offer the possibility of end-to-end
encryption.

5. User-friendliness

It needs to be noted that all organizational procedures and
technical solutions with regard to data security only make
sense if the POCT devices remain user-friendly without an
extensive need for training.

To dos

The first step toward POCT-IT security management in
accordance with legal requirements is the implementation
of a structure for IT security, e.g. an integration to a POCT
committee. The risks during the diagnostic processes with
POCT devices should be identified and reviewed. General
threats, IT-specific threats and vulnerabilities must be
monitored with respect to the POCT-IT solutions on differ-
ent analyzers or middleware(s). Risk-reducing measures
for POCT should be implemented beginning with basic
steps such as access control, cryptography and secure
communication. All these steps must be accompanied
by constant training, education and last but not least
awareness.

Regarding the POCT devices and the middleware solu-
tions, a security by design is needed.

Finally, a periodic evaluation of the system needs
to be performed to achieve the goal of a secure POCT-IT
system as a part of the hospital IT security.
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