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Abstract

Problem Statement: Despite a growing body of knowledge in the research area
of information security and especially in information security assessment, organizations
struggle in quantifying their information security status in order to make decisions on a
management level. Therefore, this thesis addresses the following challenges regarding in-
formation security assessment from a management perspective: (1) missing comprehensive
view on information security, (2) available metrics do not meet management requirements,
(3) missing link between technical metrics and management objectives, and (4) missing
comprehensive information security assessment standard. The thesis develops a concep-
tual information security assessment dashboard to contribute to a possible solution of the
described challenges.

Research Approach: The research approach follows the design science paradigm with
three iterations to develop the results. In respect to this approach, multiple methodolo-
gies were used for data gathering (literature search, semi-structured expert interviews,
focus groups), data analysis (literature analysis, open-axial-selective coding, qualitative
content analysis), artifact development (Goal-Question-Metric approach, information se-
curity metrics aggregation method), and evaluation (semi-structured expert interviews,
focus groups, simulation, informed argument).

Results:  This thesis provides several empirical findings within the three iterations of
the design science methodology. Starting with a review of available literature to distin-
guish terms that are often used as synonyms, identify research streams, and propose a
research agenda in the field of information security assessment to introduce the problem.
Following the research agenda, (1) the thesis suggests 12 factors that influence informa-
tion security management decisions and their interrelations to generate a comprehensive
model. The development of (2) a methodology to aggregate information security metrics
in accordance with management needs combined with a review of existing information
security metrics leads to the (3) development of a conceptual information security assess-
ment dashboard from a management perspective.

Contributions: The thesis provides several contributions to theory and practice.
The delimitation of terms and the method of information security factors that influence
decision-makers extend the knowledge of information security within organizations, the
underlying aspects, and interdependencies. The thesis presents a new way of aggregating
information security metrics by meeting the needs of management. It also contributes
to research in the field of information security assessment and helps practitioners with
existing metrics to present them to the management. The dashboard itself provides a
comprehensive, comparable, traceable, actionable, and useful view on an organization’s
information security status and contributes to theory by showing a way to reduce negative
effects on decision-quality explained by the decision theory such as information overload,
information asymmetry, and information aggregation.



Abstract v

Study Limitations: The results of this thesis are subject to limitations. The evalu-
ation of the results is based on semi-structured expert interviews and focus groups and
covers only a small number of organizations and industries with a focus on large organi-
zations. Therefore, the results may be limited in generalizability. Despite the different
measures to reduce validity and reliability issues, not all results are tested with quan-
titative experiments and studies and therefore could be biased by subject meanings of
interviewees or the researcher’s judgement.

Future Research: Based on the findings and limitations, this thesis opens several
possibilities for future research. This includes the (1) quantitative evaluation and exten-
sion of the suggested comprehensive model of information security factors, (2) the usage
of the information security aggregation methodology to develop further measuring tools,
and (3) the implementation of the conceptual information security assessment dashboard
to test the performance by making decisions. Also, (4) the comparison of the informa-
tion security status of different organizations and (5) tool-based recommender systems for
decision-support.
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1 Introduction

“The term information security means protecting information and information systems
from unauthorized access, use, disclosure, disruption, modification, or destruction in
order to provide integrity, confidentiality, and availability.” (Office of the Law Revision
Counsel, 2007)

Information security rises in importance and value over the past years. The global market
value of information security increased from $88 billion in 2012 to $145 billion in 2018
(Australian Cyber Security Growth Network Ltd., 2019). The report of the Australian
Cyber Security Growth Network Ltd. (2019) also predicts that the global market value is
set to increase by 86% to $270 billion from the last actual data of $145 billion until 2026.
This growth rate not only shows the importance of information security for the global
market but also for organizations and their business models.

Business models and services are based or even fully dependent on data (Knapp etal.,
2006). Information security is necessary for organizations to protect their information
and consequently their business models. If an organization fails to address information
security, the probability of an incident is significantly increased. Security breaches not just
cause financial losses for organizations but also legal and reputation repercussions (Tu/
Yuan, 2014). The financial damage of a data breach ($3.86 million on average (Ponemon
Institute LLC, 2018)) without law and reputation consequences is often too high for
organizations to survive. This is not only important for large organizations. According to
Thycopic Software Ltd. (2017), 62% of all cyber-attacks are hitting small- and mid-sized
businesses. 60% of these are going out of businesses six months after such an attack.
This shows that attacks mostly do not target specific organizations. The reasons for the
attacks also show the insignificance of organization size. 25% of breaches were intended
to gain strategic advantages (espionage) while 71% were financially motivated (Verizon
Communications Inc., 2019). These attacks are valuable for the attackers considering
that enormous sums are paid for vulnerabilities. For example, the organization Zerodium
constantly increases its payouts for vulnerabilities up to $2.5 million in 2020 (Zerodium,
2020).

1.1 Problem Statement

Information security has long been the responsibility of technical employees (Willison/
Backhouse, 2006). While getting more and more important, information security gains
business-attention (Ransbotham/Mitra, 2009) and also the responsibilities shifted from
technical employees to the management. Information security managers, today, are fully
responsible for information security issues and must take them into account in the organi-
zation (Abu-Musa, 2010; Soomro/Shah/Ahmed, 2016). An example, which even demands
this duty in writing, is the German Stock Corporation Act (§91 section 2) that requires
active risk management. This law points out that in the absence of an effective contrac-
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tual provision, the member of the executive board has unlimited liability with his private
assets (§93 section 2 and §43 section 2). However, information security and business
managers are not necessarily information security experts. Therefore, different standards
and best practices were developed to guide through managing information security and
continuously improve the information security status of an organization. Standards such
as the ISO/IEC 27000 series (ISO/IEC, 2018) or COBIT (ISACA, 2012) deal with the
management and governance perspective of information security within organizations.
Others such as the NIST 800 series (NIST, 2008) or the Standard of Good Practices
from the Information Security Forum (ISF) (ISF, 2018), deal more with technical aspects
to protect information. Research in the past also focusses on information security man-
agement with different tasks and their effectiveness. Soomro/Shah/Ahmed (2016) con-
ducted a systematic literature review on the topic of information security management
and revealed the following research areas: “Overall management role”, “Information sys-
tems security policy making”, “Human factor/HRM”, “Information systems security as
a board level issue”, “Information systems security awareness and compliance training”,
“Top management support”, “Integration of technical and managerial activities”, “Infor-
mation systems security as a business issue”, “Business IT/IS alignment”, “Information
architecture”, “Information systems security risk assessment”, and “Cloud computing and
security management issues”. Both, research and practice, suggest the information secu-
rity assessment as a major part of information security management within organizations
to continuously improve the information security status of an organization.

“If you can’t measure it, you can’t improve it.” (Peter Drucker)

The quote of Peter Drucker shows this in extreme. It means that you can not be successful
unless you can define and constantly track success. Managers must be able to consider
technical threats as well as other factors mentioned above to take the right and effec-
tive measures to mitigate threats. (Coronado etal., 2009). To provide necessary funds,
make good decisions and argue to the business, information security managers must un-
derstand the complexity of information security (Willison/Backhouse, 2006) and have a
comprehensive view of the topic (Soomro/Shah/Ahmed, 2016). To address this challenge,
standards and best practices provide metrics for information security. Also, research deals
with metrics development (Collier et al., 2016; Young et al., 2016), taxonomies (Vaughn/
Henning/Siraj, 2003; Pendleton etal., 2017), individual metrics with their performance
(Boyer/McQueen, 2007; Holm/Afridi, 2015), and metrics visualization (Savola, 2007).

There is a growing number of industry reports and academic studies available that describe
different parts of information security assessment. However, large information security
incidents and data breaches are being reported more and more frequently in the daily
news. To avoid these issues, an organization has to know how secure their information
systems are, at any given point in time (Mermigas/Patsakis/Pirounias, 2013). Due to the
complex topic of information security within organizations and the constant reporting
on information security issues, it can be argued that the knowledge about information
security assessment is limited. The following Challenges (Cs) were identified, that have
not been addressed in the literature yet:
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C1

C2

C3

Missing comprehensive view on information security. Information secu-
rity remains a major challenge for organizations (Soomro/Shah/Ahmed, 2016).
The different areas of information security such as awareness, physical security,
infrastructure, or vulnerabilities combined with the different information security
management tasks described above make information security a complex construct
within organizations (Willison/Backhouse, 2006). Standards and best practices ex-
plain the implementation of an Information Security Management System (ISMS)
and support information security managers. However, these standards and best
practices are very generic in scope and tend to be abstract (Siponen/Willison, 2009).
These standards also consist of a huge amount of information. The amount of in-
formation with different focus areas also shows the complexity of information se-
curity, but in practice leads to a fall back to ad-hoc implementations. Therefore,
Mijnhardt/Baars/Spruit (2016) asks for an easy to understand toolkit. Current
literature focusses on factors that influence information security separately. Exam-
ples are organizational factors (Kankanhalli et al., 2003; Narain Singh/Gupta/Ojha,
2014), policy compliance (Hoéne/Eloff, 2002; Goel/Chengalur-Smith, 2010; John-
ston etal., 2016), or human factors (Gonzalez/Sawicka, 2002; Kraemer/Carayon/
Clem, 2009; Alavi/Islam/Mouratidis, 2016). A comprehensive view on existing in-
formation security factors that influence decision-making is asked by various re-
searchers (Soomro/Shah/Ahmed, 2016; Horne/Maynard/Ahmad, 2017) and would
help to understand the complexity of information security within organizations.

Available metrics do not meet management requirements. Information se-
curity metrics are a common method to assess the information security status of an
organization. A McKinsey study shows that management reports lack in structure,
clarity, and consistent real-time data (Boehm etal., 2018). The lack of structure is
due to the high amount of information with too-high levels of detail within man-
agement reports. These reports are overloaded with technical acronyms and are
not made to get an easy overview from a management perspective. Therefore, the
reports are not clear and understandable for managers. The lack of consistent
real-time data leads to conflicting reports of different divisions of an organization
in which the context of the given metrics is not clear. Comparability of metrics
with different contexts, the derivation of measures, and the understanding of the
current information security status can not be done with existing information se-
curity reports. Information security metrics within reports and their development
is in an early stage and quite underdeveloped (Savola, 2009; Zalewski et al., 2014).
Therefore, the knowledge of how to measure the defense level of organizations and
generally of systems is a gap in research (Vaughn/Henning/Siraj, 2003; Purboyo/
Rahardjo/Kuspriyanto, 2011; Alavi/Islam/Mouratidis, 2016).

Missing link between technical metrics and management objectives. Infor-
mation security metrics can be classified by their measurement objective. Vaughn/
Henning/Siraj (2003) developed an information assurance metrics taxonomy that
shows different measurement areas of metrics. Program developmental metrics mea-
sure if an organization has chosen policies and processes, support metrics measure
the support for the security programs within organizations such as awareness, oper-
ational metrics measures the operational information security support, effectiveness
metrics measure the organizations actually providing defense (Vaughn/Henning/
Siraj, 2003). Besides these clusters, Vaughn/Henning/Siraj (2003) also suggest
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metrics for strength assessment as well as metrics for weakness assessment. This
classification is one example to classify and describe existing metrics in the litera-
ture. The question remains what the individual metrics measure and what these
metrics mean from a management perspective. Savola (2007) stated that security
metrics are used for decision support in conjunction with risk management decisions.
Further, Savola (2007) concluded that technical, operational, or organizational se-
curity management and the metrics will be associated with risk analysis directly or
indirectly. However, several authors pointed out the missing link between informa-
tion security metrics and management goals (Bayuk/Mostashari, 2013; Collier et al.,
2016; Pendleton etal., 2017).

C4 Missing comprehensive information security assessment standard. Stan-
dards such as ISO/IEC 27004 (ISO/IEC, 2009) or NIST SP 800-55 (NIST, 2008)
provide different information security metrics. However, by their own account,
they do not cover the minimum information security requirements necessary for
organizations (NIST, 2008). Also, the metrics often measure the existence of pro-
cesses and the effective implementation of countermeasures, but not if the coun-
termeasure is effective (Bayuk, 2013). Because of missing comprehensive met-
rics and as a consequence of the above-mentioned challenges (C1-C3), informa-
tion security countermeasures are often implemented “more or less at random”
(Boehm etal., 2018) and managers often take decisions based on their experience,
judgment and to their best knowledge (Chai/Kim/Rao, 2011). Researchers (Doga-
heh, 2010; Maier etal., 2017; Al-Darwish/Choe, 2019; Tewamba et al., 2019) and
practitioners (Boehm etal., 2018) pointed out the need for a comprehensive infor-
mation security dashboard. Consequently, there is no comprehensive information
security assessment standard available in the literature.

1.2 Research Goal and Guiding Questions

The aim of this thesis is the development of a conceptual information security
assessment dashboard for information security managers of an organization.

This goal tackles the selected research gaps from the challenges described above in the
discipline of information security by broadening the understanding of information security
assessment. To achieve this goal the following description introduces the guiding Research
Questions (RQs) that will be addressed in this thesis:

RQ1: What are the current challenges regarding information security assessment?

RQ1 is asked to respond to the existing challenges in the field of information security
assessment. To answer the question, three goals are set: (1) The identification, definition,
and demarcation of different terms in the field of information security. (2) The thematic
classification and identification of research streams within the information security metrics
domain. (3) The identification and description of current challenges with results in a
research agenda. While answering RQ)1, a state-of-the-art literature analysis provides a
broad overview of the topic and ensures that the challenges are not being solved yet.
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RQ2: Which are the most important information security factors that influence in-
formation security management decisions?

Research describes different factors that might influence information security. To develop
a conceptual information security assessment dashboard from a management perspective
and addressing the challenge that current metric development approaches are not goal-
oriented (Rudolph/Schwarz, 2012), R()2 investigates in revealing the most important
for them. Answering RQ2 will not only require the suggestion of information security
management factors but also its interdependencies and thus a comprehensive view of
information security decision making by organizations from a management perspective.

RQ3: Which metrics are suitable for quantifying aspects of the information security
management factors?

The definition of information security metrics is still at an early stage of research, and the
literature has shown inconsistency in providing suitable metrics for assessing information
security. To broaden the current understanding of metrics, what they measure, what
they mean, and which metrics are useful for quantifying aspects of information security
management factors, a consolidation of existing metrics and a classification based on the
results of these metrics would be helpful.

RQ4: How can information security metrics be prepared for the information security
management of an organization?

Speier-Pero (2019) points out that aggregated information presented to managers do have
an impact on decision-making quality while information overload, on the other hand, leads
to the use of heuristics for decision-making and the reduction of confidence in the deci-
sion. To prepare technical information security metrics from R(Q)3, this Research Question
focuses on the development of an information security metrics aggregation method that
reduces the described drawbacks from existing aggregation methods.

RQ@5: How can a comprehensive dashboard for information security assessment be
designed to meet management needs?

RQ)5 is asked to achieve the overall goal of this thesis. Dashboards are requested from
research and practice to overcome the given challenges mentioned above. To answer this
question, the information security metrics aggregation method of RQ)4 is used to de-
velop key indicators for the information security management of an organization. The
conceptual dashboard helps information security managers to understand the informa-
tion security areas, making well-informed decisions, and provide action alternatives for
improvement. Researchers can benefit from a comprehensive information security assess-
ment dashboard by testing the metrics in practice, examining the impact of information
security decisions, collecting relevant data for other research objectives, and testing a
variety of information security theories.

Each RQ and the according publication is related and derived out of the introduced
challenges. Table 1.1 illustrates which challenge is tackled by which RQ.



8 1 Introduction

Challenge not addressed in extant literature RQ1 RQ2 RQ3 RQ4 RQ5

C1: Missing comprehensive view on information

i ° ° °
security

C2: Available metrics do not meet management . . .
requirements

C3: Missing link between technical metrics and . .
management objectives

C4: Missing comprehensive information security . . .

assessment standard

Notes. C: Challenge; RQ: Research Question; e: Addresses challenge

Table 1.1: Mapping of challenges to the addressed research questions

1.3 Structure

This cumulative thesis is divided into three main parts (Part A: Introduction to the
thesis, Part B: Publications, Part C: Summary of Results and Discussion of Implications)
as illustrated in Figure 1.1 and outlined in the following paragraphs:

Part A : This part begins with the motivation and the problem statement followed by the
objective and structure of the thesis (see Chapter 1). The basic theoretical background,
the used terms, and an overview of related work are given in Chapter 2. Chapter 3 closes
Part A by illustrating the overall research approach and the used methods to achieve the
thesis goals.

Part B!: The second part of the thesis consists of five peer-reviewed publications (Chapter
4 to Chapter 8). The first publication (see Chapter 4) focuses on current challenges in the
information security assessment and metrics domain, the demarcation of terms, and the
development of a research agenda. Publications two and three (Chapter 5 and Chapter 6)
focus on the one hand on the definition of information security management objectives and
the other hand on related metrics that quantify aspects of these objectives. The fourth
publication in Chapter 7 supposes a method to aggregate information security metrics.
The last publication (see Chapter 8) uses the previous findings in order to develop a
conceptual dashboard for information security assessment.

Part C : The last part concludes the thesis. There, a summary of the proposed results
of the publications is given (see Chapter 9). Chapter 10 discusses the contributions of
the findings to theory and practice. Limitations of the thesis are outlined in Chapter 11.
Finally, the thesis closes with recommendations for future research (see Chapter 12).

Publications: The five peer-reviewed publications contributing to the goals of the thesis
are embedded in Part B. Each publication is summarized in the following itemization as

!Part B consists of Part B1: Published Articles and Part B2: Working Papers (WP).
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P1: Prerequisite to Measure Information Security
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Figure 1.1: Structure of the thesis

illustrated in Figure 1.1. For each publication the research problem, the methodological
approach, and the main contributions are briefly outlined:

P1:

P2:

Prerequisite to Measure Information Security. Information security mea-
surement and therefore metrics are an important instrument for information secu-
rity assessment. However, information security metrics development and research
are in a very early stage (Savola/Heinonen, 2011; Zalewski etal., 2014) and cur-
rent research asks for intensified research in measuring and monitoring information
security-related data (D’Arcy/Herath, 2011; Fenz etal., 2014; Sommestad etal.,
2014). Therefore, this study provides a state-of-the-art literature review accord-
ing to Webster/Watson (2002) to give an overview of current research attempts in
the field. The study provides three main contributions: (1) The delimitation of the
terms Information Security (IS), Information and Communication Technology Secu-
rity (ICT), Cyber Security (CS), and Cyber Resilience (CR). (2) A classification of
current literature with the related research streams “Security management”, “Secu-
rity measurement”, “Human behavior”, and “Practical frameworks”. (3) Possibilities
for future research for each of the discovered streams related to the measurement of
information security.

A Comprehensive Model of Information Security Factors for Decision-
Makers. Information security within organizations is a complex phenomenon. The
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P3:

P4:

P5:

understanding of this complex topic is necessary for information security managers
to provide necessary funds, make good decisions, and argue to the business man-
agement (Willison/Backhouse, 2006). However, a comprehensive view with specific
factors and their interdependencies related to information security decision-making
is not available in the existing literature (Kraemer/Carayon/Clem, 2009; Soomro/
Shah/Ahmed, 2016; Horne/Maynard/Ahmad, 2017). This study combines a litera-
ture search according to Webster/Watson (2002) with an open-axial-selective coding
(Corbin/Strauss, 1990) to analyze the literature followed by a semi-structured ex-
pert interview with information security managers to provide the first comprehensive
model of Management Success Factors (MSFs) for information security decision-
malkers.

Linking Information Security Metrics to Management Success Factors.
Information security metrics are a common method to assess the information se-
curity status of an organization. Various metrics are described and discussed ac-
cording to their performance in research articles (Premaratne et al., 2008; Dogaheh,
2010; Holm/Afridi, 2015). Also, practical frameworks, standards, and best prac-
tices such as the ISO/IEC 27004 (ISO/IEC, 2009) or the NIST SP 800-55r1 (NIST,
2008) supposes different information security metrics. However, these metrics are
not goal-oriented (Bayuk/Mostashari, 2013; Pendleton etal., 2017; Azuwa/Sahib/
Shamsuddin, 2017) and do not meet management requirements. Therefore, this
study uses a state-of-the-art literature analysis (Webster/Watson, 2002) in conjunc-
tion with the Goal-Question-Metric (GQM) approach (Basili/Weiss, 1984) to de-
velop a mapping between existing information security metrics and the information
security management success factors.

A Method to Aggregate Security Metrics. Information security metrics in
practice tend to be technical and are computed to key indicators for information
security managers. The problems of these computed indicators and metrics from a
management perspective are: (1) too many metrics available, (2) not goal-oriented,
(3) not quantifiable, (4) not comparable, (5) not comprehensible, and (6) not action-
able. By using a design-science approach (Hevner et al., 2004) in combination with
a simulation and a semi-structured expert interview to evaluate the results, this
study proposes an information security metrics aggregation method to overcome
these problems.

A Conceptual Information Security Assessment Dashboard for Organi-
zations. The assessment of information security is important not only for large
companies but also for small and medium-sized enterprises. People responsible for
information security are not necessarily information security experts. Especially
in small- and medium-sized enterprises, there is the need for an easy to under-
stand and comprehensive view on the information security status of the organiza-
tion. However, a standard for measuring information security is not yet available
(Alshaikh et al., 2014; Arabsorkhi/Ghaffari, 2018; M’'manga etal., 2019), but the
need for information security dashboards is present (Dogaheh, 2010; Al-Darwish/
Choe, 2019; Tewamba etal., 2019). Therefore, this study provides a conceptual
information security assessment dashboard based on the previous suggested results
(P1-P4), the design-science methodology (Hevner et al., 2004), and the evaluation
with experts from a leading global organization.
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The following Table 1.2 summarizes the publications that are embedded in this thesis
in Part B, providing information on the authors, title, outlet, type, and rank for each
publication.

No. Authors Title Outlet Type Rank

P1 Diesch, Prerequisite to Measure ICISSP 2018 CON  h5 Index?: 12
Pfaff, Information Security - A State of  (published)
Krcmar the Art Literature Review

P2 Diesch, A comprehensive model of C&S JNL ERA3: B
Pfaff, information security factors for (published)
Krcemar decision-makers

P3  Diesch, SoK: Linking Information ARES 2020 CON CORE*: C

Kremar Security Metrics to Management  (published)
Success Factors

P4 Diesch, Reducing Complexity - A Method C&S JNL ERA: B
Pfaff, to Aggregate Security Metrics (submitted)
Krcmar

P5  Diesch, A Conceptual Information JMIS JNL  VHB®: A
Kremar — Security Assessment Dashboard (submitted)

for Organizations

Notes. P: Paper; ICISSP: International Conference on Information Systems Security and Privacy;
CON: Conference; C&S: Computers & Security; JNL: Journal; SoK: Systematization of Knowledge;
ARES: International Conference on Availability, Reliability and Security; JMIS: Journal of
Management Information Systems

Table 1.2: Summary of embedded publications

2Google’s h5 Index 2020, http://scholar.google.de
3http://portal.core.edu.au/jnl-ranks/365/
“http://portal.core.edu.au/conf-ranks/923
Shttps://vhbonline.org/vhbdyou/vhb-jourqual/vhb-jourqual-3/gesamtliste


http://scholar.google.de
http://portal.core.edu.au/jnl-ranks/365/
http://portal.core.edu.au/conf-ranks/923
https://vhbonline.org/vhb4you/vhb-jourqual/vhb-jourqual-3/gesamtliste




2 Conceptual Background

Information security assessment has the purpose to deliver information to information
security managers in order to derive actions, make decisions, and further improve the in-
formation security status of an organization. Therefore, the basis of this thesis is mainly
influenced by two fields of research. First, Section 2.1 introduces the field of informa-
tion security with basic concepts and definitions, an introduction to information security
management, and current research and practice of information security assessment. The
second field of research is dealing with management and decision-making as a prerequisite
and a consequence of information security assessment. Decision theory with behavioral
decision-making as well as information and their effects on decision-quality is introduced
in Section 2.2.

2.1 Information Security

Information security has its origins at the beginning of hierarchical command and control
structures in administration and warfare (de Leeuw etal., 2007). Cryptography was the
first attempt to protect information and dates back to 1900 BC, and the hieroglyphic
symbols documented the story of a lord’s life. (Kahn, 1997). Further techniques to
encrypt and protect information were for example the Cipher Disk, the Vigenere-Cipher,
and the Saint-Cyr-Slide. These techniques are made by hand but built the basis of
modern information security by providing possibilities to protect information. The rise
of the extensive literature in the field of information society does, however, not deal with
security issues. The first substantial contribution in the sub-area of cryptography came
from Kahn (1967) with the book Codebreakers (de Leeuw etal., 2007).

With the rise of computers and networks, computer security started to become important.
1961, Vyssotsky and Mcllroy developed a game for IBM, in which computer programs
tried to destroy each other (de Leeuw etal., 2007). After seen security as a “by-product
of correctness” (de Leeuw et al., 2007), several viruses and worms were present in the 1990s
which lead to the development of firewalls and the serious start of today’s information
security. Information security is defined variously in the literature and does not only
contain the limitation of technical systems. The ISO/IEC (2018) defines information
security as the “preservation of confidentiality, integrity, and availability of information”.
One other definition that is more technical comes from Whitman/Mattord (2012) which
defines information security as “the protection of information and its critical elements,
including the systems and hardware that use, store, and transmit that information”. For
this thesis, the general definition of the Office of the Law Revision Counsel (2007) is used:

“The term information security means protecting information and information systems
from unauthorized access, use, disclosure, disruption, modification, or destruction in
order to provide integrity, confidentiality, and availability.” (Office of the Law Revision
Counsel, 2007)
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The terms security and safety are often used together and also as synonyms in the liter-
ature. The difference between security and safety is illustrated by Schneier (2003) which
stated that “security is about prevention” while safety is “protecting assets from uninten-
tional actions”. In this context, unintentional actions are caused by the internal functions
of a system itself. In other words: A safe system does not accept any unintended states
while a secure system is a safe system that does just accept states which do not lead to
unauthorized information access or modification (Eckert, 2013).

This thesis builds on the basic concepts of information security, information security
management, and information security assessment. Therefore, the following subsection
outlines the basic concepts and defines the different terms used in this thesis.

2.1.1 Basic Concepts and Definitions
Distinction of different synonyms of information security

Past literature uses different terms to describe information security without considering
their differences. Information and Communication Technology Security (ICT), Informa-
tion Security (IS), Cyber Security (CS), and Cyber Resilience (CR) are often used as
synonyms but are not the same. For this thesis, the following definitions of the different
terms based on Diesch/Pfaff/Krcmar (2018) are used and illustrated in Figure 2.1.

o “ICT is the protection of information which is stored or transmitted via a technical
system”. The often-used terms “IT security” and “systems security” in literature is

subsumed under ICT.

o “IS[...] is the protection of information which can be stored or transmitted without
using technical systems.” Therefore, this term includes the research area of security
awareness.

e “CS [...] describes the protection of assets without any information but with a
relationship to them.”

o “CR is not just about the protection of assets but also to ensure business delivery
despite adverse cyber events.”

Protection goals

As defined above, information security is about measures which provide integrity, confi-
dentiality and availability. The following itemization introduces the properties briefly:

o Integrity is the “property of accuracy and completeness” (ISO/IEC, 2018). The pro-
tection includes measures against unauthorized modifications or deletion of infor-
mation. This property is not only important in order to protect stored information
but also during the transportation of information. If an attacker modifies, replaces,
or deletes messages during transportation, integrity is violated.
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Information on
non-technical
systems

Information on
Technical ICT cS
systems

Medias related
to information

CR

Business
delivery

Figure 2.1: Overview of different terms (Diesch/ Pfaff/ Krecmar, 2018)

o Confidentiality is defined as the “property that information is not made available
or disclosed to unauthorized individuals, entities, or processes” (ISO/IEC, 2018).
This definition includes not only attackers as an individual but also entities and
processes. The confidentiality is violated if an attacker gets unauthorized access to
information for example by eavesdropping.

o The availability is the “property of being accessible and usable on demand by an
authorized entity” (ISO/IEC, 2018). In other words: If an authenticated and au-
thorized subject has the ability and the right to access information, the subject can
not be compromised in accessing the information.

In addition to these properties, further goals can be added. The ISO/IEC 27000 (ISO/TEC,
2018) includes optional properties such as authenticity, accountability, non-repudiation,
and reliability. The focus of this thesis is on information security assessment from the
management perspective and therefore at the level where the initial objectives are suffi-
cient.

Information security breach

Information security breaches occur when compromising specific assets of an organiza-
tion. To ensure information security, measures have to be implemented within a defined
scope that is to be protected. In practice, risks are used as a tool to prioritize and
scope measures. Risks also explain how information security breaches emerge and what
the prerequisites for a breach are. A risk is generally defined as an “effect of uncer-
tainty on objectives” (ISO/IEC, 2018). A risk of a information security threat is further
characterised as the probability of occurrence combined with the potential consequences
(damage) (Eckert, 2013). A risk is only present if an asset with a specific value has a
vulnerability and a threat potential combined with a probability of compromise. Yeh/
Chang (2007) described that “risk occurs when assets are vulnerable to threats”. The
following itemization gives a brief definition of the used terms while the interrelations
between them are illustrated in Figure 2.2.
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o Assets are goods of an organization worthy to protect or “anything that has value
to the organization” (ISO/IEC, 2005).

o Threats have the goal to exploit vulnerabilities or weaknesses to violate confiden-
tiality, availability, or integrity of an asset (Eckert, 2013).

o A weakness is a weak point of an asset that potentially could be a vulnerability
while a vulnerability is a weak point that can be used in order to bypass, deceive, or
modify the security services of an asset unauthorized (Eckert, 2013). A vulnerability
is a weakness that can be exploited by a threat.

Threat potential Vulnerabilities Assets Quantification

Probability of
compromise

Damage

Th D i
reat/Danger potential

Risk

Figure 2.2: Relationship between threats, vulnerabilities, and risks (based on Eckert,

2013)

2.1.2 Information Security Management

On the one hand, managers are leading persons of an organization. On the other hand,
the management of an organization is about the “control of business activities in order
to provide for continuous improvement in the performance of that activity in order to
achieve organisational objectives” (Ashenden, 2008). One main challenge of management
is the configuration of resources. To decide rigorously, management systems - a “set of
interrelated or interacting elements of an organization to establish policies and objectives
and processes to achieve the objectives” (ISO/IEC, 2018) - have to be implemented by
organizations.

An Information Security Management System (ISMS) is defined as “that part of the
overall management system, based on a business risk approach, to establish, implement,
operate, monitor, review, maintain and improve information security” (ISO/IEC, 2005).
The main objective of information security risk management is to avoid threats or reduce
their impact under attack (Yeh/Chang, 2007). The definition of an ISMS includes the
different tasks necessary for information security management. To support organizations,
different standards and best practices are available to help organizations to establish an
ISMS. The most popular standard is the ISO/TEC 27000 series that introduces minimum
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requirements for establishing an ISMS. These standards are used in practice “to ensure
consistent, repeatable, and auditable means of addressing Information Security issues”

(Ashenden, 2008).

An essential component of information security management as defined above is risk man-
agement. Figure 2.3 illustrates the components of a risk management process that includes
all activities to systematically deal with information security risks. Risk identification has
the goal to systematically capture existing risks regarding information security in order
to potentially violate business processes. The risk analysis is about a qualitative and
quantitative evaluation of the risks. In this activity, risks are computed based on the pre-
viously described characteristics possibility of compromise and impact. The risk control
is about the decision of how to handle existing risks. There, the economic perspective
in the form of cost-benefit analysis has to be considered. The costs are the measures to
reduce the risk and the benefit would be the increase in the information security status.
The effectiveness of measures is computed and reported within the last step. This step
also includes measures that try to identify risks that are not identified in the first step.
(Krcmar, 2015)

IT-Risk before
risk
management

Risk
identification

Risk monitoring stfal::gy Risk analysis

Risk control

Figure 2.3: Risk management process (based on Kremar, 2015)

Silic/Back (2014) conducted a literature review about information security and give an
overview of previous research in the field of information security. Research in the past

bR N1 o«

focus on “risk assessment”, “privacy”, “information security governance”, “asset manage-

W %W

ment”, “human resources security”, “physical and environmental security”, “communica-
tions and operations management”, “access control”, “information systems acquisition,
development and maintenance”, “information security incident management”, “business
continuity management”, “compliance”, and “Economics”. Two years later, Soomro/
Shah/Ahmed (2016) published a literature review about information security manage-
ment. This research suggests similar areas but related to management practices: “overall
management role”, “security policy making”, “human factor/HRM”, “security as a board
level issue”, “security awareness and compliance training”, “top management support”,

bR ENA4

“integration of technical and managerial activities”, “security as a business issue”, “busi-

YW

ness I'T/IS alignment”, “information architecture”, “security risk assessment”, and “cloud
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computing and security management issues”. These two literature reviews show that most
of the areas are very similar. The difference is the focus on information security in general,
which includes areas such as privacy and economics while the more specific information
security management areas include more specific topics that are suggested as problems
for information security management.

As described above, risk management and especially the included risk assessment is a
major task of information security management in research and practice. The knowledge
of the current information security level of an organization is not just important to measure
the effectiveness of measures but also to define management goals and analyze as well
as monitor risks. The following subsection gives an overview of existing concepts from
practice and findings from research on the area of information security assessment.

2.1.3 Information Security Assessment

Risk assessment deals with the identification, analysis, management, estimation, and eval-
uation of possible risks within an organization (Silic/Back, 2014). Silic/Back (2014) and
Soomro/Shah/Ahmed (2016) identified the major findings of research within this research
area as summarized in Table 2.1. The purpose of information security management is to
establish and provide a predefined level of security suitable for a specific organization. The
reduction of risks through measures should lead to an increase in the security level. A
major challenge and a difficult task is the quantification of an information security status
(Mermigas/Patsakis/Pirounias, 2013; Tu/Yuan, 2014; Krcmar, 2015; Horne/Maynard/
Ahmad, 2017).

Category Finding Original author

Risk identification How to identify and deal with risks in the early (Boehm, 1991)
development phases.

Risk analysis A method to identify and quantify software (Barki/Rivard/
development risks. Talbot, 1993)

Risk control Risks can be reduced more effectively if managers  (Straub/Welke,
are aware of the full range of controls available to ~ 1998)
them.

Risk monitoring A spacial (risk-driven) approach for software (Boehm, 1988)
development.

Table 2.1: Summary of past key findings of risk management (based on Silic/ Back, 2014)

While literature focuses on risk assessments, information security assessment methods
and thus the quantification of the information security status of an organization is rarely
present in past literature. Soomro/Shah/Ahmed (2016) revealed studies that use (1)
quantitative approaches based on the risk definition with the quantification of risk ex-
posure, the probability, and the expected loss (Bodin/Gordon/Loeb, 2008), (2) quali-
tative approaches based on experts’ estimated potential loss (Feng/Li, 2011), and (3)
the combination of quantitative and qualitative approaches (Zang, 2014). Soomro/Shah/
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Ahmed (2016) concluded that holistic approaches for information security assessment are
necessary for decision-making, but are missing in the literature.

Information security assessment can be performed not only based on a risk approach, but
also on a control-based approach. Standards and best practices such as the ISO /TEC 27000
or the NIST SP 800-53 (NIST, 2013a) provide documents with recommended controls
for organizations. Audits and assessments are then based on these controls to evaluate
the organizations’ compliance. The challenge of this approach is the consideration of the
complex relationships between all information security concepts which leads to unsuitable
approaches and decreases organizations’ performance (Fenz etal., 2013). Organizations
“need to distinguish between controls they need and those that are less critical” (Tu/
Yuan, 2014).

A common method to assess aspects of the information security status of an organization
and continuously monitor risks are metrics. In literature, a common sense is that metrics
are the basis for decisions and therefore, should be well-understood (Bayuk, 2011) and
should help distinguish between needed and less critical controls. Terms in the context of
information security measures, metrics, and measurements are constantly used in different
contexts and meanings. Therefore, the following terms are used for this thesis:

o Measure and countermeasure are used as synonyms for “protective measures |...]
prescribed to meet the security requirements” (Jafari etal., 2010). This definition
is in conjunction with “improving the overall information security state by selecting
the best security countermeasures (controls) to protect their information assets”
(Yulianto/Lim/Soewito, 2016).

o Measurement is the “process to determine a value” (ISO/IEC, 2018). In other words,
the process of estimating attributes of an object (Pendleton et al., 2017).

o Metric refer to “assigning a value to an object” (Pendleton etal., 2017). A more
precise definition with the same meaning is that metrics are “elements that provide
quantitative data on different aspects that can be useful to evaluate the effectiveness
of a security control” (Herrera, 2005).

o Indicators are “combinations of the data provided by the metrics, so that they
provides useful information to the organization” (Herrera, 2005).

Security metrics are well present in standards and best practices as suggestions for in-
formation security managers and technical employees. The ISO/TEC 27004 (ISO/IEC,
2009), NIST 800-55 (NIST, 2008), Information Security Forum (ISF) (ISF, 2018), or the
Common Criteria (CCIB, 2017) are just a few of them. The described metrics, however,
do not cover the minimum information security requirements (NIST, 2008) and measure
the compliance of these standards rather than addressing security (Bayuk, 2013). The
literature review of Diesch/Pfaff/Kremar (2018) identified “metrics development”, “met-
ric taxonomies”, “separate security metrics”, “effectiveness”, and “metrics visualization”
as existing research streams in literature. Table 2.2 illustrate the major streams with a

description and example findings.
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Stream Description Examples
Metrics Methods to develop e Goal-Question-Metric approach (Basili/Weiss,
development information security 1984)

Metric taxonomies

Separate security
metrics

Effectiveness

Visualization

metrics.

Description of
different metrics
and measurement
characteristics.

Individual metrics
are developed and
evaluated for
efficiency or
effectiveness.

Metrics and
constructs which
influence
information security
effectiveness.

Visualizing metrics
and indicators in an
understandable
way.

e Attack-graphs (Idika/Bhargava, 2012)

e Types of metrics and metrics in different con-
texts such as operations, program development,
or effectiveness (Vaughn/Henning/Siraj, 2003)
e Metrics on different abstraction levels and clas-
sification based on their input type. (Purboyo/
Rahardjo/Kuspriyanto, 2011)

e The mean time to compromise and VEA-bility
score (Premaratne et al., 2008)

e The Common Vulnerability Scoring System
(CVSS) (Holm/Afridi, 2015)

e Propose a model of five factors influence infor-
mation security effectiveness without evaluation
or data collection (Coronado et al., 2009)

e Model of factors describing metrics quality
(Savola, 2013)

e Requirements for information security visual-
ization (Savola/Heinonen, 2011)

Table 2.2: Research streams in the field of security metrics (based on Diesch/Pfaff/
Kremar, 2018)

2.2 Decision Theory

Information security assessment is used in order to provide a basis for decision-making.
Therefore, decision theory has an impact and should be considered when developing mod-
els or other theories of information security assessment.

Decision theory has its origins in 1936-37 where the term “operational research” first
appears and “the problem of how decision are or ought” are discussed. These early
contributions lead to the assumption that decision making can be studied scientifically
which leads to several fundamental contributions such as linear programming, decision and
game theory. This leads to the formal description of decision problems with mathematical
and logical models (Tsoukias, 2008).

Besides the axioms of von Neumann/Morgenstern (1944) (also known as the utility func-
tion), Etner/Jeleva/Tallon (2012) said that one of the major achievements of decision
theory is considered to be the work of Savage (1954). von Neumann/Morgenstern (1944)
formulated axioms that explain: If a decision-maker is faced with different choices the
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optimal decision will be the one that maximizes the expected value of the utility derived
from the choice. The core axiom of Savage (1954) explains that when comparing two
decisions, it is “not necessary to consider states of nature in which these decisions yield
the same outcome” (Etner/Jeleva/Tallon, 2012). Since then, different research directions
appear. One of them was based on management science because a major task of managers
is to make decisions (Koontz, 1980). The definition of Polasky etal. (2011) is used for
this thesis:

Decision theory is “a powerful tool for providing advice on which management
alternative is optimal given the available information” (Polasky etal., 2011).

2.2.1 Behavioral Decision Theory

Each decision is made under uncertainty. This uncertainty is represented by the set of
possible states of a system with a dedicated probability of occurrence (Koontz, 1980).
Already in the 1960s the observation of decisions within complex organizations shows a
gap between real decisions within complex organizations and rational behavior, which is
explained by decision theory. (see Cyert/March, 1963).

The behavioral decision theory deals with the different decision-making heuristics used in
practice and how they perform in contrast to rational decision-making (Csaszar/Eggers,
2013). Two major research streams are available within behavioral decision theory. (1)
Managing is about how people work and therefore includes interpersonal relationships,
individual psychology, motivations, leadership, and experience. (2) Group behavior in-
fluence decisions which include sociology, anthropology, and social psychology (Koontz,
1980).

Csaszar/Eggers (2013) also summarized a major finding of behavioral decision theory that
explains that heuristics can perform in a similar matter than optimal decision rules under
certain conditions. The biggest influence on decision-quality derives from uncertainty.
This uncertainty is represented by different concepts such as data asymmetry, aggregation,
or availability that influence decisions in practice. The relevant concepts are explained in
the following section.

2.2.2 Information and their Influence on Decision-Quality

Information has received great attention from researchers of different areas such as infor-
mation in organizations, decision-making, decision-making behavior, and virtual environ-
ments because of the importance of information in different decision-making situations
(Afzal/Roland/Al-Squri, 2009). This leads to the concepts of information asymmetry,
information overload, and information aggregation.

Information asymmetry

Information asymmetry describes the imbalance of available information between different
groups. In contrast: Information symmetry is when all relevant information is present
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to all parties involved (Afzal/Roland/Al-Squri, 2009). Past research studied information
asymmetry in the context of transactions when a seller has more information than a buyer
(Akerlof, 1970). In this context, multiple studies deal with the imbalance between the
information available to buyers and sellers and how they value different products based
on the information available (see Afzal/Roland/Al-Squri, 2009).

Information asymmetry is not only important if different groups are involved but also
within organizations or group members. The imbalance of information between group
members can affect decisions because the members have an influence on these decisions
according to the behavioral decision theory. For example, an increase in information
asymmetry leads to an increase in a group member’s manipulative tendency and the
effectiveness of this manipulation (Malekovic/Sutanto/Goutas, 2016).

Information asymmetry is the imbalance of information between different groups or
group members.

Information overload

Information overload is defined as the phenomenon of having too much information to
process them as a human. Butcher (1995) categorized three main areas of research within
management science according to information overload:

1. The problem of personal information overload: Researchers study aspects
of this problem deal for example with questions on how information overload af-
fects a manager’s ability to manage or how information overload can be managed
personally. The main concerns are personal faxes, emails, or computer-generated
reports.

2. The problem of organizational information overload: Information overload
within organizations is seen as a major issue caused by too much paper and too
much electronic information.

3. The problem of customer information overload: This problem is related to
the effects of information overload on customers’ spendings.

The ability to process information is dependent on the environmental load with infor-
mation and explained by Driver/Mock (1975). Increasing information load results in an
increase of the ability to process information, to the point where the information process-
ing capacity of decision-makers decreases. This phenomenon is the effect of “information
overload”. Decision-quality, in this case, is positively related to information processing
(Hwang/Lin, 1999). Figure 2.4 illustrates the described relationship.

Information overload describes if there is “more information available than necessary for
processing a task and where this extraneous information has a detrimental effect on
decision quality” (Speier-Pero, 2019).
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high

Information processed

low optimum high

Information load

Figure 2.4: Relationship between information processing and information overload
(based on Driver/Mock, 1975)

Information aggregation

Information aggregation in the context of management decisions is not as present in the
literature as information asymmetry and information overload. It might be the case,
that if information aggregation is done to a certain degree, information underload is a
result and indirectly included within the description of information overload. Nevertheless,
information aggregation is studied in the context of presenting information to management
and provide decision support. To not present hundreds of data points, these are often
aggregated. An example would be a financial report. Speier-Pero (2019) summarized the
existing literature, which indicates that detailed data lead to more accurate decisions.

Information aggregation is the “combination of information according to some type of
integration rules” (Speier-Pero, 2019) and thus a reduction of available information.






3 Research Approach

The aim of this thesis is the development of a conceptual information security assessment
dashboard for information security managers of an organization. The field of design
science “attempts to create things that serve human purposes” (March/Smith, 1995).
This definition fits the purpose of this thesis by instantiating the definition: (1) create
things - conceptual dashboard; (2) information security manager - human; (3) information
security assessment - purpose.

The following Section 3.1 includes a detailed description of the research strategy used to
develop the conceptual dashboard. Section 3.2 describes the research methods in detail
used to generate the results.

3.1 Research Strategy

As mentioned above, this thesis is based on the Design Science Research (DSR) paradigm
conceptualized by March/Smith (1995). The research framework of March/Smith (1995)
is technology-oriented and distinguishes between the research outputs construct, model,
method, and instantiation. Built on the work of March/Smith (1995), Hevner et al. (2004)
introduces a framework and guidelines to conduct, evaluate, and present DSR in the
information systems domain. DSR within this thesis is understood as follows:

“Design science [...] creates and evaluates IT artifacts intended to solve identified

organizational problems” (Hevner etal., 2004). An IT artifact includes products,

processes, constructs, design principles, models, methods, technological rules, and
instantiations (Gregor/Hevner, 2013).

Hevner etal. (2004) has not explicitly described a process to develop a design science
research artifact. Therefore, this thesis adopts the DSRM for information systems research
introduced by Peffers et al. (2007). The DSRM consists of a process with six core activities
to develop an artifact in accordance with the guidelines of Hevner etal. (2004). The
following enumeration describes the activities of the process briefly:

1. Problem identification and motivation: This action involves the description
of the research problem that is later used for the development of a solution. Also,
the value of a possible solution should be outlined in order to: (1) motivate the
researcher and the audience, (2) increase the acceptance of the results, and (3)
increase the understanding of the reasoning behind the researcher’s thoughts and
association of the problem.

2. Define the objectives for a solution: This action includes a detailed description
of the objectives that should be inferred from the problem definition in accordance
with what is possible and feasible.



26 3 Research Approach

3. Design and development: This action is about the creation of the artifact. “Con-
ceptually, a design research artifact can be any designed object in which a research
contribution is embedded in the design” (Peffers et al., 2007).

4. Demonstration: The goal of this step is to show how the artifact solves one or
more instances of a problem. This demonstration can be done using the artifact in a
real-world scenario or with the use of methods such as experimentation, simulation,
case study, or others.

5. Evaluation: This activity has the main goal to measure and observe how well the
artifact supports a solution to the described problem. The evaluation is dependent
on the nature of the problem and can be performed in various ways. “Concep-
tually, such evaluation could include any appropriate empirical evidence or logical
proof” (Peffers etal., 2007). Hevner etal. (2004) also suggests rigorous methods
such as case/field study, simulation, or informed argument to evaluate an artifact
appropriately.

6. Communication: The last activity involves the presentation of the problem and
its importance, the artifact, its utility and novelty, the rigor of its design, and its
effectiveness to the relevant audience such as researchers or practitioners. This is
typically done by publishing academic articles or by involving practitioners in the
process.

DSR is “inherently an iterative and incremental activity” (Hevner etal., 2004). Also
the process of Peffers etal. (2007) provides feedback loops from the evaluation or the
communication back to the design or the definition of objectives. A design artefact is
considered to be complete if it satisfies the requirements and solves the problems that was
meant to solve (Hevner etal., 2004).

Concerning the DSRM, Chapter 3 and 2 as well as the first publication (P1) introduce and
motivate the problem according to the first step of the DSRM. To develop the conceptual
dashboard, three iterations of the DSRM were made in order to solve the guiding Research
Question (RQ) (sub-problems) and propose the result after the third iteration. The results
of the three iterations are as follows:

1. A conceptual model of information security factors for decision-makers (P2).
2. A method to aggregate security metrics (P4).

3. The conceptual information security assessment dashboard from a management per-
spective (P3, P5).

Table 3.1 shows the included publications of this thesis with their iteration number, the
phases of the DSRM done within them as well as the used methods to gather information,
develop, demonstrate, or evaluate the artifacts. The methods are explained in more detail
in the following Section 3.2.
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DSRM activity

P/C/1 1 2 3 4 5 6 Methods used
P1/4/- . . - Literature review
P2/5/11 e o o o o oo - Literature review

- Open-axial-selective coding
- Semi-structured expert interview
- Qualitative content analysis

P3/6/13 o o o . - Literature review
- Open-axial-selective coding
- Goal-Question-Metric approach

P4/7/12 e o o o o o - Simulation
- Informed argument
- Semi-structured expert interview
- Qualitative content analysis

P5/8/13 e o o o o o - Information security metrics
aggregation method
- Workshop/Focus group
- Qualitative content analysis

Notes. P: Paper; C: Chapter of the thesis; o0 DSRM process addressed in publication; I: DSR
iteration number

Table 3.1: Publications with methods and the relation to the DSRM

3.2 Research Methods

Literature review

A literature review “seeks to describe, summarize, evaluate, clarify, and/or integrate the
content of primary reports” (Cooper, 1988) and is “essential for any academic project”
(Webster/Watson, 2002). A literature review helps researchers to understand the body
of knowledge, provide a solid theoretical foundation, substantiate the presence of re-
search problems, argue the novelty of the own research, and framing the valid research
methodologies, approach, goal, and research questions (Levy/J. Ellis, 2006). The chal-
lenge of literature reviews in information systems are (1) the interdisciplinary nature of
topics and (2) the structuring of these reviews. To overcome these challenges, (Webster/
Watson, 2002) recommended guidelines to conduct and structure a systematic literature
review. Relevant steps for conducting a literature analysis recommended by Webster/
Watson (2002) are:

o Identify relevant literature: The three-step approach of Webster/Watson (2002) to
identify relevant literature starts with a keyword search within relevant outlets. The
recommendation is to start with leading journals in the field with selective relevant
conference proceedings. The quality of a literature review lies mainly on the selection
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of databases, outlets (i.e. journals, conferences, or books), and keywords (vom
Brocke etal., 2009). Second, the references within the identified publications of the
keyword search should be reviewed. This backward-search ensures the consideration
of previous relevant publications. The third step is to use tools that capture which
articles cite the article identified in steps one and two. This process includes the
refinement of relevant sources, keywords, and databases and is considered to be
completed if no more new concepts appear in the publication set.

o Structuring the review: The relevant literature identified should be analyzed accord-
ing to the specific goal of the review. Webster/Watson (2002) differentiate between
an author-centric and a concept-centric approach to structure the publications. The
author-centric approach assigns the different concepts to the respective author. A
concept-centric approach lists the concepts and shows the respective authors aligned
to them. The natural process of reviewing the literature is author-centric because
the relevant publications are analyzed by its concepts. But, the author-centric ap-
proach rather fails to synthesize past literature (Webster/Watson, 2002). Therefore,
a concept-centric approach should be preferred.

The literature review is used several times within this thesis, but with different objectives.
Each publication in Part B starts with a literature review in order to provide a foundation
and argue the novelty of the research. A synthesis of past research with the development
of a research agenda is the objective of the first included publication within this thesis
(Chapter 4). The proposed three-step approach to identify relevant literature was also
used in combination with the open-axial-selective coding instead of the concept-analysis.
The open-axial-selective coding is recommended as a rigorous method to analyze literature
(Wolfswinkel /Furtmueller /Wilderom, 2013) and has the advantage of analyzing the whole
context of a publication and not extracting abstract concepts.

Open-axial-selective coding

Grounded theory is about “how the discovery of theory from data - systematically
obtained and analyzed [...] - can be furthered” (Glaser/Strauss, 1967).

A grounded theory not only describes but also explains phenomenons. It is a method
to discover theory from data systematically obtained. The data for grounded theory can
come from various sources such as interviews, observations, government documents, video
tapes, newspapers, letters, or books - “anything that may shed light on questions under
study” (Corbin/Strauss, 1990). Literature in the past evolves different procedures for
data collection and analysis. Corbin/Strauss (1990) explained 11 canons and procedures
used in conjunction with grounded theory. The authors also explained the three basic
coding types of the grounded theory approach - the open-axial-selective coding. This
coding is the “fundamental analytic process used by the researcher” to analyze data in
grounded theory and is relevant for this thesis:

1. Open coding: The first step of coding is about the identification and labeling of
concepts within the data. It is an interpretive process to break through standard
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ways of thinking. Further, the categories are compared with others for similarities
and differences as well as grouped together to former categories and subcategories.

2. Awial coding: This coding step involves testing the relationship between categories
and subcategories against the data. Further categories are developed during this
coding step. In particular, subcategories are linked to categories.

3. Selective coding: All categories are unified around a “core” category. Also, categories
that needs further explanations are filled in with descriptive details. This core
category represents the central phenomenon and builds the theory.

Within this thesis, open-axial-selective coding is used to build a theory based on existing
literature. Wolfswinkel /Furtmueller/Wilderom (2013) considered this approach as a valid
method to analyze also literature out of a literature analysis to concentrate on the whole
context of publications and not only their basic concepts as described in the literature re-
view paragraph. A core objective of this thesis is built on open-axial-coding and proposes
a theory to describe factors that have an influence on information security managers’
decisions and their interdependencies.

Semi-structured expert interview

Expert interviews can be a method of qualitative empirical research to explore expert
knowledge (Meuser/Nagel, 2009). Therefore, expert interviews are a method to gather
empirical data as a basis for further analysis. Expert interviews can be characterized
based on standardization (structured, semi-structured, not structured), the authority of
the interviewer (soft, neutral, hard), type of contact (personally, phone, written), num-
ber of interviewers (single, group, survey), and function (investigating and mediating)
(Bortz/Doring, 1995). The differentiation of interviews is mainly done by the degree of
standardization. A fully standardized (structured) interview consists of predefined ques-
tions that are not flexible in wording or order for the interviewer. Within a not structured
interview, thematic boundaries are given but the interview is “open” - “it is left to the
skills of the interviewer” (Bortz/Déring, 1995).

The semi-structured approach to explore experts’ knowledge is recommended by Meuser/
Nagel (2009) to ensure the comparability of different interviews but give enough room for
extended explanations when relevant. In semi-structured expert interviews, the results
are dependent on the interview guide, the expertise of the interviewees, and the analysis
of the information:

1. Operationalization: The operationalization is about the development of questions
that guide through the interview as well as the possibility to “measure” the intended
objective. The construction of an interview guide has a macro- and micro-planning
stage (Bortz/Doring, 1995). The micro-planning is based on the research questions
and identifies thematic areas of interest considering relevant literature. The macro-
planning is about the creation of an interview guide with the order of the thematic
areas. The development of an interview guide is an art in its own which aims to
neither under- nor overburden the interviewee (Bortz/Doéring, 1995).
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2. Ezpert selection: An expert is defined by (Bogner/Menz, 2009) as “a person who dis-
poses of, or is believed to dispose of, particular competences, and who consequently
has a social status, or exercises a function, which places him/her in a position where
he or she may be able to gain general acceptance for his or her action orientations
and situation definitions”.

3. Data analysis: The data analysis is focused on thematic units which are passages
with similar topics (Meuser/Nagel, 2009). The qualitative content analysis intro-
duced by Mayring (2015) is a method to analyze material that comes from some
form of communication. Because the qualitative content analysis is not only used
to analyze the semi-structured expert interviews but also for analyzing the work-
shop/focus group, this method is described separately within this section.

Using expert interviews was suggested by Sonnenberg/Vom Brocke (2012) as an appropri-
ate method to evaluate the understandability, clarity, and usefulness of design artifacts.
This thesis also uses expert interviews in order to evaluate the proposed results of the
embedded publications P2 and P4 (see Chapter 5 and 7).

Focus group/Workshop

“Focus group methodology is a way of collecting qualitative data, which - essentially -
involves engaging a small number of people in an informal group discussion (or
discussions) ‘focused’ around a particular topic or set of issues” (Wilkinson, 2004).

Expert interviews as described in the paragraph “Semi-structured expert interview” can
also be characterized by the number of interviewees (Bortz/Déring, 1995). Based on the
definition of focus groups, it can be argued that a focus group is a special form of a group
interview. According to Onwuegbuzie et al. (2009), a focus group should last between one
and two hours and consist of 6 to 12 participants. A focus group has to be moderated. The
moderator is responsible for taking notes, present the focus group a series of questions,
give stimulus material, and ask them to respond.

The analysis of a focus group is considered the same as the analysis of data from one-
to-one interviews (Wilkinson, 2004). Possible analysis types are constant comparison
(grounded theory), classical content analysis, keywords-in-context, and discourse analysis
(Onwuegbuzie etal., 2009).

This thesis uses a focus group as an evaluation method for the conceptual information
security assessment dashboard. The evaluation of an artifact from design-science with
a focus group was recommended by Sonnenberg/Vom Brocke (2012). The analysis was
done with the help of a qualitative content analysis described in the next paragraph.

Qualitative content analysis

The list of definitions of qualitative content analysis is long. Mayring (2015) gave six
examples of them and concluded six points that characterize qualitative content analysis
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in common and are understood by this thesis. Qualitative content analysis has the aim to
(1) analyze communication, (2) analyze fixed communication, (3) proceed systematically,
(4) proceed rule-based, (5) proceed theory-driven, and (6) draw conclusions on certain
aspects of communication.

Mayring (2015) describes different methods and processes to analyze content concerning
objectivity, reliability, and validity of the outcomes. First, the prerequisite to ensure a
“fixed communication”; all interviews and communications have to be transcribed into
text. After that, Mayring (2015) introduces different “analysis-techniques” suitable for
different types of research questions. In the following, the relevant techniques for this
thesis namely summarizing content analysis, valence or intensity analysis, and contingency
or interrelation analysis.

The summarizing content analysis consists of three steps:

1. Paraphrasing. This step contains the deletion of text areas with no contribution
to the research objective or text areas with little content. Also, a standardized level
of language and a grammatical short form has to be produced.

2. Generalization. This step takes the paraphrases and prepares them on an abstract
level. Predicates are generalized in an equal form and theoretical assumptions are
made in case of doubt.

3. Reduction. The reduction step generates the overall summary of opinions and
thus contributes to the research question. There, phrases with the same meaning
are deleted, phrases of similar meanings are combined, very content-bearing phrases
are selected and theoretical assumptions are made in case of doubt. This step can
be done multiple times.

To analyze quantitative aspects or interdependencies, the wvalence or intensity analysis
(V) and contingency or interrelation analysis (1) are proposed by Mayring (2015) and
used as follows for this thesis:

1. Formulate a question to analyze the material.

2. Determine the material sample.

3. Define the variables (V) / text modules for interrelation (I).

4. Define the scale (V) / rules for interrelation (I).

5. Coding of the material based on the variables and scales.

6. Analyze the codes by their number of occurrence (V) or joint appearance (I).

7. Presentation and interpretation.
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Goal-Question-Metric approach

The GQM approach was supposed by Basili/Weiss (1984) in the software engineering
domain. The original purpose was to prevent errors in software systems. The GQM
was developed in order to provide metrics that (1) are focused on specific goals, (2) can
be applied to all life-cycle products, processes and resources, and (3) can be interpreted
based on characterization and understanding of the organizational context, environment,
and goals (Basili/Caldiera/Rombach, 1994). The method is based on the following three
steps:

1. The definition of an objective with respect to models of quality related to a particular
environment. This could be resources that are items used by processes to generate
an outcome. The purpose of measurement is set by specifying the goal.

2. The characterization of the way the assessment of a specific goal is going to be
performed. Questions are developed to characterize the object of measurement with
respect to the goal. The goal is refined in characterizing questions.

3. For every question, a set of metrics (data) is associated. These metrics are answer-
ing the previously defined question quantitatively. The questions are answered in
refining them to metrics.

Simulation

“A simulation is an imitation of the behaviour of a real-world process or system over
time” Johannesson/ Perjons (2014).

The reproduction or prediction of the behavior of a system can be simulated based on
computer simulations. Even complex simulations such as climate change or strategic man-
agement can be simulated (Johannesson/Perjons, 2014). Simulations in conjunction with
the design-science approach are useful to show the behavior of the artifact (demonstra-
tion) or evaluate it (evaluation) by “execute the artifact with artificial data” (Hevner et al.,
2004). Simulations are done to reduce the disadvantages of the experimentation with a
real system. These might be high costs, time-consuming experiments, the control of the
experimental conditions, or if the real system does not exist (Robinson, 2004).

Robinson (2004) reviewed several simulation processes and proposes four steps to conduct
a simulation study:

1. Conceptual model: The development of a conceptual model requires the recognition
of a real-world problem. Within this step it is determined whether a simulation
is suitable or not. To develop an understanding of the problem, preliminary or
contextual data is used. This data also serves to identify the data required for the
computer model.
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2. Computer model: The process of model coding converts the conceptual model into
a computer model. Computer simulation tools and own programming are examples
of how this step can be accomplished.

3. Solutions/understanding: The computer model serves as the object of experiments
to gain a better understanding of the real world. Also, a search for solutions to real-
world problems is possible. The three key-issues within this step are (1) “obtain
sufficiently accurate results”, (2) “searching within the solution space”, and (3)
“testing the robustness of the solution” (Robinson, 2004).

4. Real world: This step is the implementation in the real world. This could be the
implementation of a solution, the model itself, or the communication of the improved
understanding.

Informed argument

The method of informed argument is proposed by Hevner et al. (2004) and Johannesson/
Perjons (2014) as a rigorous method to evaluate artifacts of design-science research. The
informed argument method “use information from the knowledge base [...] to build a
convincing argument for the artifact’s utility” (Hevner et al., 2004). The argumentation
is about the evaluation if an artifact fulfils the defined requirements and can solve the
explicit problem by reasoning and arguing. This form of evaluation is rather weak because
it could “easily be biased by the background and interests of the researcher” (Johannesson/
Perjons, 2014). Therefore, informed argument is always combined with other evaluation
methods within this thesis.
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Prerequisite to Measure Information Security - A
State of the Art Literature Review

Abstract: The field of information security is growing in research and practice over the
past years. Recent studies highlight a gap in measuring and monitoring information se-
curity. In this context various definitions and synonymous expressions exist to describe
information security. The aim of the work is to compare and delimit the various terms
in this field of research and give a thematic overview of current articles in place. In
particular, five dimensions of information security are developed and outlined. Addition-
ally, an overview of possible research directions in the field of measuring and monitoring
information security is provided.

4.1 Introduction

The interest in aspects of information security has increased significantly in recent years.
There are technical, behavioral, managerial, philosophical and organizational aspects
which address the protection of assets and mitigation of threats (Crossler et al., 2013).
These aspects are not to be ignored for organizations since these can lead to great harm in
case of disregard. Frizell (2015) reported a damage of $15m within one-quarter for Sony
Pictures because of a security breach. This cost only included the direct costs of cleaning
up the systems. The damage caused by the loss of reputation and other factors were not
included. In 2016, the ransomware “wannacry” infected thousands of computers in more
than 150 countries. The damage was not only economically as people like patients were
affected as their appointments were canceled based on system errors (Bentkower, 2017).
Organizations are not just affected because of potential economic damage but also of legal
requirements like the security-law in Germany (Bundesanzeiger, 2015).

Recent literature reviews on information security pointed out the need for intensified
research in measuring and monitoring information security related data (D’Arcy/Herath,
2011; Crossler et al., 2013; Fenz et al., 2014; Sommestad et al., 2014). This is an obligatory
aspect of information security management for making good decisions (Bayuk, 2013).
Also, accurate models of the security problem are not in place (D’Arcy/Herath, 2011).
A problem which causes a lack of measurement of information security aspects is that
the identification of security related data is not well-known (Fenz etal., 2014). But a
requirement to collect and measure security related data is to understand the success
factors of information security (Sommestad etal., 2014).

The aim of this work is to gain an overview of current research in the field of measur-
ing information security. A state-of-the-art literature analysis is carried out to obtain
a comprehensive overview of the area. The goal is not just to show the literature but
also to define the different terms in place. Since the understanding is a requirement for
measurement, a definition becomes indispensable. Thematic classes of the research area
are needed to observe and assign future research.

The paper is organized as follows: Section 4.2 outlines the used method with the scope
and the search process to collect relevant literature. Section 4.3 consists of a descriptive
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analysis, the extracted definitions and thematic classification of the investigated literature.
Part 4.4 shows current research challenges for each of the classes. Finally, this work
concludes with a conclusion and limitation section.

4.2 Method

To provide a comprehensible literature review, the method of Webster/Watson (2002)
and the tool-set of vom Brocke etal. (2009) was used. The specific goals of this review
are as follows:

1. Identify, define and delimit different terms in the field of information security.

2. Assign the relevant literature to the definitions and compare it with the used terms
of the literature itself.

3. Thematic classification of the literature and show current research gaps.

Search process: Initially, a keyword search is performed within peer-reviewed jour-
nals to select high quality articles. Journals from the security field were selected within
the Scimago Journal & Country Rank (SJR) with the condition that they are part of
the categories security, safety, risk or reliability. Two journals are added because they
were used often in the basis literature reviews of (D’Arcy/Herath, 2011; Crossler et al.,
2013; Fenz et al., 2014; Sommestad et al., 2014). These are “Computers & Security” and
“Information Management & Computer Security”. To provide most of the relevant litera-
ture the databases ScienceDirect, OpacPlus and Google Scholar were added to the search.
As the most relevant literature can be found within the first 100 result of Google Scholar
the search was limited to these result set (Silic/Back, 2014). To limit the results the
following keyword-string were used (see 4.1).

(it OR information OR cyber)

AND (resilience OR security)
AND (factors OR kpi OR measures OR metrics
OR measurement OR indicator OR management)

Listing 4.1: Literature search string

The first iteration of the search process resulted in a number of hits (Hits[KW]) which
are shown in Table 4.2. After that, technical articles and those which are not related
to the search topic were excluded based on their title and abstract (Hits[TA]). Finally,
articles which described metrics or success factors of information security were marked as
relevant. After that, a forward and backward search was carried out to get results which
are relevant and were not yet found. The backward search contained all articles which
were referenced in the previous iteration and which are of relevance for the information
security measurement topic. Google Scholar! was used with its function “Cited by” in
order to identify all articles which reference the selected one.

'http://scholar.google.de
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Group Resource Hits[KW] Hits[TA] Relevant
Information Management and 99 7 7
Computer Security

Information IEEE Transactions on Dependable 8 1 1

Security and Secure Computing
IEEE Transactions on Information 7 0 0

Forensics and Security
Computers & Security 84 12 9
Google Scholar 100 11 9
Databases ScienceDirect 41 6 4
OpacPlus 110 17 11
Backward 10 10
Forward 24 19
Total 449 88 70

Table 4.2: Search process matrix

4.3 Findings

First, a descriptive statistic was done to get a background of the research area. The last
row of table 4.2 shows the total amount of articles found in the literature. Only 15.59% of
the original articles out of the first search round could be marked as relevant. This leads
to the assumption that there are many different phenomena described in the research
area. The high amount of articles also assumes the importance and presence in research.
Many articles were identified in the forward and backward search (29) within conferences.
This can be seen as an indication that the topic is still at the beginning of research.
Technically oriented journals just show up with one relevant article. The quantification of
information security is therefore mainly part of the security management or related area
and not technical-driven.

Since there are many definitions and terms of information security in the literature, the
next subsection compares and delimits them. Finally, a classification of the relevant
literature in thematic classes are developed to better track and monitor future research.

4.3.1 The Terms in Information Security

A lot of different terms which describe “information security” are in place during the
review. These are “Information Systems Security”, “IT Security”, “Information Security”,
“Cyber Security” and “Cyber Resilience”.

The basis of the delimitation in this article is the work of von Solms/van Niekerk (2013).
They defined three terms in the security area. IS, ICT and CS. The delimitation of the
terms is based on the assets which are protected. In this case, ICT is the protection
of information which is stored or transmitted via a technical system. “IT Security” or
“Systems Security” are defined as synonyms to ICT. IS differs from this because it is the
protection of information which can be stored or transmitted without using technical sys-
tems. ICT is a part of IS because IS includes the protection of the underlying technology.
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CS now describes the protection of assets without any information but with a relation-
ship to them. A bugging operation is an example of this. A technical system (phone) was
attacked which has “access” to information which is in human heads. CS is protecting
technical systems which have or have no information stored and therefore also includes
ICT. CR firstly appears 2013 in form of resilience management Crossler et al. (2013). The
only attempt to define CR was done by Bjorck et al. (2015). They showed 5 dimensions
to differ CR from CS. One of these is assets. CR is not just about the protection of
assets but also to ensure business delivery despite adverse cyber events. The correlation
between the terms is shown in Figure 4.1.

Information on
non-technical
systems

Information on
Technical ICT Cs
systems

Medias related
to information

CR

Business
delivery

Figure 4.1: Delimitation of terms

According to the definition of ICT, IS, CS and CR, the literature was assigned respectively
one or more of these in two iterations. First, the article was assigned the term, which
the author had intended for this. The basis of the assignment was the terms of the title,
abstracts and the keywords. Second, the articles were assigned the terms according to
the definition above. This is done based on the context.

The result of the assignment shows that 23 out of 70 articles (32.86%) have the same
assignment to the terms for both iterations. It is noticeable that the terms are often used
as synonyms. Mainly IS is used as a synonym for ICT. Articles that use the term IS
(60) often have just content of ICT included in the text (37) and not IS as defined. All
authors used CS and CR as synonyms for ICT. The articles which describe CS or CR
used the term IS instead of them. In the present literature, there are clear definitions of
the terms, but the terms are not used based on them.

4.3.2 Thematic Classification

The relevant literature of this review is about measurement and metrics of ICT, IS,
CS and CR. To observe papers in future and better understand the context, there are
several classes produced in this literature review which are based on the keywords of the
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underlying articles. Each paper is assigned to one of the classes which are shown in Table

4.3.

Security
management

Organization
and
Governance

(Geer/Hoo/Jaquith, 2003; Hong etal., 2003; Treek, 2003; von
Solms/von Solms, 2004; Gupta/Hammond, 2005; Anderson/Moore,
2006; Ernest Chang/Ho, 2006; Johnson/Goetz, 2007; Veiga/Eloff,
2007; Atoum/Otoom/Abu Ali, 2014; Narain Singh/Gupta/Ojha,
2014; Yaokumah, 2014; Fenz et al., 2014; AlHogail, 2015; Horne/
Maynard/Ahmad, 2017)

Awareness

(Straub/Welke, 1998; Velki/Solic/Ocevcic, 2014; Tran etal., 2016)

Evaluation

(von Solms et al., 1994; Kraemer/Carayon/Clem, 2009; Abu-Musa,
2010; Hall/Sarkani/Mazzuchi, 2011; Norman/Yasin, 2013; Tu/
Yuan, 2014; Algahtani, 2015; Muthukrishnan/Palaniappan, 2016;
Azuwa/Sahib/Shamsuddin, 2017)

Security
measurement

Development

(Wang/Wulf, 1997; Sharman/Rao/Upadhyaya, 2004; Herrera,
2005; Tanna etal., 2005; Tashi/Ghernaouti-Hélie, 2008; Sowa/
Gabriel, 2009; Leon/Saxena, 2010; LeMay etal., 2011; Idika/
Bhargava, 2012; Jones/Horowitz, 2012; Tariq, 2012; Bayuk/
Mostashari, 2013; Zalewski etal., 2014; Mazur/Ksiezopolski/
Kotulski, 2015; Collier et al., 2016; Young et al., 2016)

Taxonomy

(Vaughn/Henning/Siraj, 2003; Savola, 2007; Savola, 2009; Veren-
del, 2009; Purboyo/Rahardjo/Kuspriyanto, 2011; Pendleton et al.,
2017)

Security
Metrics

(Boyer/McQueen, 2007; Premaratne etal., 2008; Dogaheh, 2010;
Jafari etal., 2010; Mermigas/Patsakis/Pirounias, 2013; Holm/
Afridi, 2015)

Effectiveness

(Coronado et al., 2009; Bayuk, 2013; Savola, 2013)

Visualization

(Savola/Heinonen, 2011)

Human Behavior

(Gonzalez/Sawicka, 2002; Ifinedo, 2012; Crossler etal., 2013;
Vance etal., 2014; Montesdioca/Macada, 2015; Alavi/Islam/
Mouratidis, 2016)

Practical Frameworks

(IT Governance Institute, 2007; NIST, 2008; ISO/IEC, 2009; Hay-
den, 2010; CCIB, 2017)

Table 4.3: Thematic classification of the literature

4.3.2.1 Security Management

“Information security management” is used to describe activities for the protection of valu-
able information assets and mitigate various risks to information coming from all aspects
of the organization’s environment by applying the security technology and management
process (Ernest Chang/Ho, 2006). In other words, it is about processes to control, classify
and manage information as well as different guidelines and policies therefrom.

Organization and Governance: These articles deal with organizational processes, poli-
cies and their effectiveness. A subset of articles also provides information and simulations
of security investments and the security economy within organizations. There are also
frameworks on how to set up a secure environment with a culture and guides to good
policies included.
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Awareness: The role of human in information security is a substantial stream in research
(Kraemer/Carayon/Clem, 2009). Therefore organizations have to consider dealing with
security awareness.

Evaluation: These articles deal with the question of which success factors lead to good
management or which factors influence the success of implementing a security manage-
ment system. Another aspect is the validation and verification of policies and factors
which causes better ones.

4.3.2.2 Security Measurement

Security metrics refer to the interpretation of measurements of the security performance,
level and indicators (Savola/Heinonen, 2011). Therefore measurement is the process of
estimating attributes of an object while metrics refer to assign a value to an object (Pendle-
ton etal., 2017).

Development: There are methods to develop metrics for information security aspects.
Examples of them are metrics which are developed based on different approaches like Goal-
Question-Metric (Savola, 2007; Bayuk, 2013) or attack-graphs (Premaratne et al., 2008;
LeMay et al., 2011; Idika/Bhargava, 2012). There are also frameworks with descriptions
of good metrics and how to implement them.

Taxonomy: The taxonomies in this class describe and characterize different measure-
ment approaches and several classes of metrics which are based on the objective and the
measurement goal.

Security Metrics: A security metric is a quantitative indicator for various targets in
operational security (Verendel, 2009). The articles focus on specific metrics and evaluate
or simulate them.

Effectiveness: The effectiveness of metrics to measure information security is discussed
here. The articles compare different frameworks to generate measurements and discuss
different metrics in detail.

Visualization: The management has the requirement to easily understand and therefore
react very fast to changed metrics (Jafari et al., 2010; Savola/Heinonen, 2011). Therefore
these articles deal with an optimal visualization of complex metrics.

4.3.2.3 Human Behavior

Human behavior or human factors affecting information security are not to be confused
with the awareness described above. These articles deal with different behavior theo-
ries like “protection motivation” or “planned behavior”. The perspective of attackers is
included in form of social engineering attacks and factors which can prevent them.
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4.3.2.4 Practical Frameworks

Frameworks from practice which also called best-practices are included. They are devel-
oped for practitioners to deal with information security management systems or security
effectiveness.

4.4 Discussion

The quantitative analysis of the relevant literature revealed that under the subject of
the measurement of information security many phenomena can be interpreted. An exact
delimitation of the topic area from others, such as management processes, would be helpful
for tracking this issue. In the case of the definitions, it can be argued that there is less
research in CS and CR available than in ICT and IS. Context is the measurement of
information security. Future research should pay attention to the correct and uniform use
of the concepts and develop them further. The thematic classification shows potential
research areas in each of the different classes. The following part describes these research
areas within the different classes based on the given literature.

Security Management: To fundamentally make decisions in the area of systems security
it is necessary to know the current information security status within an organization and
know the weaknesses and where they are. This is currently still a gap in research (von
Solms et al., 1994; Johnson/Goetz, 2007; Tu/Yuan, 2014; Horne/Maynard/Ahmad, 2017).
Mermigas/Patsakis/Pirounias (2013) goes one step further and says that organizations
need to know how secure they are at any given point in time. A requirement to do this
is the understanding of the success factors of information security within organizations
and how they are related (Kraemer/Carayon/Clem, 2009; Norman/Yasin, 2012; Horne/
Maynard/Ahmad, 2017). If the security status can be operationalized it is also possible
to measure if the security program as well as their countermeasures or policies of the
organization are effective or not. This is also an undeveloped research task (Gupta/
Hammond, 2005; Fenz et al., 2014; Atoum/Otoom/Abu Ali, 2014). The present literature
review excludes those articles which did not contain any security success factors. Further
work could show and categorize the existing direct and indirect success factors which
are already in place. This could be the basis for an empirical evaluation and a better
understanding of security in organizations.

Security Measurement: The measurement of security as a property and the develop-
ment of security metrics itself are in a very early research stage and quite underdeveloped
(Savola, 2009; Savola/Heinonen, 2011; Zalewski etal., 2014). Knowing how to measure
the security as well as the defense level of organizations and generally of systems is a gap
in research (Vaughn/Henning/Siraj, 2003; Purboyo/Rahardjo/Kuspriyanto, 2011; Alavi/
Islam/Mouratidis, 2016). The area of measurement goes also a step back and asks for
practices to measure the coverage of visibility. This is about effective and adequate as-
sessments of risks and assets and how it can be monitored Abu-Musa (2010). Specifically,
there is a gap in explored metrics for the measurement of information security, which are
associated with existing models and thus provide the basis for cross-sectoral and organiza-
tional independent security comparison (Sowa/Gabriel, 2009; Bayuk/Mostashari, 2013).
It is often the case that just the security management program is measured and not the
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security itself (Tashi/Ghernaouti-Hélie, 2008; Jafari et al., 2010). There is not just a gap
in developing and creating concrete metrics but also in tools to gather information se-
curity related data and monitor the security status (Wang/Wulf, 1997; Boyer/McQueen,
2007; Crossler etal., 2013). Based on this work, current metrics in place could be shown
and linked to the frameworks, success factors and development models.

Human Behavior: Human behavior is little represented in this review. In case of
measurement there is an open question on how to capture actual behavior (Crossler et al.,
2013).

Practical Frameworks: Practical frameworks are designed to help organizations to
implement and use security related information in management. The only framework who
describes metrics to monitor the security status says that these metrics are not covering
the minimum security requirements (NIST, 2008). Also, the automatic way to collect
and measure the data is a requirement for good and repeatable metrics (NIST, 2008).
Other frameworks like the IT Governance Institute (2007) or ISO/IEC (2009) addresses
just the effectiveness of security management processes and not the security status of the
assets and environment itself. An empirical evaluation or test of the described issues is
not present literature.

4.5 Conclusion

There is a gap in measuring and monitoring information security in current research
(D’Arcy/Herath, 2011; Crossler etal., 2013; Fenz etal., 2014; Sommestad etal., 2014).
To develop a measurement and collect information security related data, it is necessary to

understand information security and the success factors influencing it (Sommestad et al.,
2014).

This literature review after Webster /Watson (2002) and vom Brocke et al. (2009) included
journals of the information security area as well as databases. The search process results
in the identification of 70 articles which are interesting for measuring information security.
The chronological analysis shows that the topic has become more and more important in
the past years. Also, there are a lot of terms in place which are used in different contexts.
This becomes clear as soon as the keywords, the title and the contents of the articles are
compared with respect to the term. The delimitation of the terms is based on the work
of von Solms/van Niekerk (2013) and is extended in this review based on the definitions
of Bjorck etal. (2015) to get an overview of the current terms and their usage. Past
literature uses the terms as synonyms which should be avoided in the future.

The thematic classification of the literature can help to capture future research and better
assign them a context. It is shown that the measurement of information security is often
a management topic. This is useful because the measurement allows an objective control
and a well-based decision-making in connection to information security.

The relevant articles show that information security is necessary for organizations and
decision-makers. To manage, make good decisions and capture the current state of in-
formation security, a measurement is needed (Bayuk, 2013). Current research does not
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adequately cover this topic. Future research should investigate in the definition of success
factors for information security to fulfill the requirement of understanding security success
factors (Kraemer/Carayon/Clem, 2009; Norman/Yasin, 2012; Horne/Maynard/Ahmad,
2017) and define a current state of security (von Solms et al., 1994; Johnson/Goetz, 2007;
Mermigas/Patsakis/Pirounias, 2013; Tu/Yuan, 2014; Horne/Maynard/Ahmad, 2017).
Therefore concrete metrics and tools to monitor these need to be developed (Wang/Wulf,
1997; Vaughn/Henning/Siraj, 2003; Boyer/McQueen, 2007; Sowa/Gabriel, 2009; Pur-
boyo/Rahardjo/Kuspriyanto, 2011; Crossler et al., 2013; Bayuk/Mostashari, 2013; Alavi/
Islam/Mouratidis, 2016). Future research could then evaluate the effectiveness of se-
curity programs and actions based on the security quantification (Gupta/Hammond,
2005; Fenz etal., 2014; Atoum/Otoom/Abu Ali, 2014).

4.6 Limitations

The limitations are based on the search process. The initial search was performed based
on highly ranked journals. Therefore it is possible that articles within conferences or not
included journals could influence the results of this literature review. The same could
apply for articles which are excluded based on their title and abstract. It cannot be ruled
out that relevant articles have been removed which does not outline to the search topic
but has relevant content. In order to limit these shortcomings, the database search, as
well as the forward and backward search, was performed. Moreover, this literature review
does not cover management or interdisciplinary journals which could also be interesting
for measuring security.
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A comprehensive model of information security
factors for decision-makers

Abstract: Decision-making in the context of organizational information security is highly
dependent on various information. For information security managers, not only relevant
information has to be clarified but also their interdependencies have to be taken into
account. Thus, the purpose of this research is to develop a comprehensive model of rel-
evant MSFs for organizational information security. First, a literature survey with an
open-axial-selective analysis of 136 articles was performed to identify factors influencing
information security. These factors were categorized into 12 areas: physical security, vul-
nerability, infrastructure, awareness, access control, risk, resources, organizational factors,
CIA, continuity, security management, compliance & policy. Second, an interview series
with 19 experts from the industry was used to evaluate the relevance of these factors
in practice and explore interdependencies between them. Third, a comprehensive model
was developed. The model shows that there are key-security-indicators, which directly
impact the security-status of an organization while other indicators are only indirectly
connected. Based on these results, information security managers should be aware of
direct and indirect MSF's to make appropriate decisions.

5.1 Introduction

Today, most businesses are based or even fully dependent on information such as financial
data for banks to stay at the market and be competitive (Knapp et al., 2006). According
to Thycopic Software Ltd. (2017), 62% of all cyber-attacks are hitting small- and mid-
sized businesses of which 60% are going out of businesses six months after such an attack.
53% of the attacks are causing $500.000 or more (Cisco Systems Inc., 2018) while the
average cost of a data breach was $3.86 million (Ponemon Institute LLC, 2018). Not just
financial losses are a risk but also legal and reputation repercussions (Tu/Yuan, 2014).
Therefore, it is necessary for organizations to keep their information and the underlying
technology secure against business-harming attacks.

In the past, information security was purely a technical concern and therefore, tech-
nical employees were responsible for information security issues within an organization
(Willison/Backhouse, 2006). This perspective fails when it comes to a comprehensive and
holistic view and the overall security strategy. Thus, in the past years, there was a shift
from the executive technology expert to a management responsibility and a more business-
focused view protecting information (Yeh/Chang, 2007; Ashenden, 2008; Ransbotham/
Mitra, 2009). Nowadays, security managers are fully responsible to consider and respond
to information security issues (Abu-Musa, 2010; Soomro/Shah/Ahmed, 2016). Various
cases like the “Equifax breach” had shown the consequences for the top management in
case of information security disregards. There, over 146 million personal information were
stolen because of an unpatched system, which was a technical shortcoming. This causes,
that the company gets rid of their Chief Executive Officer (CEO), Chief Information Of-
ficer (CIO), and Chief Security Officer (CSO) by the “retirement” of them right after
the breach (Bernard/Cowley, 2017). The technical personal was not affected. This goes
further in manifesting the management responsibility within laws like the German Stock
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Corporation Act (§91 section 2) which also requires an active risk management within
companies.

Because of the shift from a technical to a management perspective, the research focus also
changed from studies in a technical context to exploring the management role (Soomro/
Shah/Ahmed, 2016). Managers must be able to take technical threats as well as other
factors like human behavior into account to take the right and effective actions to mitigate
threats (Coronado etal., 2009). To provide necessary funds, make good decisions and
argue to the business, it is necessary for information security managers to understand the
complexity of information security (Willison/Backhouse, 2006) and have a comprehensive
view on the topic (Soomro/Shah/Ahmed, 2016). This comprehensive view with specific
factors and their interdependencies as well as the impact on the security status of an
organization is still a gap in research (Kraemer/Carayon/Clem, 2009; Norman/Yasin,
2013; Soomro/Shah/Ahmed, 2016; Horne/Maynard/Ahmad, 2017; Diesch/Pfaff/Krcmar,
2018). Therefore, this study has the purpose to identify the key factors, evaluate them and
explore interdependencies to finally generate a comprehensive model to understand the
information security complexity and thus provide good information security management
decisions.

The remaining research article is structured as follows. In Section 5.2, previous work on
management practices and Management Success Factors (MSFs) in information security
is described and the need for a comprehensive information security model with current
shortcomings is shown. In Section 5.3, the three-step methodology which contains the
literature survey, the literature analysis, and the expert interview series is presented. In
Section 5.4, the evaluated MSF's are provided. The MSFs in conjunction with interdepen-
dencies are proposed as a comprehensive model in Section 5.5. In Section 5.6, a critical
discussion of the results and areas for future research are highlighted. A conclusion is
given in Section 5.7.

5.2 Background and Motivation

This chapter is divided into three sections. In Section 5.2.1, standards and best practices in
information security management for practitioners and their shortcomings are described.
In Section 5.2.2, the term MSF and the current state of the art in research regarding this
topic is introduced. In Section 5.2.3 the need for practitioners, as well as the gap in the
literature, are highlighted to motivate this research.

5.2.1 Standards and Best Practices

Information security management is often build based on international standards or best
practices (Hedstrom etal., 2011). The terms “standard” and “best practice” are often
used as synonyms but “standards” are usually checked by an international standardization
organization while “best practices” and other frameworks are published independently.

The most common standard from such an organization is the ISO/IEC 27000-series
(ISO/IEC, 2018). This standard is widely accepted, play an important role and it is
possible to certify the organizational information security based on it (Siponen/Willison,
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2009). The ISO/IEC 27000-series defines basic requirements in order to implement an
information security management system. Also, control guidance, implementation guid-
ance, management measures, and the risk management approach is specified. Special
sub-norms are also included in the series, for example, the ISO/TEC 27011 which deals
especially with telecommunication organizations.

In addition to the information security management standard, there are frameworks or
best practices like the NIST SP800-series (NIST, 2018b), the Standard of Good Practices
from the Information Security Forum (ISF) (ISF, 2018) or the COBIT framework (ISACA,
2012). These best practices are used to implement an ISMS, define and develop controls
and address the most pressing problems regarding information security with an overview
for their risk mitigation strategy (Mijnhardt/Baars/Spruit, 2016). All in all, security
standards provide a common basis for organizations to help reducing risks by developing,
implementing and measuring security management (Ernest Chang/Ho, 2006).

Information security management certificates do provide a basic assurance level and show
that some security measures are available. But in practice, experts are skeptical about cer-
tificates. Experts mentioned, that standards do help with compliance but not always help
to reduce risk or improve security (Johnson/Goetz, 2007). Lee/Geng/Raghunathan (2016)
show, that a higher security standard does not necessarily lead to a higher security level.
The following shortcomings of standards were highlighted in the past literature:

(1) Well known standards are very generic in scope and tend to be very abstract (Sipo-
nen/Willison, 2009). For these standards, concrete countermeasures and combina-
tions of them are missing, which leads to inefficient or even misleading risk mitigation
strategies (Fenz etal., 2013).

(2) Standards consists of a huge amount of information. For example, the ISO 27000-
series consists of 450 items with 9 focus areas. This complexity and the fact, that
there are rarely fully implemented standards in small- and medium-sized businesses
in place, leads to a fall back to ad-hoc implementations. An easy to understand
toolkit is missing (Mijnhardt/Baars/Spruit, 2016).

(3) The defined controls and countermeasures of the frameworks are often implemented
without sufficient consideration of the daily work or their need (Hedstrém etal.,
2011). This is because the organization usually do not consider the relationships
between the security concepts (Fenz et al., 2013) and do not check whether a control
is really necessary or less critical (Bayuk/Mostashari, 2013; Tu/Yuan, 2014).

(4) Rigorous empirical studies which consider different factors which may affect the

decisions and validate the standards and best practices are missing in literature
(Siponen/Willison, 2009; Diesch/Pfaff/Krcmar, 2018).

(5) There are regional differences in the use and contexts of frameworks. For exam-
ple, the NIST SP800-series is “developed to address and support the security and
privacy needs of U.S. Federal Government information and information systems”
(NIST, 2018b) while the current standard in Australia is the ISO/TEC 27000-series
(Smith etal., 2010). Therefore the NIST SP800 framework “is individually useful
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but (outside of the U.S.) do not provide a cohesive and explicit framework to manage
information security” (Smith et al., 2010).

5.2.2 Information Security Success

Besides standards and best practices which were described before, there are theories and
concepts in the literature which help decision-makers in information security. Managers
need to know the current information security status of their organizational assets to
make decisions. If there are not well protected, they need possible sets of controls with
the consideration of the related costs to improve the information security situation (von
Solms et al., 1994; Johnson/Goetz, 2007; Tu/Yuan, 2014; Horne/Maynard/Ahmad, 2017;
Diesch/Pfaff/Kremar, 2018).

The literature deals with MSFs to describe the state of information security which is
needed in practice. The term was used first in 1987 to describe factors which take into
account as “catalysts to generate new and more effective systems security activities” in the
security context (Wood, 1987). After that the theory of information systems success of
DeLone/McLean (1992) deals with different dependent and independent variables, which
are indicating a successful information systems strategy and that they can be categorized
into dimensions. Recent studies used other terms in the context of information security:

1. “Information systems security management success factors” are factors to show the
state of elements, which has to anticipate preventing information security failure in
the e-commerce context (Norman/Yasin, 2013).

2. “Critical success factors” describe factors, which influence the successful implemen-
tation of an information security management system (Tu/Yuan, 2014).

3. “Critical success factors are described as key areas in the firm that, if they are sat-
isfactory, will assure successful performance for the organization” (Tu et al., 2018).

In this research, Management Success Factors (MSFs) are defined as factors to show the
state of elements, which has to take into account in order to make appropriate management
decisions in the information security context of an organization. If the security decisions
are appropriate, it assures a successful security performance for the organization.

Current literature mostly looks on factors which influence security separately. To highlight
just a view studies, they separately deal with for example organizational factors (Kankan-
halli et al., 2003; Ernest Chang/Ho, 2006; Kraemer/Carayon/Clem, 2009; Hall /Sarkani/
Mazzuchi, 2011; Narain Singh/Gupta/Ojha, 2014; Mijnhardt/Baars/Spruit, 2016), pol-
icy compliance issues (Hone/Eloff, 2002; Boss et al., 2009; Goel/Chengalur-Smith, 2010;
Ifinedo, 2012; Lowry/Moody, 2015; Johnston et al., 2016) or human factors (Gonzalez/
Sawicka, 2002; Ashenden, 2008; Kraemer/Carayon/Clem, 2009; AlHogail, 2015; Alavi/
Islam/Mouratidis, 2016). The reason for the separation is, that security is managed in a
separate manner in different departments which includes information security, risk man-
agement, business continuity, operational security (Tashi/Ghernaouti-Hélie, 2008). This
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shows that various studies are available which do discuss different factors in great detail
but do not include a integral view on them. There are just a view attempts to consolidate
the body of knowledge in comprehensive MSFs. The information systems success the-
ory explains six factors which are contributing to the systems success (DeLone/McLean,
1992). This view does not include specific security considerations including the costs
and available countermeasures that a manager must consider. The authors self-criticized
the proposed theory because of the missing evaluation. The only other success factor
model was a model of factors, influencing the successful implementation of an informa-
tion security management system (Norman/Yasin, 2013) and not the security decisions
of managers itself.

5.2.3 Shortcomings in Literature and Practice

As the Sections 5.2.1 and 5.2.2 suggest, there are a view shortcomings in literature for
supporting decisions on the security management level. A recent survey of McKinsey &
Company with 1125 managers involved in 2017 identified three main problems, managers
face in order to deal with information security issues (Boehm et al., 2018). These are the
lack of structure within reports with dozens of indicators with inconsistent and too-high
levels of details. The lack of clarity because of reports, which are too technical which a
manager typically not understand. A lack of consistent real-time data.

The lack of clarity within reports is not just present in practice. Managers do not know
all technical details and do not need them because of their teams and experts (May,
1997; Fenz etal., 2013). But they have to establish a security establishment and have
to improve the security status by using a security dashboard (Dogaheh, 2010). The re-
ports and dashboards have to be on the need for information security managers (Wilkin/
Chenhall, 2010) but there are no standards for the content of such dashboards (Bayuk/
Mostashari, 2013). The lack of structure is related to the first problem and causes in the
high diversity and complexity of the information security problem which causes uncer-
tainty and confusion among top managers (von Solms et al., 1994; Willison/Backhouse,
2006; Savola, 2007; Savola, 2009). This causes in the fact, that managers do not make de-
cisions based on data but on their experience, judgment and their best knowledge (Chai/
Kim/Rao, 2011). Therefore, current research asks for a comprehensive approach to in-
formation security management (Savola, 2007; Abu-Musa, 2010; Savola, 2009; Savola,
2013; Tu/Yuan, 2014; Nazareth/Choi, 2015; Soomro/Shah/Ahmed, 2016) which captures
the definition of “factors that have a significant impact on the information security” (Rans-
botham/Mitra, 2009; Leon/Saxena, 2010; Bayuk, 2013; Soomro/Shah/Ahmed, 2016) and
the established relationships between these fundamental objectives (Dhillon/Torkzadeh,
2006; Hu et al., 2012; Soomro/Shah/Ahmed, 2016). This research addresses the described
needs with the development of the first theory of interrelated MSFs, which give a basis for
decision-makers to understand the complexity of information security on an abstract level
and also could be the basis of multiple future needs also described in literature like the
goal based security metrics development (Johnson/Goetz, 2007; Savola, 2007; Boss et al.,
2009; Hayden, 2010; Jafari et al., 2010; Bayuk, 2013; Zalewski et al., 2014; Pendleton et al.,
2017; Diesch/Pfaff/Kremar, 2018).
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5.3 Methodology

To develop a comprehensive model of information security factors for decision makers the
methodology of this work consists of two steps. Figure 5.1 illustrates the steps. The first
step is to find relevant literature with the help of a literature search process described
in section 5.3.1. The second step is to analyze the relevant literature for factors which
have an influence on information security decisions. The results are categorized and high-
level impact factors which are derived from literature. This step is illustrated in section
5.3.2. The third step contains a semi-structured expert interview in order to evaluate the
relevance of the impact factors in practice and explore interdependencies between them.
The results are evaluated and relevant MSFs in practice as well as interdependencies
which results in the comprehensive model of MSF's for decision-makers. In section 5.3.3
the description of the expert interview methodology is shown.

Evaluated \
MSFs

1. Literature Research 2. Literature
. . Factors
search articles analysis

3. Expert Holistic
interview model

Interde-
pendencies J

Figure 5.1: Methodology of theory development

5.3.1 Literature Search

The search process is performed based on the method of Webster/Watson (2002). The
literature search consists of the search scope followed by a keyword-search which ends
in a forward and backward search. To provide high-quality articles, the scope is set
to highly ranked journals within the information security domain and the information
systems management domain because of the relation to the management view. Journals
of the management domain were selected from the Senior Scholars’ Basket of Journals
(AIS Members, 2011). The journals of the security domain were selected from the Scimago
Journal & Country Rank (SJR) (SJR, 2018) with the condition that they need to be part
of the following categories: security, safety, risk or reliability. To not limit the search
only to Journals, the scope was extended to several databases. These are ScienceDirect,
OpacPlus and Google Scholar. OpacPlus is a wrapper of multiple databases including
Scopus, Elsevier, Wiley, and ACM Digital Library. The results of Google Scholar were
limited by 100 hits because the most relevant articles can be found within the first sites
(Silic/Back, 2014). After the scope definition, the following search string was used to find
articles:

(it OR information OR cyber) AND (resilience OR security) AND
(factors OR kpi OR measures OR metrics OR
measurement OR indicator OR management )

Listing 5.1: Global literature search string
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Because the management literature is not information security specific, the search string
of these journals was adjusted to the first two parts:

(it OR information OR cyber)AND (resilience OR security)

Listing 5.2: Adjusted literature search string

Another adjustment was done by searching just for the title and abstract within infor-
mation security specific sources because of the underlying diverse topic. The selection of
relevant articles out of the first keyword search was done based on the title and abstract.
Including criteria was, that there are factors described or mentioned which are influenc-
ing information security decisions. The forward and backward search was applied to all
selected articles while the forward search was based on the cited byfunction of Google
Scholar. The literature identification methodology results in 136 articles. The complete
search matrix with the applied source, the keyword-search hits and the selected relevant
article numbers is shown in Appendix A.

5.3.2 Literature Analysis

The analysis was done based on the “open-axial-selective” approach developed by Corbin/
Strauss (1990) which is a grounded theory approach based on Glaser/Strauss (1967). This
approach was recommended as a rigorous method for analyzing literature (Wolfswinkel/
Furtmueller/Wilderom, 2013). This approach has the advantage, that the whole context
of an article can be analyzed in order to extract factors. Webster/Watson (2002) also
support a literature analysis but with the categorization of a whole article in order to
identify gaps in the literature, pointing out the state of the art and explaining past
research. To extract specific knowledge and categorize this, the coding on a textual level
of articles is more appropriate in this case. The coding follows the following steps:

(1) Assignment of text segments to a “first-order code”. For example, the text segment
“those organizations that have had a systems security function for some time should
use these assessment methods to validate the results of other methods and to cross-
check that they have not overlooked some important vulnerability” (Wood, 1987)
was assigned the cluster “vulnerability assessment” as a factor which influences
information security.

(2) Combines synonymous and their meanings to a “second-order code”.

(3) Categorize the “second order codes” to clusters based on overlapping meanings
(infrastructure overview and asset knowledge), overlapping functions (management
support and management standards) or theoretical constructs (confidentiality, in-
tegrity, and availability).

5.3.3 Expert Interview

Previous research has been criticized in order of missing support of reliability and validity
by empirical studies (Siponen/Willison, 2009; Tu/Yuan, 2014). The first goal of the expert
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interview was to evaluate the factors of the literature and thus generate MSF's which are
relevant in practice. The second and main goal is the exploration of interdependencies
between MSFs to develop the comprehensive model of MSFs.

There are various ways to design an expert interview. This study is designed as a semi-
structured interview (Bortz/Déring, 1995) to combine the advantages of structured and
open interviews. The interviewer is able to give room for explanations but also ensures,
that all answers are given. With these considerations, the expert interview itself consists
of three steps which are the operationalization of the described goals (Section 5.3.3.1),
the selection of experts (Section 5.3.3.2) and the analysis of the expert interviews (Section
5.3.3.3).

5.3.3.1 Operationalization

The interview guide gives the interviewer an orientation and an analysis is more compa-
rable than without any structure. To develop the survey instrument, the rules of good
expert interviews were considered (Bortz/Déring, 1995). The beginning of the interview
was done with an open question on the most important factor, the interviewee considers
for the information security in the organization (Q0). The following areas were discussed
with the experts to support the given goals and control as well as confirm the validity of
the factors:

o Evaluation of factors:
A discussion about the meaning of each factor from a practical perspective was done
in order to evaluate the content of the factors (Q1.1). The practical relevance was
tested by asking about the importance of each factor for the information security of
the organization (Q1.2).

o Exploration of interdependencies:
To explore the interdependencies between the factors and get insights into them, a
discussion about the practical usage and how the experts deal with each factor was
done (Q2.1). To crosscheck the given statements, experts were asked for each factor,
if the factor has a direct impact on the information security of the organization

(02.2).

o Control questions:
Questions about the absence of not mentioned important factors (Q3.1) and if the
experts consider a factor which was discussed to be unimportant ((3.2) are used
to control the completeness of the given factors and further confirm the explored
results.

5.3.3.2 Expert Selection

An expert is a person with specific practical or experimental knowledge about a particular
problem area or subject area and is able to structure this knowledge in a meaningful and
action-guiding way for others (Bogner/Littig/Menz, 2014). The selection of interviewees
was derived by this definition. Therefore, an expert should have several years of expe-
rience in the field of information security which points to specific practical knowledge
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in the field of information security. The expert should have a leading position within
the organization which testifies the ability to the meaningful and action-guiding struc-
turing of the information for others. Also, a leading position supports the underlying
comprehensive view which is required for the goal of this research. The selection results
in 19 participants. They were mainly Chief Information Security Officers (CISOs) (12)
and Information Security Officers (ISOs) (4). The others were one Chief Executive Offi-
cer (CEO), one Chief Information Officer (CIO), and a technical delivery manager. All
experts had 5 years of experience at minimum, 16 years at average and 30 years at max-
imum. This shows, that the selected interviewees meet the requirements and are suitable
for this approach. The participants worked in the following industries at this point in
time: finance, automotive, diversified, aircraft, metal and electrical, services, hardware
and software, and others. All but one organization had more than 2000 employees. This
was the result of the requirements for experts which mean, that the organization has to
had at minimum an information security team, which is typically not available in small
businesses.

5.3.3.3 Interview Analysis

The interviews were analyzed according to Mayring (2015). The basis for each question
was a full transcript of the interview. The process contains of the following steps:

1. Paraphrasing

e Deletion of components that do not contribute or have little content.
» Standardize language level.

o Generate grammatical short forms.
2. Generalization

o Generalize paraphrases on an abstract level.
o Generalize predicates in an equal form.

o Generate assumptions in case of doubt.

3. Reduction (can be done multiple times)

Delete phrases which have the same meaning.

Combine phrases of similar meaning.

Select phrases that are very content-bearing.

Generate assumptions in case of doubt.

To analyze quantitative aspects or interdependencies, Mayring (2015) also suggests two
methods which are called “valence or intensity analysis” (V) and “contingency or inter-
relation analysis” (I) and used to analyze the interviews. Both methods contain mainly
the same steps:

1. Formulate a question.
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2. Determine the material sample.

3. Define the variables (V) / text modules for interrelation (I)
4. Define the scale (V) / rules for interrelation (I)

5. Coding

6. Analysis

7. Presentation and interpretation

5.4 Management Success Factors

The prerequisite for a comprehensive model of MSFs is evaluated MSFs, which have an
influence on information security decisions. In Section 5.4.1, the results of the literature
analysis are shown. These are factors which have an influence on information security
decisions from the literature perspective. After that, the factors have to be evaluated and
proved for their relevance in practice which results in evaluated MSFs. These results are
shown in Section 5.4.2.

5.4.1 Factors Derived from the Literature

The analysis of 136 relevant articles from the search methodology resulted in 188 first-
order codes. A code is a tuple of “factor in literature”-“author”. So for each author, the
different impact factors were coded. These codes appear in the following situations:

(1) They appear directly within the literature. An example is the following sentence
of Atoum/Otoom/Abu Ali (2014) “enrich the framework in other related dimen-
sions such as human resource, organization structures, global governance, requlation
regimes, awareness programs and thus provide a more detailed framework”. This
result directly in the corresponding list of first order codes. Most of these direct
codes appear in enumerations within the introduction or future work sections of the
analyzed literature and are not further explained.

(2) The first order codes are part of a theory. The first order codes are part of a
hypothesis construct with a underlying theory and are tested with quantitative or
qualitative studies. A example work is Kankanhalli et al. (2003) which describes the
impact of the organizational size, the top management support and the industry
type on the information systems security effectiveness. This example results in the
corresponding first-order codes.

(3) Indirectly within the articles or because of their focus. These appearances are
derived from the overall classification of the articles or some descriptions within
the text which are not directly mention the first order code but the meaning was
chosen to name it. The article with the title “design and validation of information
security culture framework” (AlHogail, 2015) is named “security culture” as a first-
order code. A other example for indirect mentions is “those organizations that
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have had a systems security function for some time should use these assessment
methods to validate the results of other methods and to cross-check that they have
not overlooked some important vulnerability” (Wood, 1987) which is “vulnerability
assessment” as a first-order code.

The aggregation of the 188 first-order codes results in 44 second-order codes. The following
aggregation criteria were identified:

(1) Articles describe often, that the codes have the same meaning. An example is
given by Jafari et al. (2010) which described “Safeguards: Protective measures pre-
scribed to meet the security requirements [...], synonymous with countermeasures”.
This in conjunction with “improving the overall information security state by se-
lecting the best security countermeasures (controls) to protect their information as-
sets” (Yulianto/Lim/Soewito, 2016) are safeguards, countermeasures, and controls
a second-order code.

(2) Certain first-order codes are part of or included in other first-order codes which
results in a second-order code. Examples in literature are “Value delivery (i.e. cost
optimization and proving the value of information security)” (Yaokumah, 2014),
“aside from the personnel measures which focus on human behavior” (Sowa/Gabriel,
2009) or “threats, which form part of such risk” (Willison/Backhouse, 2006). This
indicates, that threats are part of risks.

(3) First-order codes are aggregated in order of their underlying object. An example
is “organizational size”, “industry type” and “organizational structure” which are
all features of an organization and thus are aggregated to the second-order code
“organizational factors”.

The aggregation of the second-order codes to clusters and thus the overall factors, in-
fluencing security decisions, is based on common theories in literature. An example is
the theory of the protection goals of information security which is supported by various
authors: “with a goal to compromise Confidentiality, Integrity and Availability (CIA)” or
“it also coincides with the Confidentiality-Integrity-Availability (CIA) framework” (Gold-
stein/Chernobai/Benaroch, 2011) or “one view, which gained especially wide popularity,
is called C-I-A triad” (Zalewski et al., 2014). This theory results in the consolidation of
protection goals in the factor “CIA”.

The result of the literature analysis is 12 factors influencing security decisions, namely:
“Vulnerability”, “Compliance & Policy”, “Risk”, “Physical security”, “Continuity”, “In-
frastructure”, “CIA”, “Security management”, “Awareness”, “Resources”, “Access con-
trol” and “Organizational factors” The detailed codes and the aggregation steps are

available in Appendix B.

The literature analysis confirms the assertions made in Section 5.2.3 which say that various
individual factors are mentioned, enumerated or examined. However, up to now, there
has been no comprehensive view on them, a discussion of the practical relevance is missing
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and the interdependencies of the factors among each other are not described. The result of
this chapter gives an abstract view of current factors in literature, influencing information
security decisions.

5.4.2 FEvaluation of Factors

The explored factors of the last Section 5.4.1 are the basis for the following evaluation and
therefore to transform these factors to MSF's for information security decision-makers. In
Section 5.4.2.1 the practical view of experts on the factors is compared to the literature
view which is derived out of the literature analysis in Section 5.4.1. In addition, challenges
of practitioners are supported for each factor. The result of the relevance validation is
present in Section 5.4.2.2. Section 5.4.2.3 contains the result of the control questions and
thus confirm the validity and relevance of the explored factors.

5.4.2.1 Content Validation of MSFs

The relevance of the factors in practice and their validity makes them to MSFs. The
general context analysis (Section 5.3.3) was used to determine the practical usage and
meaning of the different factors out of the literature. To analyze them, the scope was
set to the whole interview transcripts while the main answers are given by the guiding
question Q1.1 of the interview guide. Because of the methodology design of a semi-
structured interview, the challenges and problems of each factor in practice is a side-result
and also reported here. The following itemization shows each MSF with a description of
the literature view, a consolidated practical view and the challenges practitioners face
regarding each MSF. The literature view is a consolidation of definitions and opinions
out of the literature analysis 5.3.3.3. The practical view and the descriptions of the
challenges are a consolidation of the main opinion of all 19 experts.

e Vulnerability

1. Literature: The definition of a vulnerability in literature is generally a “weak-
ness of an asset or control that can be exploited by one or more threats”
(ISO/IEC, 2018). This definition is very generic and can be technical as well
as non-technical. NIST gives a more detailed definition as a “weakness in an in-
formation system, system security procedures, internal controls, or implemen-
tation that could be exploited or triggered by a threat source” (NIST, 2018a).
Common usage of the term in the analyzed literature is, that vulnerabilities
are technical in nature. More specifically, “a vulnerability is a software defect
or weakness in the security system which might be exploited by a malicious
user causing loss or harm” (Joh/Malaiya, 2011).

2. Practice: Vulnerabilities from the management perspective are always tech-
nical in nature. Specifically, known vulnerabilities within systems and soft-
ware are meant by them. The common understanding of the experts was that
vulnerability is a topic of patch management and a problem of not patched
systems. All organizations do have patch management in place and try to
minimize the vulnerabilities in the infrastructure. The assessment of them
is done with vulnerability-scanners, penetration-tests, automatic scans, audits
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and the definition of toxic software which is detected on systems. Patching
and the elimination of vulnerabilities are done based on the given assessment
methods.

3. Challenges: A problem is, that the vulnerabilities have to be known first. Not
just the knowledge of the vulnerabilities is a problem but also the knowledge
of the assets and the whole infrastructure of an organization is a challenge in
practice. Just if an organization knows the whole assets and infrastructure, it
is possible to determine, if there are known vulnerabilities or not.

e Infrastructure

1. Literature: Infrastructure does have different aspects. Components are tech-
nical systems which itself try to protect the underlying assets or are there to
identify attacks. Examples are firewalls, intrusion detection systems, informa-
tion visibility, compromise detection, defense modeling, and other solutions.
A second important concern is the prevention of attacks without any known
vulnerabilities. This includes architectural decisions to segment the network,
limit open access points or external connections, harden the systems, encrypt
the communication or clean configuration issues. Since these are no specific
vulnerabilities but considered as weaknesses, this topic is a stand-alone factor.

2. Practice: Some of the experts see this factor as a vulnerability-topic but most
of them associate more than that with the infrastructure factor. It is about
knowing all systems and software as well as the connections between them and
if they are secured or not. It is also about the “hardening” of all available sys-
tems, make threat models and secure the infrastructure in each network layer.
To accomplish that, the experts use hardening-guidelines, secure deployment,
installation routines, design reviews and configuration management databases.

3. Challenges: Problems are the complexity of the activity, that it is difficult to
check the wright implementation of the hardening guidelines and the above-
mentioned problem of the difficulty to know all available systems and their
connections.

« Compliance & Policy

1. Literature: Security policies are an “aggregate of directives, regulations, rules,
and practices that prescribes how an organization manages, protects, and dis-
tributes information” (NIST, 2013b). All activities concerning compliance and
policies like policy deployment, policy effectiveness, legal compliance, and reg-
ulatory requirements are subsumed in this factor. The literature describes also
multiple characteristics for good and bad policies and controls which have an
influence on the information security of organizations.

2. Practice: This factor means the implementation of requirements which are
given from external and internal. These include laws, policies from the man-
agement and requirements from standards to get certificates. Practitioners use
frameworks to implement them and audits as well as self-assessments to check
them. This frameworks and policies help organizations which have not the
common knowledge to consider all aspects of security.
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3. Challenges: 100% compliance does not mean 100% secure. This factor alone
does not help in case of security but without, it is not possible to make audits
or push measures through.

e Security management

1. Literature: This factor subsumes all process activities within the information
security management system and operational tasks like change management,
incident management, process effectiveness measurement and the implemen-
tation of security standards. All aspects of the Plan-Do-Check-Act approach
of the ISO/IEC 27000 (ISO/IEC, 2018) are part of the security management
factor. The other part are strategic topics like goal definition, top management
support, governance, and strategic alignment as well as the documentation of
these activities. Also, an important aspect in literature is the communication
with employees and the top management. The ISO/IEC 27000 defines security
management as a “systematic approach for establishing, implementing, op-
erating, monitoring, reviewing, maintaining and improving an organization’s
information security to achieve business objectives” (ISO/IEC, 2018). This
definition shows that the monitoring part is also established within this factor.
There are different methods and processes described to continuously improve
the information security of an organization. This covers the implementation of
metrics and the topic of compromise detection.

2. Practice: There are two management approaches in place. The risk-based and
the control-based approach. There are various processes in place to support
the two different approaches. Therefore the experts control their management
processes with audits and using the Plan-Do-Check-Act framework from the
ISO/IEC 27000 (ISO/IEC, 2018). The next important aspect for the intervie-
wees was the business (top) management support and their understanding of
the risks the organization is facing.

3. Challenges: A problem is the missing knowledge of concepts behind the secu-
rity processes and also the lack of knowledge of available actions for improve-
ments. The security management does not have an impact on the security of
an organization without this knowledge.

e Awareness

1. Literature: The definition of awareness in literature is to be aware of secu-
rity concerns (NIST, 2013b). Awareness in academic literature is discussed in
different subjects. Including in this factor are behavioral topics like employee
behavior, user activities, user interaction but also user reaction, user errors, and
faults. All parts depending on knowledge like skills, education, training, and
competence are also including in the awareness factor. Awareness in literature
is not just about peoples behavior but also the personal needs of them, privacy
issues, trust concerns as well as cultural thoughts and the social environment.

2. Practice: All topics that concerning people and can not be treated with tech-
nology are subsumed by awareness. Typical understanding is the employee as
a vulnerability with human errors, human behavior or not enough knowledge.
A typical countermeasure is web-based and conventional training. Practition-
ers test their employees with own phishing-campaigns or check click-rates on
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their proxy-servers. Cultural and privacy concerns are not often taken into
consideration.

3. Challenges: Challenge in practice is, that awareness activities are very re-
source heavy and the effects are not that huge. Countermeasures often do
not lead to measurable effects, they lead to annoyed employees and therefore,
employees more often fail the same tests.

« Risk

1. Literature: The risk factor is discussed as an overall risk management concern
with possible threats, the likelihood of their occurrence and the possible impact
on the organization. Literature mostly discusses the risk management process
and the possible handling of present risks like prevention, tolerance, exposure,
prediction, and perception. A comprehensive definition is given by the NIST
SP800-37: “A measure of the extent to which an entity is threatened by a
potential circumstance or event, and typically a function of: (i) the adverse
impacts that would arise if the circumstance or event occurs; and (ii) the
likelihood of occurrence” (NIST, 2018a).

2. Practice: Experts use the same definition and understanding of risk as in
literature. A risk is a severity and likelihood combined with an issue. Informa-
tion security is the applied risk management because it is used to prioritize and
define countermeasures. Therefore, all of the experts have risk management
based on certain standards like ISO/IEC 27000 or NIST in place.

3. Challenges: Not all risks can be mitigated, because of missing resources or
other restrictions. Some managers also have problems to define risks which are
understandable for technical employees or even for the top management. Also,
the availability of the underlying data is a challenge in practice. An example
of this is the consolidated view on possible threats. There are various technical
solutions like threat intelligence platforms available on the market which helps
to consolidate these data. The problem comes with the combination of the
different factors to define the risk. A possible threat alone is not important
for the information security management. The challenge is to analyze the
underlying assets and their vulnerabilities and check if the threat can exploit
one of these. After this combination, the risk can be defined and is useful for
an information security manager.

e Access control

1. Literature: Access control is not mentioned as a part of countermeasures.
This topic is such important that it often emerges as an independent and
important factor for security. Access control contains account management,
software access control as well as access rights. It means “to ensure that access
to assets is authorized and restricted based on business and security require-
ments” (ISO/IEC, 2018).

2. Practice: Access control is the management and regulation of access to sys-
tems, applications, data, and infrastructure. It is not just about the access
but also the key management, role administration, classification of data and
the management of the identities within organizations. Therefore the experts
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have procedures per applications, try to implement the common principles like
the need-to-know- or the least-privilege-principle. They check the available ac-
cesses, have identity and access management in place and use tools to monitor
them.

3. Challenges: Challenges occur in case of on-, off-boarding and department
changes as well as the more and more open culture of organizations with “bring
your own device” and “cloud infrastructure”. Not just the open culture but also
technologies and trends like the “internet of things” and “mobile devices” are
increasingly a problem for this factor because each of these devices also has an
identity. This increases the complexity of managing access control and has to
be considered by choosing such technologies.

« CIA

1. Literature: This factor is based on the overall theoretical construct of the
protection goals of information security. Therefore the codings confidentiality,
integrity, availability, as well as underlying goals like the non-repudiation, are
subsumed in this factor. Articles about security metrics and security success
are mostly based on this factor and plays a huge role in the security discussion.

2. Practice: In practice, this factor is a theoretical construct with the same
definition as in literature. It is used to communicate with the business man-
agement, to classify the need for protection or is not used in practice at all.

3. Challenges: The problem in practice is that these classes can not be uniquely
assigned to countermeasures. Many experts consider this factor as an academic
construct, which is outdated and not really practicable.

e Organizational factors

1. Literature: The organizational factor itself means the properties of an or-
ganization which has an influence on the security of this organization. There
are multiple authors which mentioned the influence of several factors like the
organizational size, the industry type or the internal and external structure of
the organization.

2. Practice: These factor has the same meaning in practice like in literature.
Most of the experts are not dealing with it because there are no possibilities to
change the characteristic of the organization from their perspective. But it is
considered in other factors like risks or in consideration of the implementation
countermeasures. Practitioners say, that it might influence the possibilities of
an organization.

3. Challenges: A challenge is, that some attack surfaces are not influenced by
any type of character an organization could have. A good example of this is
ransomware which does not even look at the victim they attack.

o Physical security

1. Literature: This factor have influence in reducing the opportunity to ac-
cess assets physically in form of physical entry controls, the protection of the
environment, building security with fences or other countermeasures, travel
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security and all activities around this. The literature does not mention this
factor very often but consider it as really important for organizations and their
management.

2. Practice: Physical security is the physical protection of buildings, offices,
servers, and hardware. It also contains the protection of the environment,
persons, traveling and environmental disasters. Interviewees do work together
with other departments dealing with this factor. It is mainly not the part of
the security department of an organization.

3. Challenges: The topic gets less important in times of the changing envi-
ronment like mobile offices, roaming-users, home offices and cloud computing.
This change brings with it other challenges.

o Continuity

1. Literature: Continuity is split in business continuity and IT continuity. In
case of cyber security, the term “refers to the ability to continuously deliver
the intended outcome despite adverse cyber events” (Bjorck etal., 2015). The
business continuity is on a more abstract level than cyber or it continuitiy and
is defined as a “predetermined set of instructions or procedures that describe
how an organization’s mission-essential functions will be sustained |...] before
returning to normal operations” (NIST, 2013b). Resilience is not often rep-

resented in the literature and has already been identified as a research gap
(Diesch/Pfaff/Krcmar, 2018).

2. Practice: This factor is understood as the goal of the business as well as
a partial goal of information security. Important is a continuous IT and a
disaster and recovery plan which should be tested from time to time. There
are opposite opinions in relation to Business Continuity Management (BCM).
Some experts say, that requirements come from the BCM to the information
security management and others say, that they are being submitted to the
BCM.

3. Challenges: A challenge is finding a common understanding and effective
communication between BCM and IT continuity.

e Resources

1. Literature: Resources are not just money but also the availability of good
skilled and well-educated employees. More general resources are “information
and related resources, such as personnel, equipment, funds, and information
technology” (NIST, 2013b). The literature describes this factor as a limitation
and mostly in a negative way. The perspective is given that, if you do not have
enough resources, the organization is not able to implement security which as
a negative influence. A second part is the cost-effectiveness of countermeasures
and the Return on Security Investment (ROSI).

2. Practice: In practice, this factor is mostly addicted to budget, which has to be
given by business management. A small part is also the number of employees
with good knowledge and a appropriate education. Therefore, experts have
applied budget-processes and recruitment campaigns. Cost-effectiveness and
ROSI is not mentioned by the practitioners.
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3. Challenges: Problems are often in place of buying expensive tools and equip-
ment in the security field and the argumentation of their adding value. It is
often a tension between business management and security management.

Partial aspects of individual factors are not covered by the literature or are not considered
in practice. However, the contents and the understanding of the factors from the literature
analysis agree with those of the experts. The challenges are not supported by all of the
experts, because this was no explicit question. Thus, they were just included, if there
are more than 2 mentions of the same challenge. The challenges further indicate, that
a comprehensive model of them could help, improving the understanding of information
security within organizations and also to help, improving specific factors.

5.4.2.2 Relevance Validation of MSFs

The “valence or intensity analysis” (Section 5.3.3) was used to not just validate the factors
concerning their content but also to determine their relevance in practice to the informa-
tion security of an organization. Therefore, the scope of the analysis was also set to the
whole interview transcripts but the main question supporting this validation is Q1.2. A
4-point Likert-scale which points out the importance of the factor for the information
security of the organization is used. The coding of the scale is from not important (not
imp) to important (imp). Table 5.2 shows an assorted view of the result. The assortion
is based on the sum of the codings for “not important” and “rather not important” in
conjunction with the sum of the coding “rather important” and “important”, descending
by the importance of the MSFs.

MSF not imp rather not rather imp
imp imp

Vulnerability 0 0 7 12
Resources 0 0 7 12
Awareness 1 0 6 12
Access Control 0 1 8 10
Physical Security 1 0 11 7
Infrastructure 0 1 12 6
Risk 0 1 12 6
Continuity 1 1 13 4
Security Management 3 1 8 7
Organizational 3 4 11 1
CIA Triad 7 1 8 3
Compliance & Policy 6 3 7 3

Table 5.2: Importance of MSF's for the IS of organizations (number of experts)

This result support, that all factors are relevant in practice. The last three factors are
“Organizational factors”, “CIA” and “Compliance & Policy”. For all of them, the experts
do have an explanation, why they are less important than the other factors. “Compliance
& Policy” are not important for the information security of the organization itself but
are necessary to comply with the law, to enforce countermeasures and to align the top
management of the organization. The “CIA” factor is a goal factor and is useful to
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communicate and explain different risks or attacks and their impacts. “Organizational
factors” are less important because there are cases, in which these factors are important
but there are also attack scenarios in which this factor is not important. The management
has to consider all the factors in order to make good decisions. The proposed factors are
valid in their context as well as relevant in practice for decision-makers and thus are now
called Management Success Factors (MSFs).

5.4.2.3 Control Questions

The main control questions (3.1 and (3.2 are used to ask for factors, which are important
to make decisions and are not present in the interview guide as well as a consideration
of the most unimportant factor. The most experts (12) do not have a factor, which is
really unimportant. The only mentions of factors were the “Compliance & Policy” as well
as “CIA” which agree with the ranking on the previous result. The question of missing
factors results in a similar situation like before. 10 experts do not mention missing factors.
The other factors which are missing are “management support”, “external interfaces”,
“threat landscape” and “strategy” which are part of the coding and thus included in the
aggregation of the literature analysis.

5.5 A Comprehensive Model of MSFs

The purpose of this research was the development of a comprehensive model of MSFs
for information security decision makers. This result section combines the previous re-
sults with evaluated and relevant MSFs and adds interdependencies between them. The
interdependencies were explored with the help of the “contingency or interrelation anal-
ysis” method (Section 5.3.3). The scope is the whole interview which was analyzed. The
following text modules are examples to identify interrelations:

e ... have a direct impact on ...
e ... is a basis to ...

e ... is essential for ...

e ... is the goal from ...

e ... is considered in ...

Figure 5.2 shows all MSFs with their interrelations based on the expert interview. Solid
ovals are representatives for the MSFs. Dotted ovals are representatives of concepts
necessary to explain certain interdependencies. In this case, “Information security” is
the representative for the information security status of an organization. The statement
behind this is, that certain factors do have a direct impact on the information security
status of the organization. The dotted oval “Countermeasures” is a part of the factor
“Security management” but have important interdependencies which are explained by
the experts. Thus, the security management itself does not have a huge impact on other
factors, but they define and implement countermeasures which do have an influence on
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the MSFs given in the figure. Rectangles within the picture clusters multiple MSFs
with the same interdependency to other MSFs. The dotted line within the rectangles
indicates, that all MSFs which are left of this line, are not the primary part of the
information security department of an organization. They are from other departments
like the cooperate-security in the case of “Physical security” and the business continuity
in case of “Continuity”. However, the collaboration between the departments is very close
and the MSFs must certainly be considered in information security as well.
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Figure 5.2: A comprehensive model of MSFs for information security decision-makers
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Key security indicators. The term key security indicator is not present in literature but is
mentioned by practitioners. Key security indicators are MSFs, which have a direct impact
on the security status of the organization. Therefore, the rectangle which includes the
MSFs “Physical security”, “Vulnerability”, “Access control”, “Awareness” and “Infras-
tructure” are key security indicators. Because of the direct connection to the information
security concept, these factors are considered as indicators of the actual information secu-
rity status of an organization. Security management has to implement countermeasures
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to actively improve these factors. These are the most important factors because of their
direct impact.

Security goals. The MSFs “Continuity” and “CIA” are the protection goals of information
security. This cluster is considered in the “Risk” MSF by data classification as well as a
communication instrument which describes the impact of certain risks to top managers
or technical employees. Disasters and continuity thoughts are also considered as risks
which are the basis for recovery plans. The security goals are considered as the least
important part of the MSF model by experts (Section 5.4.2.2) because they do not actively
improve the security status and just help by prioritizing risks and communicate them to
the business management.

Risk. The MSF “Risk” have the most interrelations and is the basic input for “security
management”. It uses security goals like described before. A prerequisite and a part of
risks are key security indicators. They show the current information security status of
which weaknesses were deriving. This, in combination with possible threats, the impact
on the organization, and the likelihood of occurrence is a risk. Risks are influencing the
“Security management” and is a basis to prioritize and define “Countermeasures”. The
management mostly uses standards and best practices like the ISO/IEC 27000 (ISO/IEC,
2018), NIST SP800-30 (NIST, 2015), NIST SP800-37 (NIST, 2018a) or others to deal with

risks and derive countermeasures in a structured way.

Security management. The cluster with “Organizational factors” as well as “Resources”
are MSFs which cannot be directly influenced by the experts. They are either given
in case of “Organizational factors” or are set by the business management in case of
“Resources”. They are considered in the “Security management” in conjunction with the
“Risk” MSF which are the basis to develop and implement countermeasures which should
improve the key security indicators. “Compliance & Policy” are aids which help to enforce
countermeasures with employees and are necessary to comply with laws. “Compliance &
Policy” is split into external and internal rules which causes the interdependency in both
ways to and from the “Security management” MSF. “Security management” define rules
and external rules are influencing the “Security management”. These rules are considered
as the least important by the experts (Section 5.4.2.2) because they are not actively
improving the security situation but are helpful to enforce countermeasures and help to
deal with the topic.

5.6 Discussion and Future Research

The results of this research propose a comprehensive model of MSF's with their interdepen-
dencies for information security decision-makers. The MSFs were supposed based on the
literature and are evaluated by experts from practice. These interviews also support in-
terdependencies between the MSFs. The combination of these results in the development
of the comprehensive model of MSFs.

Practitioners, as well as the literature, stated the need for a comprehensive view of the
information security of organizations. The proposed model does support an abstract and
comprehensive view of the complex topic of information security from the management
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perspective. The different MSFs are not explained in great detail but the interdependen-
cies between them and the overall decision-making process are present in this research.
The model gives a basis to decision-makers, which with information security management
and help to decide if certain countermeasures are necessary or even useful. It is not just
a basis for security managers but also for the business management as well as technical
employees. With the help of this model, they are able to understand the difficulties and
retrace certain decisions better. A better understanding also leads to better alignment
and awareness.

The results are related to several other studies. Past literature does support a great expla-
nation and study of different factors in detail and stated the importance of them. Studies
also deal with models of different factors like awareness and their components. This re-
search supports a comprehensive overview of high-level factors (MSFs) and a validation of
them as well as a discussion of the relevance of these factors which has been criticized as
missing in past articles. The research adds value to the research community by exploring
interdependencies between the evaluated MSFs and propose a comprehensive model from
the perspective of information security decision-makers. Best practices and standards are
very generic and mostly describe processes. But, a complete implementation does not
necessarily lead to better security and the standards have been criticized, also by experts
in the interview, that they are just frameworks to be compliant. The interdependencies
of the comprehensive model in this research help to decide which countermeasures are
appropriate and which are not necessary. The standards and best practices give action
proposals for improvements of the MSFs and thus complete this research with the next
step after the decision was made.

Current standards and best practices, for example, the ISO/IEC 27000-series, the NIST
SP800-series or the ISF are important to structure the processes of improving the infor-
mation security of an organization. These documents either describe processes based on
a risk management approach to implement countermeasures or define controls which have
to be implemented to comply with the standard. The most experts in the interviews said
that they combine two or more of them and uses the concepts they need or are appropriate
for them to improve the information security status of the organization. The proposed
model in this research contributes to these standards by improving the overall understand-
ing and the interdependencies between the concepts described in the standards. Also, the
model is a possibility to report the information security status based on the MSFs. Such
a reporting is missing in the current standards and best practices as well as in research
articles. The missing reporting standard or suggestions for that is a need which all of
the interviewed experts have. Experts also struggle to report the information security
decisions and status to the business management in an abstract and understandable way.
The current solution of the interviewed experts is that they develop their own reporting
standard. These reports do not contain aspects which can be compared with other busi-
nesses or even business units. The results of this research support these needs and can be
used as a basis for such a reporting standard. Experts also looking for dedicated technical
solutions like threat intelligence platforms, security incident management systems and in-
formation on indicators of compromise to mention just three. These technologies help to
consolidate various information and present them to the management. Each technology
is useful for a specific area. This research can help to argue the implementation of specific
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technologies, to illustrate their role in the overall security context and to identify gaps
within the security landscape of an organization in which technologies could help.

The result can also be interpreted from the perspective of the information security status
of an organization. From this perspective, the model indicates, that the key security
indicators are important to improve the information security status of the organization.
This interpretation in mind, small- and medium-sized businesses with fewer resources and
not that much competence could implement light-weight countermeasures, which focus on
the key security indicators. It could be a quick-win for the decisions in those organizations
to focus on the key security indicators. This does not mean, that the standards and best
practices or even the other factors of the model should be ignored by small- and medium-
sized business. To continuously improve and monitor the information security status in
a structured way, the processes and concepts of these standards have to be implemented
and used. The proposed model can help these businesses and their management with less
expertise in the field of security to understand the interdependencies between relevant
concepts, understand which factors are influential and also which factors a manager has
to consider by making decisions. Even which factors have to keep in mind to make well-
informed decisions.

This study uses a mixed method approach with a literature analysis followed by a semi-
structured interview to generate the results. Although a rigorous methodology was used,
the study has several limitations. Despite the validation and the discussion with experts,
a bias in the interpretation of the texts and the creation of the codes cannot be excluded.
Surveyed experts are mainly active in large organizations. Some of them were previously
employed in smaller businesses, but the inclusion of opinions from managers of smaller
organizations could change the outcomes and importance of individual factors.

The results give many opportunities for future research. The proposed model is based
on interdependencies, which are explored by a qualitative study. The interdependencies
should be further tested with quantitative approaches to ensure their validity. Certain
MSEFs were clustered into rectangles. There could be interdependencies between the con-
taining MSFs on deeper levels, which are not be explored in this study. Also, a look
deeper within the certain proposed MSFs would be a possibility for future research. Open
question from past literature could be solved with a more focused approach based on this
results. Leon/Saxena (2010) identified a gap of the security metrics approach, which was
not goal-focused in the past and suggested the development of a goal-list which could im-
prove further security metrics development. This comprehensive model and their MSFs
could be considered as a list of security goals from the management perspective and
thus can be the basis of such research. Also, past metric approaches are mainly based
on the individual security processes and thus is not appropriate for cross-organizational
comparisons (Bayuk, 2013). A metrics approach based on a comprehensive model could
be suitable for this. Also, the interview partner requested a dashboard and reporting
standard for key security indicators which is not present in standards, best practices or
research articles. To reduce the shortcomings, a future study is possible, which includes
small- and medium-sized businesses and integrate them in the proposed model.

Information security managers should consider all the explored MSF's by taking deci-
sions. The countermeasures and processes should not only be adopted because of their
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appearance in standards and best practices, but they should appropriate in the given
situation. A common practice is also the fallback to risk acceptance (Bayuk, 2013) which
do not improve the security status at all but is very easy to implement. The results of
this study facilitate the understanding of the complex topic of information security and
enable more people to make appropriate decisions and take the right actions within their
current situation.

5.7 Conclusion

This research is suggesting a comprehensive model of management success factors (MSF's)
for information security decision-makers. Therefore, a literature analysis with an open-
axial-selective approach of 136 articles is used to identify factors which have an influence
on the information security decisions of managers. A validation of these factors, as well
as the check for their relevance, was supported by conducting an interview series of 19
experts from practice. This results in 12 MSFs. To finally develop the comprehensive
model, the interviews are the basis to explore interdependencies between the MSFs.

This research suggests that “Physical security”, “Vulnerability”, “Access control”, “In-
frastructure” and “Awareness” are key security indicators which have a direct impact on
the information security status of an organization. The “Security management” have to
consider “Risks”; “Organizational factors” and available “Resources” in order to generate
countermeasures, which have an influence on the key security indicators. “Compliance
& Policy” is an aid to enforce countermeasures and be compliant with laws. The well
discussed MSF “Risk” is considering the security goals “CIA” and “Continuity” and also
is using key security indicators to determine a risk level which is used to prioritize coun-
termeasures.

This research offers a high-level view of the complex topic of information security decision-
making from the perspective of security management experts. The comprehensive model
of MSF's helps them and other employees as well as the business management to better
understand the security needs and certain decisions in this context and thus improve
their awareness. Future development of goal-oriented metrics and methods to quantify
the status of information security as well as methods to aggregate them based on the key
security indicators are not just interesting in research but also asked by practitioners.
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SoK: Linking Information Security Metrics to
Management Success Factors

Abstract: Information security metrics are used to measure the effectiveness of informa-
tion security countermeasures. A large number of metrics and their technical nature cre-
ates difficulties when generating reports for the information security management level of
an organization. Managers struggle with the usefulness and clarity of the metrics because
they are not linked to the security management goals. Also, responsible managers with no
technical information security background struggle to understand the metrics. Therefore,
this study uses a state-of-the-art literature analysis together with the Goal-Question-
Metric approach to investigate linking technical security metrics to management success
factors. This study enables the management to design appropriate security reports for
their organization and to direct the metrics toward making goal-oriented decisions. Fur-
thermore, the study invites future research by revealing areas in which security metrics
do not exist and create new solutions and studies to suggest a standardized information
security dashboard.

6.1 Introduction

Information security is one of an organization‘s most important issues. If an organization
does not deal with information security, the repercussions affect not only finances but also
the firm‘s reputation and legal standing (Tu/Yuan, 2014). Therefore, various standards
and best practices like the ISO/IEC 27000 series (ISO/IEC, 2018), the NIST 800 series
(NIST, 2018b) or other national and international frameworks like COBIT (ISACA, 2012)
or ITIL have been put in place. These standards all deal with metrics and measurements
for the implementation and further improvement of the information security management
within organizations.

An information security assessment is one of the most important activities conducted by
information security management and technical information security employees. Audits
or security metrics are the methods used to assess an organization‘s information security
status. Because information security can not be measured directly (Zalewski et al., 2014),
multiple measures will be needed in order to quantify aspects of the complex information
security construct (Vaughn/Henning/Siraj, 2003). Therefore, most of the standards and
best practices currently in place describe multiple metrics needed to quantify certain
aspects of information security. These standards and best practices include the ISO/IEC
27000 series with the ISO/IEC 27004 document (ISO/IEC, 2009) and the NIST 800 series
with the special publication NIST SP 800-55r1 (NIST, 2008) to mention only two.

These standards have different areas of focus. While the ISO/IEC 27000 covers the
information security management perspective, the NIST 800 series deals with a more
technical view. The different perspectives are derived from the shift in responsibility
from the technical information security employees to management (Diesch/Pfaff/Kremar,
2020). Management has other questions than technical employees have. These include
questions like whether the security is better this year, what management is getting for
their security dollars or even how to compare their security to that of their peers (Geer/
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Hoo/Jaquith, 2003). These questions must be answered not only by information security
experts who have become managers but also by managers with less security knowledge.
These managers are often located in small- and medium-sized businesses and came from
other areas of expertise. Now they have to deal with issues involving complex information
security and be responsible for it. To answer the management questions, rigorous metrics
need to be defined and linked to the organization‘s management goals in order to support
management decisions.

There are various information security metrics and frameworks in place for management.
However, there is a gap in the connection between the technical security metrics and
management ‘s goals. Information security managers tend to develop metrics with a top-
down approach based on international standards, but they do not consider the realities
of daily work (Hedstrém etal., 2011). Also, many security managers make decisions
based on their experience, judgment and best knowledge. The reason for this is that
managers do not have effective metrics in place, that security is complex and sensitive,
and managers sometimes do not have enough historical data (Chai/Kim/Rao, 2011).
Recent research articles have mentioned the gap that exists because of security metrics
that are not connected to existing information security models or are not aligned to the
management goals and strategic objectives of information security management (Bayuk/
Mostashari, 2013; Collier et al., 2016; Pendleton et al., 2017; Azuwa/Sahib/Shamsuddin,
2017; Diesch/Pfaff/Kremar, 2018).

This paper investigates the question of how information security metrics characterize
and quantifies certain aspects of management success factors in the information security
area. For this purpose, a literature analysis was conducted to obtain information secu-
rity metrics. The next step was to use 12 management success factors (Diesch/Pfaff/
Kremar, 2020) as goals to conduct a Goal-Question-Metric approach in conjunction with
the previously obtained information security metrics. This methodology was suggested by
Rudolph/Schwarz (2012) which also stated the given gap and conclude, that this should
“lead to a more goal-oriented strategy for deriving metrics that answers relevant questions
and met predefined security goals”. The result is a list of metrics organized in clusters by
questions and overall information security management goals. To the best knowledge of
the authors, this is the first time information security metrics and information security
management goals have been mapped this way. This research also includes a detailed
description of what these metrics measure from the management perspective.

The remainder of this paper is structured as follows. Section 6.2 discusses the back-
ground and related work as well as the prerequisites for this paper. Section 6.3 outlines
the methodology used to obtain the results. The results with the clustered information
security metrics, the linkage to the management goals and a detailed description is given
in Section 6.4. Section 6.5 critically discusses the results and contains suggestions for
future research. The paper closes with a conclusion of the entirety of the work in Section
6.6.
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6.2 Background and Related Work

A discussion of the link between information security metrics and the information security
management goals includes the background of both worlds. Thus, Section 6.2.1 outlines
the information security metrics with their different research areas and their focus in the
past. Also, a definition of the terms is given within this section. In Section 6.2.2, an intro-
duction to the current standards and best practices in information security management
is included along with management success factors defined in the literature.

6.2.1 Information Security Metrics

The terms metric and measure are mostly used as synonyms in both practice and the
literature. Also, the term metric does have different definitions depending on the sub-
ject area, the authors’ preference, or the context in which they are being used. Azuwa/
Sahib/Shamsuddin (2017) reveals six different definitions of the term metric and measure-
ment. This work differentiates the meaning of metrics and the measurement according
to Pendleton etal. (2017). The authors noted that “metric refers to assigning a value to
an object while measurement is the process of estimating attributes of an object” (Pendle-
ton etal., 2017). In order to clarify the meaning of metrics, the following definition by
Verendel (2009) is used in this research: “A metric assigns data onto some kind of scale
in order to correctly represent some security attribute of a system under consideration”
(Verendel, 2009).

Information security metrics are well discussed in existing research. Articles deal with the
development of metrics (Zalewski et al., 2014; Mazur/Ksiezopolski/Kotulski, 2015; Col-
lier et al., 2016; Young et al., 2016), taxonomies (Vaughn/Henning/Siraj, 2003; Purboyo/
Rahardjo/Kuspriyanto, 2011; Pendleton etal., 2017), usefulness of individual metrics
(Bayuk, 2013; Savola, 2013) and their visualization (Savola/Heinonen, 2011). This un-
derlines the statement that the “development of metrics that are valuable for assessing
security and decision making is an important element of efficient counteractions to cyber
threats” (Doynikova/Fedorchenko/Kotenko, 2019). However, as multiple authors have
pointed out, there is a lack of a link between information security metrics and manage-
ment goals (Bayuk/Mostashari, 2013; Collier et al., 2016; Pendleton etal., 2017; Azuwa/
Sahib/Shamsuddin, 2017; Diesch/Pfaff/Krcmar, 2018).

6.2.2 Information Security Management

Information security management is currently based on international standards and best
practices. The ISO/IEC 27000 series is one of the most used standards and defines an
Information Security Management System (ISMS). The ISMS is based on risk assessment
and the individual risk acceptance level of an organization. “It is a systematic approach for
establishing, implementing, operating, monitoring, reviewing, maintaining and improving
an organization’s information security to achieve business objectives” (ISO/IEC, 2018).
Besides the ISO/IEC 27000, there are other well-known frameworks and best practices
like the NIST 800 series, COBIT, ISF, and NIST. Not all of them deal exclusively with
information security management but they all do at least deal with parts of it. These
documents define certain metrics for measuring the effectiveness of the ISMS. However,
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these metrics do not completely cover the minimum security requirements (NIST, 2008),
and they struggle in structure and clarity as a recent study of McKinsey & Company
pointed out (Boehm et al., 2018).

Soomro/Shah/Ahmed (2016) introduced a literature review on information security man-
agement and concluded that a holistic view on information security is missing in the
literature. Based on this argumentation, Diesch/Pfaff/Kremar (2020) developed a com-
prehensive model of management success factors for information security decision-makers
based on standards, a state-of-the-art literature analysis, and an expert interview series.
The model proposes 12 management success factors that have to be taken into account
when making information-security-related decisions and deriving corrective actions. These
factors are access control, awareness, infrastructure, vulnerability, physical security, CIA
triad, continuity, risk, compliance & policy, security management, organizational factors,
and resources. The first five factors are defined as key security indicators and the root
cause of information security management decisions. As suggested within this article,
these management success factors serve as management goals for this research. These
categories were used because no other comprehensive model or theory was present in the
literature - to the best of the authors knowledge.

6.3 Methodology

This section describes the methodology used to define metrics within current literature
(Section 6.3.1). It also describe the Goal-Question-Metric approach to link the metrics to
management success factors (Section 6.3.2).

6.3.1 Literature Analysis

The literature analysis has the goal to define metrics used in practice for describing
aspects of information security. To reproduce the process of getting literature sources,
the method of Webster/Watson (2002) was used. To obtain the most relevant literature
in the search process, a keyword search was performed within academic databases. The
searched databases were ScienceDirect, OpacPlus, and Google Scholar. OpacPlus is a
wrapper that encompasses multiple databases like Scopus, Elsevier, IEEE Xplore, and
Wiley to mention just a few. The search within Google Scholar was limited to the first
100 articles because the most relevant sources always appear on the first page (Silic/Back,
2014). The search string that was used to get the initial list of articles was:

(information OR cyber)
AND security
AND (metrics OR indicators OR measures)

Listing 6.1: Literature search string

The search was conducted by searching within the title, abstract, and keyword fields. The
next step in the search process was to filter the number of articles according to the relevant
articles by topic based on the title and abstract without duplicates. Finally, the articles
were analyzed by searching for metrics. Articles that do not introduce metrics to measure
an aspect of information security was excluded. All the steps and the number of articles
within these steps are shown in table 6.2. In addition to the database search, the standards
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ISO/IEC 27004 (ISO/IEC, 2009) and NIST SP 800-55 (NIST, 2008) were included in the
literature analysis. The 45 resulting articles in the reduction step were analyzed by the
first two steps of the “open-axial-selective” approach (Corbin/Strauss, 1990), which is not
just the definition of clusters to a whole article but is about assigning first-order-codes to
the content of the articles. The resulting metrics were first-order-codes. The second step
is to combine synonyms and their meanings into second-order-codes. These are the result
metrics for the step described in the following section 6.3.2. With this approach, metrics
are included that are part of standards and best practices or are introduced by academic
literature to measure aspects of information security.

Data source Hits Reduction Relevant

OpacPlus 132 25 15
ScienceDirect 489 12 4
Google Scholar 100 6 5
Standards 2 2

Total 721 45 26

Table 6.2: Literature search process

6.3.2 The Goal-Question-Metric Approach

The Goal-Question-Metric approach (Basili/Weiss, 1984) is the most known and accepted
method to develop goal-oriented metrics. One requirement for metrics is, that they should
be goal-oriented by definition. Therefore, the last step of the previously stated “open-
axial-selective” approach, which would be clustering the metrics by their meanings, is
replaced. A clustering from bottom to top would result in metric-oriented clusters. In-
stead, a top-down approach from management success factors to metrics was used to
cluster the metrics defined in the previous step. First, the 12 given management success
factors (section 6.2.2) were used as goals for management. Second, questions were devel-
oped to explain aspects of each given goal. Last, the given metrics were assigned to the
questions in order to quantify aspects of the goals. Metrics that could not be assigned in
order to answer a given question were considered to be not goal-oriented.

6.4 Metrics and their Link to Management (oals

Each management success factor (Diesch/Pfaff/Kremar, 2020) was given numerous ques-
tions that were derived from different standards and the problems described in the lit-
erature. The questions not only result from the literature analyzed but also from the
clustering of the different metrics. The Goal-Question-Metric approach resulted in 50
questions that describe aspects of the 12 management success factors. The analysis of the
45 scientific articles of which 26 articles described different security metrics resulted in
322 metrics as first-order-codes. The linkage stage - included the elimination of duplicates
- resulted in 195 metrics linked to the questions and, therefore, to the management goals.

The following subsections describe each factor with their related questions and metrics as
well as how they quantify the given information security management goal. The metrics
include several symbols. Table 6.3 show the meaning of each symbol with an example.
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Symbol Meaning Example
% Percent % user accounts in compliance
by Sum of 3. admin violations
) Average @ attack path death

Table 6.3: Symbols used for information security metrics

6.4.1 Access Control

The goal of Access Control is the regulation and minimization of access to applications,
data, and infrastructure. The main challenges are off- and on-boarding processes and rules
like “bring your own device” (Diesch/Pfaff/Krcmar, 2020) which increases the difficulty
to manage access control.

Table 6.4 shows the related questions and the consolidated metrics from literature. Three
main areas are important for organizations. First, the user accounts which are present
in the infrastructure have to be compliant with given rules. Second, the users with ex-
tended rights on systems have to be monitored, because the misuse or corruption of these
identities can cause great harm which results in an increased risk for the organization.
The last area of interest are indicators of how strong the protection is. This area in-
cludes multiple metrics that count violations related to access control which indicates
weak protection as well as possibilities to test the access control protection without hav-
ing a violation. For example, the average password crack time indicates whether the
passwords of identities are strongly protected against these types of attacks. All percent-
ages and averages are based on the underlying number of available constructs described

within the metric. The “% password matches minimum requirements” is calculated as
Y. Passwords match minimum requirements
3 Passwords '

Question Metric

Are user accounts com- % user accounts in compliance (Brotby, 2009)
pliant?
Which users have admin ¥ users with admin password or superuser or root privileges (Tor-

rights? res et al., 2006; Boyer/McQueen, 2007; NIST, 2008)
How strong is the access ¥ unauthorized access/intrusion successes (Clark/Dawkins/Hate,
protected? 2005; Ravenel, 2006; NIST, 2008; Brotby, 2009; Hajdarevic/Allen,

2013), ¥ strong credential keys (Boyer/McQueen, 2007), 3 failed
logon attempts (Ravenel, 2006; Brotby, 2009), ¥ logon violations
(Kovacich, 1997), @ password crack time (Herrera, 2005; Boyer/
McQueen, 2008; ISO/IEC, 2009), ¥ attempts to change security
settings (Hajdarevic/Allen, 2013), % password matches minimum
requirements (ISO/IEC, 2009; Radianti/Gjgseeter, 2017), % op-
tional two factor authentication (Radianti/Gjgseeter, 2017)

Table 6.4: Metrics to quantify access control



80 6 Linking Information Security Metrics to Management Success Factors

6.4.2 Awareness

Awareness contains all activities and countermeasures to aware employees, managers
and all people about information security issues and can not be treated by technical
solutions. Metrics within this area deal with awareness training, awareness violations,
and business management. To give an overview of information security awareness, the
information security department or management must have an overview of the current
users or employees within the organization. This leads to metrics like “X users” that are
not related to information security in the first place but have to be monitored in order to
calculate percentages out of it. Also, all departments of an organization should be involved
in the information security department in order to meet information security requirements.
A major area of interest is the awareness training. This area is strongly represented in
literature as well as measures to assess violations related to awareness policies. The
most cited author within this area is Torres etal. (2006) which defines multiple metrics

to measure information security awareness training. The related questions are shown in
Table 6.5.

Question Metric

Are all users known? ¥ users (Kovacich, 1997), % individuals screened before enter the
organization (NIST, 2008)

Are departments in- % departments represented in the security committee (Herrera,

volved in information 2005)

security issues?

Do employees violate 3 admin violations (Ravenel, 2006; Brotby, 2009), ¥ unauthorized

against awareness poli- access to web sites/documents/files (Ravenel, 2006; Hajdarevic/

cies? Allen, 2013), ¥ reasons for revocation (Kovacich, 1997), @ of user
population revoked (Kovacich, 1997), 3 personnel reprimanded or
fired for security decisions/actions (Freund, 2015)

Are employees trained ¥ best security practice incentives (Torres et al., 2006), ¥ incidents

and aware? reported per employee (Herrera, 2005; Torres et al., 2006; NIST,
2008), ) training hours received per year (Torres etal., 2006),
degree of awareness (survey) (Torres et al., 2006), % security bud-
get spent on training (Torres etal., 2006), % satisfactory accom-
plishment per training activity (Torres et al., 2006; Andress/Leary,
2017), degree of organizational climate satisfaction (Torres et al.,
2006), O users briefed (Kovacich, 1997), % managers with a NDA
(Herrera, 2005), ¥ employees with exclusive dedication to infor-
mation security (Herrera, 2005), % managers with information
security certification (Herrera, 2005; NIST, 2008), % personnel
with security training (to their specific responsibilities) (Freund,
2015; Andress/Leary, 2017; ISO/IEC, 2009; NIST, 2008)

Table 6.5: Metrics to quantify awareness

6.4.3 Infrastructure

The Infrastructure is in contrast to vulnerabilities about the hardening of systems
and all the components of the infrastructure. It is not just about hardening but also
about knowledge of the infrastructure, its components, and also what attacks can occur
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within it. Table 6.6 shows the different areas of interest. The most crucial part is the
questions about the knowledge of the current infrastructure of an organization. If an
infrastructure component is not known or not managed by the security department, it has
to be considered as not protected. The overview of the configuration state, the available
communication channels as well as which components are monitored is asked to give an
idea of possible attack vectors to the given infrastructure. Even if there are no official
vulnerabilities reported to the current versions, accessible communication channels, and
patch states there is the possibility of compromise through the given attack vector. The
base to calculate percentages as well as averages is the number of systems within the
infrastructure and therefore is also a metric within the question if all components are
known. In practice, the term system has to be defined to set the scope of measurement
and gain common acceptance.

Metric

Y systems (Black/Scarfone/Souppaya, 2008; Ryan/Ryan, 2008),
Y critical assets (Torres etal., 2006; Sun etal., 2011; Kotenko/
Doynikova, 2013), ¥ critical areas (Torres et al., 2006), 3 applica-
tions (Sun et al., 2011; Kotenko/Doynikova, 2013), % asset visibil-
ity (Black/Scarfone/Souppaya, 2008; Ryan/Ryan, 2008; Freund,
2015)

Question

Are all

components known?

infrastructure

Are all components con-
figured according to the
definition?

Y. configuration weaknesses (Clark/Dawkins/Hate, 2005), % se-
cured configurations (Torres etal., 2006), ¥ security evalua-
tion deficiency (Boyer/McQueen, 2008), ¥ misconfigured devices
(Ravenel, 2006), ¥ firewall devices with retrieved configuration
(Bayuk, 2013), % system interfaces accepts only valid input
(Bayuk, 2013)

Are there newer ver-
sions of components or
their services available?

% available patches applied (Brotby, 2009; NIST, 2008), X devices
requiring remediation (Ravenel, 2006), % total hosts that require
remediation (Ravenel, 2006)

Are all documented
components available?

% configuration available (Radianti/Gjoseeter, 2017), % assets
with control reviews (Freund, 2015)

Are all communication
channels known?

Y external communication paths (Boyer/McQueen, 2007), 3 re-
mote accesses and wireless devices (NIST, 2008; Torres etal.,
2006), X access points (Boyer/McQueen, 2008)

Are all components pro-
tected against known
attacks?

Y detection mechanism deficiency (Boyer/McQueen, 2008), X
pc/servers with antivirus installed (Herrera, 2005; Andress/Leary,
2017)

Are all components
owned and monitored?

% information system assets with owners (Herrera, 2005), % log
files monitored (Hajdarevic/Allen, 2013; ISO/IEC, 2009)

Table 6.6: Metrics to quantify infrastructure security

6.4.4 Vulnerabilities

The goal to minimize Vulnerabilities within organizations is one of the most important
goals that information security managers have. Vulnerabilities are connected to all man-
agement activities because they cause risks in case of available threats and, therefore, loss
when they are disregarded. Vulnerabilities are seen in practice as technical vulnerabilities.
Consequently, this management success factor is bound to be technical in nature which
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leads to the technical metrics shown in Table 6.7. To measure existing vulnerabilities
the infrastructure has to be known and monitored. If systems are not monitored and
updated, these have to be considered as vulnerable to attacks. Not just the monitor-
ing itself but also the testing of infrastructure components lead to an improvement of
the current information security status. A typical drawback by measuring information
security vulnerabilities is the fact, that there are vulnerabilities that are not publicly
available. These called zero-day exploits have to be taken into account when dealing with
vulnerability metrics. It could create the wrong impression of security for managers.

Question Metric
Are all security patches % available patches applied (NIST, 2008; Brotby, 2009), vul-
up to date? nerability exposure (Boyer/McQueen, 2007; Kotenko/Doynikova,

2013), ¥ security evaluation deficiency (Boyer/McQueen, 2008)

Are all infrastructure see infrastructure

components known?

Are all components % tested/assessed systems (Black/Scarfone/Souppaya, 2008; Tor-

scanned for vulnerabili- res etal., 2006; Andress/Leary, 2017), % secured areas (Tor-

ties? res etal., 2006), % withstand targeted pentest attacks (Bayuk,
2013)

Are all published vul- ¥ known vulnerabilities (Clark/Dawkins/Hate, 2005; Ravenel,

nerabilities of the in- 2006; Nichols/Sudbury, 2006; Sun etal., 2011; Brotby, 2009;

frastructure known? Boyer/McQueen, 2007; Boyer/McQueen, 2008; Chakraborty/
Sengupta/Mazumdar, 2012; Kotenko/Doynikova, 2013; Bayuk,
2013; Almasizadeh/Azgomi, 2013; NIST, 2008; ISO/IEC, 2009),
@ vulnerabilities per system (Boyer/McQueen, 2007), % systems
without severe vulnerabilities (Kotenko/Doynikova, 2013)

Table 6.7: Metrics to quantify vulnerabilities

6.4.5 Physical Security

The physical protection of buildings, infrastructure, offices, and other hardware is a spe-
cial topic in conjunction with information security. Physical security is related to
information security but mainly it is not part of the organization‘'s information security
department but of corporate security (Diesch/Pfaff/Kremar, 2020). Therefore, Table 6.8
include just metrics related to the physical protection of infrastructure components which
are critical for the business of an organization as well as the underlying number of critical
systems. The number of resulting metrics also represent their presence in literature.

Question Metric

Are critical components % critical equipment with adequate physical protection (Tor-
physically protected? res etal., 2006; ISO/TEC, 2009; NIST, 2008), host criticality
(Sun etal., 2011; Kotenko/Doynikova, 2013)

Table 6.8: Metrics to quantify physical security
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6.4.6 CIA Triad

The confidentiality, integrity, and availability (CIA) are the “protection goals” of
information security but are called in practice as a theoretical construct from research.
When it comes to decision-making, practice shows that management depends less on
these protection goals than expected (Diesch/Pfaff/Kremar, 2020). Nevertheless, the
goal to protect confidentiality, integrity, and availability is very important in terms of
communication and the understanding of certain countermeasures. Also, risks can be
explained more easily when explaining the impact based on the CIA construct. The
literature has shown the difficulty of measuring these attributes but provides metrics for
consideration. These metrics are summarized in Table 6.9. It is also visualized in the low
amount of metrics conducted out of the literature. Metrics can be used to quantify the
availability of networks, documents, and systems. Aspects of confidentiality and integrity
are just be measured indirectly by providing encrypted communications and perform tests
which, in the case of outliers, indicate possible violations such as transmission exposure.

Question Metric

Are all documented  service availability time (Clark/Dawkins/Hate, 2005; Jonsson/

components available?  Pirzadeh, 2011), % network reachability (Sun etal., 2011), % sys-
tems availability (Torres etal., 2006)

Are communication data transmission exposure (Boyer/McQueen, 2008), ¥ unautho-

paths encrypted? rized information disclosures (Ravenel, 2006), % encrypted com-
munication Radianti/Gjgseeter (2017), % media that passes sani-
tization procedures (NIST, 2008)

Table 6.9: Metrics to quantify CIA

6.4.7 Continuity

Continuity is in contrast to the availability, not just the availability of systems but the
continuous delivery of the intended outcome. This includes business continuity as well as
systems continuity and is a major goal of information security and business management.
The most questions arise in case of a malfunction or disaster in which the system must
be recovered as quickly as possible. The questions and metrics present in literature and
shown in Table 6.10 is related to the possibility and the test to recover systems and
services as well as a buffer of available resources.

6.4.8 Risk

Information security management standards are mostly based on a risk management ap-
proach. The assessment of available Risks, their classification and the development of
countermeasures are therefore the main activities for information security managers. Min-
imizing risks according to the risk acceptance level is, therefore, an important goal for
information security managers. The metrics and questions arising within this section are
strongly related to the risk definition. Risks are present if an asset has a vulnerability and
a possible threat. To quantify the risks, the impact and probability of occurrence have to
be considered. Each organization has its risk acceptance and risk appetite. The metrics
in Table 6.11 are present in the literature and quantify the different aspects described.
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Question Metric

Are backups for compo- X data recovery testing (Torres et al., 2006), ¥ protected files (Tor-

nents in place? res et al., 20006)

Is it possible to recover () mean-time-to-repair systems (Boyer/McQueen, 2007; Jonsson/

a malfunction service?  Pirzadeh, 2011), @ business critical data recovery time (Tor-
res et al., 2006), @ critical data recording date (Torres et al., 2006)

Do activities impact patch risk (Sun etal.,, 2011), @ systems mean-time-to-failure

continuity? (Jonsson/Pirzadeh, 2011),  mean time to catastrophic failure
(Jonsson/Pirzadeh, 2011), ¥ remaining storage capacity (Boyer/
McQueen, 2007; Boyer/McQueen, 2008; Brotby, 2009), ¥ point
solutions (Torres et al., 2006)

Table 6.10: Metrics to quantify continuity

6.4.9 Compliance & Policies

Compliance & Policies come from different sources like the security management of
an organization, laws, regulations, and other requirements. The goal of the management
is to comply with these regulations in order to achieve certifications or not violate laws.
The challenge is that a fully compliant organization may not mean a fully secure organi-
zation (Diesch/Pfaff/Kremar, 2020). These written rules have to be monitored in order
to evaluate their effectiveness. If no policies are in place, it is difficult to push regulations
through when violating them. Therefore, the first question within Table 6.12 refers to the
existence of policies. Policy violations and the opposite, the compliance to policies, are
also measured by literature. An important topic in literature is, that policies are backed
up by the management.

6.4.10 Resources

Resources does not just mean financial budgets but also includes an appropriate number
of skilled people and the appropriate time to perform the necessary tasks. Thus, the effec-
tiveness of resource investment and employee management, as well as the availability of
time for projects, is shown in Table 6.13. The problem when quantifying the effectiveness
of security investments is, that they are not easy to understand and to use. To calculate
the return on security investment (ROSI), it is necessary to assume the loss expectancy
in case of corruption, the mitigation ratio for a proposed solution as well as the cost of
the solution. These preconditions alone are difficult to measure and quantify. However,
if this process is carried out carefully, not only the information security management but
also the business will understand the value of information security.

6.4.11 Security Management

Information Security Management has the goal of developing, implementing and im-
proving information security within organizations. This goal can be achieved by im-
plementing processes that are described in multiple standards and best practices like

ISO/IEC 27000 (ISO/IEC, 2018), NIST 800 (NIST, 2018b), ITIL, and COBIT. To quan-
tify aspects of the effectiveness of the information security management, questions have
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Question

Metric

Are there wvulnerabili-
ties?

see vulnerabilities

Are exploitable threats

@ CVSS score (Sun etal., 2011), processor or bandwidth uti-

available? lization (Brotby, 2009; Freund, 2015), X identified potential
threats (Brotby, 2009; Torres et al., 2006; Chakraborty /Sengupta/
Mazumdar, 2012; Freund, 2015)

() computer/host criticality (location, application, role) (Kotenko/
Doynikova, 2013; Sun et al., 2011), % software and hardware clas-
sified (Torres et al., 2006), % assets with completed risk assessment
(Torres et al., 2006; Drugescu/Etges, 2006; Freund, 2015; Andress/
Leary, 2017), % risk assessment automatization (Torres etal.,
2006)

% probability of compromise (Brotby, 2009), ) attack path death
(Boyer/McQueen, 2008), 3 attack surfaces (Almasizadeh/Azgomi,
2013)

Y worst case loss (Ryan/Ryan, 2008; Boyer/McQueen, 2007; Boy-
er/McQueen, 2008), ¥ business value (Kotenko/Doynikova, 2013)
Y value at risk (Brotby, 2009), @ level of risk by area (Tor-
res etal., 2006), risk level (Clark/Dawkins/Hate, 2005; Ryan/
Ryan, 2008; Kotenko/Doynikova, 2013; Freund, 2015), risk ex-
posure (Kotenko/Doynikova, 2013), downstream risk (Kotenko/
Doynikova, 2013), ¥ it risk (Drugescu/Etges, 2006; Ravenel, 2006)
risk acceptance level Freund (2015), ¥ risks accepted (Freund,
2015), ¥ high risks accepted (Freund, 2015)

Are all components of
the infrastructure
lated to a risk?

re-

What is the probabil-
ity?

What is the impact in
case of occurrence?
What is the current risk
level?

What is the accepted
risk level?

Table 6.11: Metrics to quantify risks

to be answered regarding the processes of the information security management program.
The area of information security management processes is well described in scientific lit-
erature as well as in current standards and best practices. The sanitation of available
metrics from this area shows, that the metrics are quantifying the effectiveness of typical
information security processes or the ability to cover and detect attack attempts. The
typical metrics contain a time component or a percentage processing of existing tasks.
However, operational security does not quantify aspects of information security but the
ability of an organization to detect, plan, and process information security-related tasks
in an effective way. This is important for the management to continuously improve and
maintain the security status of the organization. Also, Lee/Geng/Raghunathan (2016)
reveals, that a higher security standard does not necessarily lead to a higher security
level. Table 6.14 shows the overview of the related questions with the metrics from the
literature. There are multiple examples illustrates this. The number of viruses detected
and isolated shows that viruses can be detected and the ability of the security staff to
isolate them. This indicator does not cover any other aspect but the effectiveness of the
security operations department. Nevertheless, if information security operations is not
in place, it could be argued, that the security of an organization is not protected at all.
Thus, information security operations have to be monitored and also improved in order to
improve the information security status of an organization in a structured way. Another
example is the average known vulnerability days which indicates how long a known vul-
nerability exists. The metric measure the effectiveness of vulnerability management but
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Question Metric

Are policies in place? ¥ security policies/controls (Torres et al., 2006; Ryan/Ryan, 2008),
% policies and procedures into the design phase (Torres etal.,

2006)
Are there policy viola- % user accounts in compliance (Brotby, 2009), maturity level of
tions? current controls (Torres et al., 2006),, ¥ policy violations (Ravenel,
2006)
Are policies accepted by % policies and procedures documented and approved (Torres et al.,
the management? 2006), % strategy robustness (Torres et al., 2006), % managers in-

volved in the information security policy definition/evaluation/re-
view (Herrera, 2005)

Are all rules fulfilled? % compliance (Clark/Dawkins/Hate, 2005; Torres etal., 2006;
Brotby, 2009; Ryan/Ryan, 2008), ¥ systems certified (Ryan/Ryan,
2008), X audits outsourced/internal (Torres etal., 2006; Bayuk,
2013; Freund, 2015; NIST, 2008), % fulfilled regulations (Tor-
res et al., 2006), % security requirements addressed in third party
agreements (ISO/IEC, 2009)

Table 6.12: Metrics to quantify compliance

Question Metric

Are projects in time? @ project delays (Torres et al., 2006)

Is budget enough and ROSI (Brotby, 2009; Torres etal., 2006; Bohme, 2010), secu-

effectively used? rity investment benefit (Ryan/Ryan, 2008), security budget seg-
regation/evolution (Torres et al., 2006), 3 cost-benefit (Kotenko/
Doynikova, 2013; Andress/Leary, 2017), information security bud-
get in current year (Herrera, 2005), cost and effort of patch process
(Nichols/Sudbury, 2006), % budget devoted to IS (NIST, 2008)

Is there enough quali- % qualified IS staff (Torres et al., 2006; Herrera, 2005), % respon-

fied staff? sibility sharing (Torres et al., 2006; NIST, 2008), % in house spe-
cialized staff dedicated to assessment of info-sec activities (Tor-
res et al., 20006)

Table 6.13: Metrics to quantify resources

not the actual state of vulnerabilities within the organization. Both aspects are important
but measure different things.

Question Metric

Is the top manage- % suggested procedures approved (Torres et al., 2006), % poli-

ment involved? cies and procedures documented and approved (Torres et al.,
2006), % strategy robustness (Torres etal., 2006), > down-
stream and upstream info-sec communication (meetings to
top level management) (Torres etal., 2006), ¥ managers at-
tending the security committee meetings (Herrera, 2005), %
business initiatives supported by information security (An-
dress/Leary, 2017), % agreements with information security
clauses (Andress/Leary, 2017)
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Which attacks and
problems can be de-
tected by the security
management?

Y incidents (Torres etal., 2006; Herrera, 2005; Hajdarevic/
Allen, 2013; Drugescu/Etges, 2006; ISO/IEC, 2009; NIST,
2008), ¥ packets dropped by firewall (Brotby, 2009), >
viruses detected in user files/e-mails/websites (Brotby, 2009;
Ravenel, 2006), X intrusions detected/attempts (Brotby,
2009; Ravenel, 2006), ¥ spam (not) detected/filtered/false-
positive (Ravenel, 2006), ¥ firewall false negative (Bayuk,
2013)

What external part-
ners have to be man-
aged?

Y contracts with third parties (ISO/TEC, 2009; Torres et al.,
2006), % outsourced information security processes (Tor-
res et al., 2006)

How effective
problems handled?

are

() mean-time-to-repair systems (Boyer/McQueen, 2007; Jon-
sson/Pirzadeh, 2011), > viruses detected and isolated
(Brotby, 2009; Torres etal., 2006; Ravenel, 2006), % audit
items closed (Brotby, 2009; Drugescu/Etges, 2006), time be-
tween vulnerability discovery and repair (Boyer/McQueen,
2007), @ known vulnerability days (Boyer/McQueen, 2008),
() time to respond to incidents (Torres etal., 2006), % in-
cidents stopped per month (Torres etal., 2006; Andress/
Leary, 2017), % nonconformity aspects fixed (Torres etal.,
2006), certification status (hours needed to achieve certifica-
tion) (Torres et al., 2006), % audit findings closed, (Drugescu/
Etges, 2006), min/max/mean time to correct a variance (Fre-
und, 2015)

How  effective  are
other security related
processes?

@ hours dedicated to policies and procedures design/im-
plementation /reviews/updated (Torres etal., 2006), % high-
impact incidents on processes not contemplated in previous
risk assessments (Torres etal., 2006), % internal audits ac-
complished (Bayuk, 2013), @ attendees per brief (Kovacich,
1997), @ average system approval time (Kovacich, 1997), ¥
actualization’s distributed in the last two weeks (Herrera,
2005), X corrective actions taken after specific event (Haj-
darevic/Allen, 2013; ISO/IEC, 2009), ¥ newly identified it
risks (Drugescu/Etges, 2006), 3 remediations applied by time
and type (Ravenel, 2006), @ time to patch systems (Nichols/
Sudbury, 2006), ¥ reviews by third parties (ISO/IEC, 2009)

Are changes handled
through security man-
agement?

Y changes in compliance (Clark/Dawkins/Hate, 2005; Boy-
er/McQueen, 2008; Herrera, 2005; NIST, 2008), 3 system
configuration changes(Boyer/McQueen, 2007), ¥ architecture
changes (Torres et al., 2006), min/max/mean time to discover
a configuration variance (Freund, 2015)
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Are countermea- 3 successful implementations of security procedures (Ryan/

sures/actions planned Ryan, 2008), evolution of information security plan of ac-

and  implemented/- tion (Torres etal., 2006), % daily monitored processes (Tor-

done? res etal., 2006), % monthly systems performance and assur-
ance scheduled activities (Torres et al., 2006; NIST, 2008), %
maintenance processes executed (Torres et al., 2006), % coun-
termeasures implemented (Torres et al., 2006), ) risk assess-
ment review time (Torres et al., 2006), ¥ managers monitored
(Herrera, 2005), % risk management actions planned/ap-
proved/rejected Drugescu/Etges (2006), ¥ privacy risk mon-
itoring activities and reports (Drugescu/Etges, 2006), ¥ pol-
icy exception reviews (Freund, 2015), frequency of control re-
views (Freund, 2015), maintenance delay per event (NIST,
2008; ISO/IEC, 2009)

Table 6.14: Metrics to quantify security management

6.4.12 Organizational Factors

Organizational Factors must be considered by making information security-related
decisions but can not be converted into a goal for the information security manager
(Diesch/Pfaff/Krcmar, 2020). This factor might have an impact on whether it is possible
to push policies and countermeasures through an organization or have an impact on
the risk appetite as well as the possibility to hire their own staff related to information
security. However, an optimal organizational size or structure is not achievable by the
information security management. There are no metrics described in the literature that
quantify aspects of this factor.

6.5 Discussion and Future Research

This study synthesizes available information security metrics and links them to manage-
ment success factors. To achieve this link, each management success factor was extended
by questions with the help of the Goal-Question-Metric approach. Each question explains
a different aspect of the related management success factor. Metrics from the literature,
revealed with the help of a systematic literature review, were then assigned to one or more
of the questions. Assigning these metrics leads to a clustering of available security metrics
in the literature to management goals. That was asked by multiple authors in literature
and requested by practitioners. This research enables security practitioners to look for
specific metrics that can be used to quantify a specific goal and improve it over time.
This opportunity is especially useful for small- and medium-sized businesses because they
might not have the expertise to develop their own goals with specific metrics.

The distribution of metrics leads to the conjunction that there might be a set of core
metrics that are required because they measure aspects of multiple goals at once. This
explains the overlap of some of the metrics. An example is “known systems” which is
important for understanding the infrastructure as well as it is for recognizing vulnerabil-
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ities. This turns out to be the case because an unknown and therefore not monitored
system has to be defined as vulnerable. If an organization wants to establish metrics,
these metrics would have the biggest impact on the organization‘s information security.

Clustering and calculation of the metrics show that some metrics are dependent on others.
The best example is the risk goal. This goal can be reached by quantifying the goal
of minimizing vulnerabilities as well as by knowing the infrastructure and, therefore,
the threat landscape. Also, possible risks can occur from all key security indicators as
shown in a previous study Diesch/Pfaff/Kremar (2020). The assigned metrics also show
these dependencies through their calculation. This means that some metrics must be
implemented before others can be applied and, thus, are their prerequisites. Practitioners
and researchers also have to consider the prerequisites to collect the different data that are
needed to instantiate the metrics. There, the cost and effort of collecting these data have
to be weighted. Also, managers with less information security background are able to look
over the different aspects and easily assess the needed tasks to protect their organization.
An example would be, if a metric like > known systems is suggested, an organization has
to think about implementing a configuration management database or asset system in
order to quantify this metric. Also, an infrastructure scanning tool, which reveals hidden
systems is needed to distinguish between known and unknown systems. This result in the
need for thinking about the availability of data, their usefulness, and accuracy.

Multiple authors have mentioned the same metrics but have articulated them in different
wording, scales or contexts. There were also authors that mentioned multiple metrics in
the same article, but they had the same meaning although they had different names. This
makes it clear that there is still no common understanding of information security metrics
in the literature. This study can help to determine such an understanding.

Previous work deals with multiple suggestions about specific metrics. These metrics are
helpful to measure certain aspects of information security. This work combines the infor-
mation security management perspective with the technical information security metrics
view to link them together so that a practitioner and a researcher have the ability to un-
derstand each other‘s needs and background. The research of information security metrics
was extended by clustering them to management success factors as well as the other way
around.

Each study has its limitations and creates opportunities for further research. The litera-
ture survey was rigorously conducted using the proposed methodology but is limited to
the asked databases and, thus, might not contain each relevant article. Also, the filtering
process as well as the analysis and assignment steps were done to the best of the authors
knowledge but could include subjective meanings of the authors. An empirical study can
be conducted to evaluate the proposed metric assignment as well as the usability and
understandability of the metrics. The information security management has the oppor-
tunity to choose or implement all the proposed metrics, but the number of them is very
large which could lead to information overload effects. Therefore, future research could
investigate combining and aggregating the different metrics from the individual goals to
develop a key indicator for each goal that could then be presented to the information
security management. Such an information security management dashboard was asked
by different experts in the field (Diesch/Pfaff/Krcmar, 2020) and is requested in recent
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research articles (Maier et al., 2017; Al-Darwish/Choe, 2019; Tewamba et al., 2019). The
proposed systematization of metrics from the literature can serve as the basis for such
dashboard developments as well as research in the field of quantifying and developing key
security indicators. A further research possibility could be the design, architecture, and
development of a solution to automatically collect the necessary data for security metrics
from an organization. Also, a question remains if all metrics are really necessary and
useful to measure the actual information security status of an organization. An example
would be spending hours on training and if the awareness increases with more training
hours. Especially if the training itself is not effective. Other authors criticize metrics
within standards and best practices regarding their objectives. They measure the effec-
tive implementation of countermeasures and not the actual information security status of
an organization or if the countermeasures itself are effective (Bayuk, 2013). This applies
mainly to metrics within the “security management” cluster within this article. It can
be argued that these metrics are not useful for measuring the actual information security
status but the effective implementation of processes and countermeasures. The detailed
discussion of each metric depends on the context and is out of scope of this research ar-
ticle. Therefore, future research should empirically test the proposed metrics in order to
evaluate their meaningfulness and usability in measuring the actual information security
status of an organization.

6.6 Conclusion

Information security metrics are the most common method to measure the effectiveness
of information security countermeasures and concerns in organizations. There are many
metrics described in the literature. However, they are not related to security manage-
ment goals. Therefore, this study investigates how information security metrics from the
literature can be linked to security management goals.

To answer the research question, a state-of-the-art literature analysis was conducted to
define metrics. After that, 12 management success factors were defined as management
goals. The Goal-Question-Metric approach was used to specify different aspects of the
goals. Finally, the metrics were assigned to the developed questions in order to cluster
the metrics to the information security management goals.

The results combined the two research streams of information security metrics and in-
formation security management objectives. Therefore, it helps to understand what the
metrics quantify from the management perspective and the other way around. The results
can be used to further develop key indicators, conduct empirical studies, and investigate
in the research of possible dashboards for the information security management. Also, the
research can provide an opportunity to design a technical information security assessment
solution.
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Reducing Complexity - A Method to Aggregate
Security Metrics

Abstract: Information security metrics are the standard method to evaluate the effec-
tiveness of information security countermeasures and derive decisions. A security manager
of an organization can choose from more than 900 of them. This variety of metrics leads
to security management reports with a lack of standardization, clarity, structure, and
consistent real-time data. Therefore, this study uses a design science approach to de-
velop a method to aggregate information security metrics. The result is evaluated with
an instantiation which quantifies vulnerabilities, a simulation, and a semi-structured ex-
pert interview with 16 experts from practice. The study enables security and business
management to develop useful key security indicators in a standardized way by reducing
the negative effects of information asymmetry, information aggregation, and information
overload.

7.1 Introduction

Information security remains one of the main issues for organizations because of the great
losses in case of security breaches. The growing number of vulnerabilities, law restrictions
and high expenses in case of a data breach or an information security incident are reasons
for organizations to invest in information security (IBM Institute for Business Value,
2018). The (ICS)? Cybersecurity Workforce Study ((ICS)?, 2018) reported 2.9 million
open positions in the information security field. This strongly shows the need for security
expertise in practice.

Various frameworks, standards and best practices (e.g. ISO/IEC 27000 (ISO/IEC, 2018),
NIST Cybersecurity Framework) help organizations manage information security. An im-
portant part of these frameworks is information security monitoring and the validation of
countermeasures and policies. To address the need for monitoring and evaluation, sepa-
rate documents within the frameworks were developed. Examples are the NIST 800-55
(NIST, 2008) or ISO/IEC 27004 (ISO/IEC, 2009) which proposes a security metrics devel-
opment method and suggest examples of metrics (e.g. “number of vulnerabilities”, “num-
ber of security trained personnel”, “number of security assessments conducted” (ISO/TEC,
2009)). Research articles in recent years deal with metric taxonomies (Pendleton etal.,
2017; Purboyo/Rahardjo/Kuspriyanto, 2011; Verendel, 2009), metric development (Col-
lier et al., 2016; Young et al., 2016; Mazur/Ksiezopolski/Kotulski, 2015), their usefulness
(Holm/Afridi, 2015; Mermigas/Patsakis/Pirounias, 2013; Jafari et al., 2010), effectiveness
of specific metrics (Coronado etal., 2009; Bayuk, 2013; Savola, 2013), and visualization
(Savola/Heinonen, 2011). These information security metrics are very specific and, in
most cases, technical in nature. Herrmann’s book “A Complete Guide to Security and
Privacy Metrics” (Herrmann, 2007) lists 900 different metrics which are considered to be
appropriate for use in decision-making by practicing auditors, engineers, and managers.
A survey of McKinsey & Company (Boehm et al., 2018) identified three problems with
information security reports that information security and business managers face:
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1. Multiple reports include far too many Key Performance Indicators (KPIs) regarding
information security. They are poorly structured, inconsistent, and have too many
details. This results in a lack of structure within reports.

2. A lack of clarity within reports was identified because they do not include an
explanation of the indicators. They are not explaining the implications for the
business level or their technical meaning in a way the management can understand.
The reports struggle to explain the overall security level of the organization.

3. A lack of consistent real-time data means that different groups of the organi-
zation use different and sometimes conflicting information to report the indicators.
This results in different descriptions and evaluations for similar aspects of informa-
tion security. Therefore, a comparison of divisions or different organizations is not
possible.

The three shortcomings above decrease the quality of decision-making, and therefore
cause financial and reputation loss. Different authors of scientific literature also identi-
fied the shortcomings in research. Scientific literature deals with security metrics that
are highly diverse. Authors criticized that widely accepted attempts are missing (Savola,
2009; Chai/Kim/Rao, 2011; Bayuk/Mostashari, 2013). The lack of clarity is confirmed
by different authors who stated that the used metrics do not give managers the in-
formation they need to support decisions and articulate the value of security activi-
ties (Hayden, 2010; Jafari etal., 2010; Chai/Kim/Rao, 2011; Bayuk, 2013; Fenz etal.,
2013; Azuwa/Sahib/Shamsuddin, 2017). The existing security metrics are not appro-
priate to compare them cross-organizationally Jafari etal. (2010); Mermigas/Patsakis/
Pirounias (2013); Bayuk (2013). Various authors have explicitly identified the need for
research in closing the gap between technical metrics and reports for information secu-
rity and business managers to evaluate their mitigation approaches (Sowa/Gabriel, 2009;
Leon/Saxena, 2010; Crossler/Belanger, 2012; Savola, 2013; Collier etal., 2016; Pendle-
ton etal., 2017; Onibere/Ahmad/Maynard, 2017; Diesch/Pfaff/Krcmar, 2018). A method
that captures the various existing information security metrics and aggregates them to
quantify a security management goal could help to close the gap between the technical
and the management view on the organizational information security. Also, Diesch /Pfaff/
Kremar (2020) showed that current approaches for developing key indicators are not goal
oriented. Therefore, this study asks the research question: How can information security
metrics be consolidated and prepared for the security management of an organization?

Using design science research (Hevner etal., 2004), this study develops a method to ag-
gregate information security metrics into overall key security indicators with respect to
the current problems that organizations face. To show the usefulness and practicality of
the result, the paper includes an instantiation of this method. To further show that the
result prerequisites have been met, a simulation and comparison with a current metric
have been included. Finally, a semi-structured expert interview was conducted to evalu-
ate the understandability, clarity, and usefulness as well as show additional advantages of
the proposed result. Also, current practices from experts regarding information security
metrics and further insights were explored and present in this research study.
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The remainder of the article is structured as follows: A review of existing frameworks and
techniques to develop, describe and present security metrics is shown in the following sec-
tion. Section 7.3 explains the research approach for this article. This includes the design
science approach used to develop the security metrics aggregation method (Section 7.3.1)
as well as the methodology for the expert interview series (Section 7.3.2). The resulting
information security metrics aggregation method is shown in Section 7.4 and contains the
underlying requirements, an instantiation of this method as well as the evaluation with
the help of a simulation and the expert interview result. A critical discussion, future
research, and limitations is provided in Section 7.5. The article ends with a conclusion in
Section 7.6.

7.2 Background and Related Work

The field of security metrics and thus security evaluation comes from the need to measure
security (Dhillon/Backhouse, 2001). Previous work deals with techniques to help with
securing systems. In the past, information security was a technical topic and the respon-
sibility for the related issues within organizations lay with technical employees (Willison/
Backhouse, 2006). Today, the responsibility is shifting to the top management of organi-
zations (Soomro/Shah/Ahmed, 2016). Because of the shift from the technical to the man-
agement perspective, there are various approaches to deal with security metrics from both
worlds which are discussed in research too. This article uses the term security metric as
a “reflection of quantitative security attributes based on certain scales” (Pendleton et al.,
2017). Security metrics refers to the assignment of “a value to an objective while the
measurement is the process of estimating attributes of an object” (Pendleton et al., 2017).
When it comes to management decisions, different theories deal with different aspects
of decision making including the characteristics of the underlying information to make
these decisions. The following subsections describe available security metric approaches
in practice and literature as well as underlying theories.

7.2.1 Security Standards and Best Practices

Standards and best practices are commonly used by practitioners to implement informa-
tion security within organizations (Siponen/Willison, 2009). The most common standard
is the ISO/IEC 27000 series (ISO/IEC, 2018). The standard defines requirements and
controls for an information security management system and uses a risk-based approach
to deal with security issues. Security controls have to be continuously planned, imple-
mented, reviewed and improved. The improvement is referenced within a stand-alone
ISO/IEC 27004 (ISO/IEC, 2009) document which deals with information security mea-
surement and metrics. This document is a guide for practitioners to develop and use
metrics for measuring the effectiveness of the information security management system
and the underlying controls. The measurement guide provides a detailed description of
how to define metrics and gives certain examples of them. The metrics are mainly to
measure the effectiveness of the information security management system but not the
specific goals of the business for the information security of the underlying organization.
Aggregated metrics called “derived measures and measurement functions” are also de-
scribed. These aggregated metrics are defined as a metric of two or more metrics which
are combined with a measurement function. This measurement function is a calculation.
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An example measurement function could be “Metric.1/Metric.2x100”. The aggregation,
therefore, is a specific measurement function which combines different metrics to overall
aggregated indicators based on calculations.

The National Institute of Standards and Technology published the NIST 800 series as a
framework for computer security which also includes a “Performance Measurement Guide
for Information Security”. This special publication NIST 800-55 (NIST, 2008) provides a
detailed description of measurements, best practices, taxonomies, a metrics development
process and also the collection of necessary data for these metrics. The document series
also proposes candidates of metrics. NIST 800 emphasizes that these metrics are neither
complete nor address the minimum security requirements (NIST, 2008). An aggregation
method or a reporting visualization is not provided.

Other standards and best practices are either highly technical (e.g. Common Criteria for
Information Technology Security Evaluation (CCIB, 2017)) or treat information security
from a highly abstract or governance perspective (e.g. COBIT (ISACA, 2012)). These
documents do not describe methods to aggregate certain proposed metrics. The missing
monitoring and review approaches are also identified by Héne/Eloff (2002). They reviewed
and identified different elements and characteristics of six common security standards.
The category “Monitoring and Review” is available just in one of the standards and best
practices they reviewed. The standard BS7799 is the predecessor of the ISO/TEC 27000
series and includes a monitoring. This monitoring is described above within this section.

7.2.2 The Goal Question Metric Approach

There are certain available methods to develop metrics. An approach which is considered
to be very successful in practice is the goal-based approach (Berander/Jonsson, 2006).
Basili/Weiss (1984) introduces the best known of these: the GQM approach. GQM is
a top-down approach to develop metrics that treats three levels of development. The
conceptual level (Goal) consists of measurement goals regarding products, processes or
resources. The operational level (Question) is a set of questions which characterizes and
describes the goals. The quantitative level (Metric) is the definition of the metrics that
are answering the questions of the previous level. This approach is widely used in prac-
tice and in the literature and is also further developed by other authors like Berander/
Jonsson (2006). The principle of the GQM approach is also used for various other topics
like the security metrics taxonomy development (Savola, 2007). The GQM approach is
announced to develop fewer yet meaningful metrics. The method does not provide the
criteria that the metric is necessary for the goal or aggregate them back to the goal or to
a management level. Thus, an aggregation of the metrics to key indicators for the man-
agement level is not provided by this approach. Besides the existing approaches, different
research articles call for a more goal-oriented approach to generate more meaningful and
useful metrics (Jafari etal., 2010; Leon/Saxena, 2010; Rudolph/Schwarz, 2012; Bayuk/
Mostashari, 2013; Collier et al., 2016). The gap between the state-of-the-art metrics and
security-related goals are mentioned by different authors and is still a valid research gap
(Collier et al., 2016; Pendleton et al., 2017; Diesch /Pfaff/Krcmar, 2018).
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7.2.3 Attack Graph-Based Metrics

The concept of attack graphs was first proposed by Phillips/Swiler (1998) for network
security testing. This concept was later generalized by Jha/Sheyner/Wing (2002) to not
just provide network security testing. An attack graph is “a succinct representation of all
paths through a system that end in a state where an intruder has successfully achieved
his goal” (Jha/Sheyner/Wing, 2002). Historically, this approach is used for detection, de-
fense, and forensic approaches. Different metrics based on attack graphs were developed
to quantify the security state of a network, an application or other systems. Also, tech-
niques to aggregate these metrics are applied by other authors. Idika/Bhargava (2012)
proposed multiple aggregated metrics based on attack graphs like “shortest path metric”,
“number of paths” and the “mean of path lengths metric”. A disadvantage of this method
is the attack graph itself. The graphs are difficult to develop and complex in nature.
Therefore, an attack graph might not be understandable for non-experts and also not
comparable with other organizations or departments of an organization.

7.2.4 Security Metrics

Security metrics are discussed by multiple authors in the literature. A state-of-the-art
literature review on security metrics and measurement was conducted by Diesch/Pfaff/
Kremar (2018). The articles are categorized in different areas of research which, in the
case of security measurement, are: “development”; “taxonomy”, “security metrics”, “ef-
fectiveness” and “visualization”. The interesting part for this research - namely “security
metrics” - describes a class of articles that deal with specific metrics and and their detailed
evaluation or simulation. A standardized method to aggregate security metrics to higher
levels of goal-oriented key security indicators is not provided in past research.

However, there are different approaches to develop, describe and specify security met-
rics as well as different security standards which describe security categories and their
relationships in the literature, an approach to close the gap between technical security
metrics and the goals of the security management are not present. Also, no current widely
accepted information security evaluation framework exists as von Solms etal. (1994) al-
ready recognized in their work. Therefore, this study develops a method to aggregate
well-described security metrics to goal-oriented key security indicators for the security
management of an organization.

7.2.5 Decision Theory

Decision theory is derived from basic management science and theory. Because a major
task of managers is to make decisions, the decision theory arises which focuses on the
characteristics of how to make decisions (Koontz, 1980). Therefore, Polasky etal. (2011)
defined decision theory as “a powerful tool for providing advice on which management
alternative is optimal given the available information”. In other words: Decision theory is
an approach that uses available information to make optimal decisions under uncertainty.
The uncertainty is represented by assuming a set of possible states of a system with a
dedicated probability for the occurrence (Koontz, 1980). Therefore, a manager has a set
of actions to generate an outcome with a benefit. This benefit can be expressed in a
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common metric (Morgan/Henrion, 1992). One prerequisite to achieve a rational decision
is the availability of possible alternatives and actions as well as a common understanding of
the underlying problem. Also, many theories derive out of the availability of information
and uncertainty. The relevant parts of the theories for this research are outlined in the
following subsections.

7.2.5.1 Behavioral Decision Making

Behavioral decision making in literature deals with different decision making heuristics and
how they perform (Csaszar/Eggers, 2013). The decision making is divided in literature
into an interpersonal and a group behavioral approach. The interpersonal approach deals
with the thesis that managing involves to get things done through people. This research
deals with interpersonal relations and is oriented to individual psychology, motivations,
and leadership. Group behavior is concentrated on people in groups. Research in this area
concentrate therefore on sociology, anthropology, and social psychology (Koontz, 1980).

A major finding for this research is that several heuristics can perform in a similar matter
than optimal decision rules (Csaszar/Eggers, 2013). These heuristics do not contain all
available data or even internal parameters that point to decisions under uncertainty, under
data asymmetry and data aggregation. These topics and their relation to this research
are described in Section 7.2.5.2.

Vessey (1994) explained that the research of behavioral decision making also observed
that decision-makers see quite minor tasks and environmental changes and adapt their
strategy in response to them. This leads to the cost-benefit theory which says that
decision-makers trade-off between the effort required to make a decision against the ac-
curacy of the outcome. Also, the author explained, that the theory applied extensively
to choice tasks. Related to this research, it is about factors that may influence errors
and efforts required to make and influence decisions. Factors are characterized as related
to task and/or context. Tasks in conjunction with choice is therefore characterized by
the “response mode”, “task complexity (number of alternatives)”, “problem representa-
tion”, and “agenda effects”. Context variables investigate in “similarity of alternatives
and the overall attractiveness of the alternatives”, “the variance in probabilities”, and
“the presence or absence of alternatives that are worse than others on both error and
effort” (Payne/Bettman/Johnson, 1988). Related to this research, there are several con-
sequences for the design of an information security metrics aggregation method. Such a
method should support different alternative tasks to enable making choices.

7.2.5.2 Information Overload, Aggregation, and Asymmetry

A major problem of decision theory is the available information on which the decisions are
based. There are a lot of situations in which available information to support decision-
makers are overwhelming. In this case, decision-makers have to choose the relevant in-
formation, locate and process them in the right manner to make a decision. Information
overload is the phenomena if there is “more information available than necessary for pro-
cessing a task and where this extraneous information has a detrimental effect on decision
quality” (Speier-Pero, 2019). This leads to the use of heuristics for decision-making and
reduces confidence in the decision.
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To reduce information overload, the information is commonly aggregated. Information
aggregation is defined as “the combining of information according to some type of inte-
gration rules” (Speier-Pero, 2019). These aggregations are mostly based on summarize
operational activities in order to present them to decision-makers which do have an impact
on decision-making quality. Speier-Pero (2019) showed, that more detailed information
presented to decision-makers lead to more accurate decisions.

Reducing information necessary for a problem and adequate for decision-making leads
to the use of dashboards in practice. (Yigitbasioglu/Velcu, 2012) conducted a literature
review about different types of dashboards and recommended that they should be concise,
simple, and intuitive to use. Decision-makers should be able to “zoom in” and “zoom out”
in order to get more detailed information if necessary.

As described before, the responsibility for information security topics within organizations
has shifted from technical employees to the management level. This causes, that there is
also a knowledge-gap between these parties. The concept of information asymmetry deals
with the imbalance of information between different group-members and is therefore re-
lated to behavioral decision making. Malekovic/Sutanto/Goutas (2016) showed, that the
increase of information asymmetry leads to an increase of a group member’s manipulative
tendency as well as the effectiveness of these manipulations. With an overall accepted
information aggregation and the representation of these data, the manipulation tendency
could be reduced.

7.3 Research Methodology

The design science methodology was used to develop a method to aggregate information
security metrics into key information security indicators. This includes the method itself
and the evaluation of this security metrics aggregation method based on previously defined
requirements. This evaluation was conducted with the help of an instance of the method, a
simulation, and an informed argument discussion. Section 7.3.1 describes the used design
science approach in detail. To evaluate not just the requirements and the possible usability
of the method, a second study was conducted to evaluate the understandability, clarity,
and usefulness of the method as well as their instance. To evaluate these characteristics
of a design science artifact, Sonnenberg/Vom Brocke (2012) suggested the use of expert
interviews. Therefore, Section 7.3.2 describes the method used to conduct the expert
interview series.

7.3.1 Design Science Methodology

“The result of design-science research in IS is, by definition, a purposeful IT artifact
created to address an important organizational problem” (Hevner et al., 2004). An artifact
can also be a decision support system, modeling tool, governance strategies, methods, and
change interventions (Gregor/Hevner, 2013). Since the goal of this research is to develop
a method, the article follows the design science approach proposed by Hevner et al. (2004).

Three design science contribution levels are described with examples of artifacts by the
work of Gregor/Hevner (2013). Level 1 is a situated implementation of an artifact which
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is an instantiation of a software product or an implemented process. Level 2 describes
a nascent design theory. Level 2 results are, for example, constructs, methods, models,
design principles, or technological rules. Level 3 treats well-developed design theories.
This article focuses on the development and description of a security metrics aggregation
method (level 2 contribution) as well as an instantiation (level 1 contribution) to show
the usability and usefulness of the proposed result.

Gregor/Hevner (2013) present not only the contribution levels but also a publication
schema for design science research. This article follows the proposed publication schema
to present the research. The design science process by Peffers etal. (2007) was used to
generate the results. The first step within the process is the identification of the problem
and the motivation of the topic, which is shown in the instruction, background, and
related work of this article. The artifact description of this article includes the other
steps of the design science process of Peffers etal. (2007). These steps consist of the
definition of objectives, the description of the aggregation method, a demonstration of use
in the form of instantiation and the evaluation of the result. The proposed publication
schema by Gregor/Hevner (2013) ends with a discussion and a conclusion. The artifact
description has to present and describe the artifact as well as the design search process and
the evaluation “must be rigorously demonstrated via well-executed evaluation methods”
(Hevner etal., 2004). The following design search process and evaluation methods were
used:

o Design search process. The design search process was based on different require-
ments from the literature and practice. The literature review section shows that no
current solution meets all the established requirements adequately. The combined
current techniques to develop and visualize metrics as well as metric taxonomies
lead to the development of the proposed method to aggregate metrics.

o Evaluation. An instantiation of the method is appropriate to show that the pro-
posed method can be implemented in a working system (Hevner et al., 2004). Prat/
Comyn-Wattiau/Akoka (2014) analyzed design science articles and concluded that
the approach of instantiation with the demonstration of the use of the artifact is a
valid evaluation method. Hevner etal. (2004) also present a set of five evaluation
classes with 12 appropriate evaluation methods. This research is evaluated based on
an experimental simulation of the instantiated method in comparison with existing
measurement approaches of standards, which show the usability of the instantiation.
Also, a descriptive informed argument based on the simulation was used to show
that the established requirements are met.

7.3.2 Expert Interview Series

The expert interview series have multiple goals. The major goal is to evaluate the un-
derstandability, clarity, and usefulness of the information security metrics aggregation
method as well as the results out of the method for information security managers. These
characteristics are difficult to evaluate with just a simulation and an informed argument
approach of the design science methodology. Using expert interviews was suggested by
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Sonnenberg/Vom Brocke (2012) as an appropriate way to evaluate the understandability,
clarity, and usefulness of methods.

There are various possibilities to conduct an expert interview series. The decision of
choosing a semi-structured expert interview (Bortz/Doéring, 1995) has the advantage of
both worlds. Open interviews give the interviewees room for extended explanations where
structured interviews ensure that all interviewees have the same questions. This ensures
that the results are comparable but also allows the extraction of insights from the experts.

With these considerations, the following sections describe the different steps of the semi-
structured expert interview series. Section 7.3.2.1 describes the goals of the interview
series and their operationalization. The expert selection with the demographics of the
experts is illustrated in Section 7.3.2.2. Section 7.3.2.3 explains the methodology to
analyze the expert interview series.

7.3.2.1 Operationalization and Interview Procedure

The expert interview series has not just the goal to evaluate the understandability, clar-
ity, and usefulness of the information security metrics aggregation method but also to
gain insights from current practices in generating and developing information security
metrics. Also, the possible advantage or disadvantage of using the proposed method and
its instance in conjunction with the current approaches can be estimated by the experts.
Besides the evaluation of the result, the interview series is also helpful to evaluate the
used calibration of the simulation conducted within this research.

To give an orientation through the interview and make the analysis more comparable
than an unstructured interview, an interview guide was developed in respect of the rules
of good expert interviews by Bortz/Déring (1995). To support the described goals, the
following areas with the included questions were discussed with the experts:

e Current situation and simulation calibration. To provide a pleasant interview
situation, the interview starts with open questions about the current situation of
information security metrics within the experts’ organizations. Also, these questions
were asked first, because no prior knowledge of this research is necessary. Therefore,
to receive unbiased answers, the topic of the current situation was discussed first.
To cover the topic, the experts were asked about the number of metrics they use to
manage information security (Q1.1) as well as how they are developed (Q1.2). A
control question was used to evaluate if the developed metrics of the organizations
are meaningful for the experts (Q1.3). To evaluate the simulation performed within
this research, a question was inserted before any explanation of the results. The
most important and debatable variable within the simulation of the results was the
number of vulnerabilities per system per month. Therefore, besides using available
statistics out of the practice, the interviewees were asked about their opinion on
how many vulnerabilities per system per month exist (Q2.1).

o Understandability, clarity and usefulness. This part of the interview began
with an explanation of the information security metrics aggregation method as well
as the presentation of the instance with the goal to minimize vulnerable systems.
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After this detailed information, the experts were asked, if the method itself, as well
as the instance, is understandable (@3.1). This study does not use clarity explic-
itly because the construct understandability and clarity are considered as strongly
related as Giiver/Motschnig (2017) explained in their study. Also, the experts were
asked if they would consider the method and the instance as useful and why (@Q3.2).
After the whole interview, the experts were asked to quantify first the understand-
ability of the presented results and second the usefulness of them from one (very
understandable /useful) to five (not understandable/not useful).

» Possible implications in practice. Finally, to further get impressions about pos-
sible implications in practice, possible problems or other use cases, the experts were
asked to give their overall impression about the method as well as the instantiation

of it (Q4.1).

7.3.2.2 Expert Selection

According to Bogner /Littig/Menz (2014), an expert is a person with a specific practical
or experimental knowledge about a particular problem area or subject. Also, this person
is able to structure this knowledge in a meaningful and action-guiding way for others. To
cover the first part of this definition, the selected person has to have at least five years
of experience in the area of information security within an organization. In this way,
specific practical knowledge about the defined problem information security is ensured.
The ability to structure the knowledge in a meaningful and action-guiding way for others
is testified if the person is in a leading position within the organization.

The selection results in 16 experts who participated in the expert interview series between
November 2019 and January 2020. The experts had at least five and at most 30 years of
experience in information security. The average experience of all experts is 18.35 years.
The experts are all in a leading position within their organizations. Thus, the participants
are chief executive officers (1), chief information officers (1), chief information security
officers (6), information security officers (4) and others (4). The four positions in the
category “others” have different job titles but have the same tasks and responsibilities as
(chief) information security officers. They are namely chief technical delivery managers,
chief security architects or directors of security and resilience. All but two experts work in
organizations that have more than 5000 employees and are globally acting. The average
number of employees of all participated organizations was 101735. The required positions
are normally available if the organization has one or more dedicated information security
teams. These teams and the required leading positions for this expert interview series are
often not available at small businesses. Therefore, the selected experts normally do not
work in small- or medium-sized businesses.

7.3.2.3 Interview analysis

The basis to analyze the interviews is the qualitative content analysis according to the
work of Mayring (2015). Mayring (2015) described three prerequisites to perform the
qualitative content analysis. The definition of the material and how the material was
created is described in the previous Section 7.3.2.1. The last prerequisite is the form in
which the material is present. Normally, the analysis requires a textual basis (Mayring,
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2015). Therefore, a full transcript of each interview was created and serves as the basis
of all analysis steps.

After these definitions, an “analysis technique” has to be defined. There are various tech-
niques available that are useful to analyze three different “basic forms”. These forms are
summarizing, explication and structuring. To answer the given questions and goals of this
interview series, the analysis was done by the following steps suggested by Mayring (2015)
for a summarizing analysis:

1. Paraphrasing. This step contains the deletion of text areas with no contribution
to the goal and questions or which have little content. Also, a standardized level of
language with a grammatical short form was created.

2. Generalization. This step takes the paraphrases and prepares them on an abstract
level. Predicates are generalized in an equal form and theoretical assumptions are
made in case of doubt.

3. Reduction. The reduction step generates the overall summary of opinions and
answers to the questions. There, phrases with the same meaning are deleted, phrases
of similar meanings are combined, very content-bearing phrases are selected and
theoretical assumptions are made in case of doubt.

7.4 Security Metrics Aggregation Method

This section is structured according to the different steps of the design science research
methodology process model of Peffers etal. (2007) with the extension of a second eval-
uation study. First, the objectives of the solution are given in Section 7.4.1 in the form
of requirements. Second, the solution to meet the requirements is described in Section
7.4.2. This is followed in Section 7.4.3 by an instantiation of the solution in the context of
minimizing vulnerable systems within organizations. Last, in Section 7.4.4, the evaluation
according to the design science research approach is carried out by simulating outcomes of
the instance and compare them to existing measurement approaches. To not just evaluate
the requirements a second study evaluates the usefulness, clarity, and understandability
of the proposed solution for information security managers in practice. This additional
evaluation is present in Section 7.4.5 in the form of the results of the semi-structured
expert interview series.

7.4.1 Artifact: Requirements

The method to aggregate security metrics should meet multiple requirements, which derive
from past literature and the problems of practitioners described. The various metric tax-
onomies (Pendleton et al., 2017; Purboyo/Rahardjo/Kuspriyanto, 2011; Verendel, 2009)
in the literature contain rules for good metrics which should be considered within an
aggregation method. The main focus of the requirements are facing the problems which
occur on the information security management and business management side described
in Section 7.1 and 7.2. Ahmad/Sahib/Azuwa (2014) derive eight main criteria for effective
security metrics, which also apply to aggregated metrics:
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1. Meet security objectives

2. Quantifiable values

3. Simple measurement

4. Comparable result

5. Corrective action

6. Targeted audience/stakeholder
7. Security improvement

8. Align with business goals

These statements in conjunction with the needs for the management of Section 7.1 and
7.2 lead to the following five requirements and a more accurate description within the
context of security metrics aggregation:

An instance of a security metrics aggregation method should...

1. ...be goal-oriented. There is a need for security and business management to have an
overview of the current status of information security based on abstract goals to be
achieved. The goal orientation is needed because of the lack of technical knowledge
of the management level. Security and business managers do not have the time to
investigate deep into technical knowledge to understand each of the various technical
metrics which are proposed by different standards and best practices. This is shown
by the study of McKinsey & Company (Boehm et al., 2018) in which 1125 managers
participated. Therefore, a security metric aggregation has to be goal-oriented to
be useful for practitioners. The requirement summarizes statements 1, 6 and 7 of
Ahmad/Sahib/Azuwa (2014).

2. ...provide quantifiable values. All metrics and indicators should be “derived from
precise and reliable numeric values” (Ahmad/Sahib/Azuwa, 2014). This means that
not only technical metrics but all aggregations should meet this requirement. This
requirement is also a prerequisite for the automation of the measurement process
and data gathering. Statements 2 and 3 of the above enumeration are included in
this requirement.

3. ...provide comparable results. Results and metrics out of the aggregation method
should be comparable among multiple organizations (Jafari et al., 2010) or different
departments of an organization. This assumes that the data and metrics are not
mutually exclusive or conflicting. This thus enables the necessary comparison of
management reports and their containing information.

4. ...provide traceability. If the values of metrics and reports fall below expectations,
the management should have the possibility to trace back to find the root cause,
especially if the result is an abstract indicator on a high management level. It
has to be possible to trace the issue from the outcome backwards and from the



106 7 A Method to Aggregate Information Security Metrics

source forwards. The information asymmetry and overload are reduced but the
disadvantages of them are mitigated because the initial data are available. This
requirement is a basis and a prerequisite to meet requirement 5. The underlying
statement of “security improvement” is included within this requirement and also
contains the needs of the audience/stakeholders for an aggregation method.

5. ...allow the derivation of corrective actions. The method should support a meaning-
ful way to specify countermeasures and actions to improve the current status of the
proposed metrics in a meaningful and traceable way. It should also help to guide
and link different actions to business interests. The aggregated metrics should allow
an improvement if adequate countermeasures are implemented. The prerequisite for
the decision theory, namely, to have multiple actions to choose from, is supported
by this requirement. The last statement, namely “corrective action”, is covered by
this requirement.

7.4.2 Artifact: Metrics Aggregation Methodology

The proposed method to aggregate security metrics is a three-step approach with a pre-
defined set of available operations and rules. The result of the method leads to different
standardized metrics that are linked in a tree structure over several levels. The aggre-
gation is based on the set theory to guarantee comparable and traceable metrics. The
following enumeration describes the security metrics aggregation method:

1. Define a goal with a base set. To meet the requirement that the result of the method
should be goal-oriented, the first step is to define a concrete goal on the information
security management level. It is important that this goal is defined on the most
abstract level possible because it will be the key indicator with an assigned value
at the end of the process. The management level can control the number of metrics
on this level based on the number of goals which will be defined. For each goal,
the whole method has to be carried out. This step goes further in defining a basic
set of elements which are underlying to this goal. An example could be a goal like
“minimize vulnerable systems” in which the basic set of elements are all technical
systems of an organization. The base set can also be interpreted as the “scope” of the
information security metrics aggregation. This leads to the possibility to adapted
the base set to different stakeholders. In case of vulnerabilities, it is possible to set
the scope to just the most critical production systems. This first step of defining
goals with their base set is necessary to minimize the disadvantages of information
overload.

2. Define metrics to quantify the given goal. This step can be done with the help
of available methods like the GQM approach (Basili/Weiss, 1984) or other goal-
based approaches. The second possibility is to use predefined metrics from available
standards and best practices and a check whether they provide a certain aspect of
the goal or not. This step also enables to take already available metrics out of the
organizational infrastructure or develop them together with technical employees.
It is not important which mathematical dimension, operation, or scale the metric
shows, because each metric has to be linked to the base set from the previous step.
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The rule to do that would be: “Statement of Metric” applies to “element of the base
set”. An example metric like “number of vulnerabilities” would be formulated as:
“vulnerability” applies to “a system of the organization”. In other words: “a system
of the organization” has “vulnerabilities”. Thus, each original metric is linked to the
base set of the underlying goal whether it is a number, an average, or a division.
The grounding of metrics to a base set allows information aggregation.

3. Aggregate two or more metrics to indicators. As all metrics are linked to the base set
of step one, it is possible to aggregate two or more metrics to indicators with specific
statements on higher levels. The operations are now derived from the set theory and
consists of the operations: union, intersection, and set difference. The aggregation of
“systems have vulnerabilities” intersects with “systems with old operating system”
would be an indicator of “systems that have avoidable weaknesses”. This step needs
to be done iteratively until the goal indicator of step one is reached. The aggregation
can be done based on subtopics of the base set, the questions of a pre-done GQM
methodology or with the help of practical workshops by experts from the field. If
base metrics cannot be aggregated and are not able to be integrate into the tree, it
should be considered to exclude the metric. The exclusion of an indicator or metric
shows that this metric might not be goal-oriented or useful in this context.

The result of the proposed method is a tree structure of different standardized metrics
and indicators. Figure 7.1 introduces an overview of the method with the three steps
described above. The whole tree can be used as a report-tool or dashboard. It is possible
to quantify each node within the tree in the form of the number of elements in it. For
example: “There are 5 systems with an old operating system in the organization”. With
the set theory in the background, it is also possible to generate comparable and illustrative
percentages for each node in the tree. To achieve this, the percentage of elements in the
node from the base set must be quantified. In the case of 100 systems (the number of
elements in the base set), this leads to the statement: “5% of systems in the organization
have an old operating system”. Based on the audience/stakeholder, it is possible to report
indicators or metrics from different levels of the tree. While the top management level
just deals with the key indicators on the root element, technical employees could deal
with the leaf elements. This leads to a structure that prevent negative effects of decision
theories: (1) information aggregation (include all original information), (2) negative effects
of information overload (show only necessary indicators), and (3) information asymmetry
(detailed and transparent view).

7.4.3 Instantiation: Quantifying Technical Vulnerabilities

The usefulness of the security metrics aggregation method can be shown by using it to solve
an instance of a problem (Peffers etal., 2007). A technical domain was chosen to show
the effectiveness of combining technical metrics to a key indicator for the management of
an organization. The domain is technical vulnerabilities within an organization, which is
often reported as the number of vulnerabilities as the NIST 800-55 framework suggests
(NIST, 2008). The following paragraphs include the three steps of the proposed method
to identify technical metrics concerning technical vulnerabilities and aggregate them to a
key vulnerability indicator.
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Set theory-based operation:
U - Union

N - Intersection

\ - Set difference

Figure 7.1: Information security metrics aggregation method

1. Define a goal with a base set. The goal of an organization is to minimize vulnerable
systems within it and thus to minimize the attack surface of the organization. This
leads also to the prevention of risks, because the risk just exists if there is an asset
which has a vulnerability and a threat which can exploit this vulnerability (ISO/IEC,
2018). The base set or scope of this goal would be all technical systems within the
organization. Systems encompass the personal computers of employees, servers, routers
and other technical elements, which are connected to the network of the organization. As
far as a technical system is reachable with an IP address, it is considered in the scope.

2. Define metrics to quantify the given goal. For a set of metrics illustrating the aggre-
gation methodology, the GQM approach is used in combination with technical reports
and studies of the industry to define suitable metrics for this instantiation. This step is
shown in the following itemization as a result of the GQM methodology. Each metric has
to be linked to the base set defined in step one. Thus, the link to the base set is also
given on the metrics level below. The questions describe different aspects of the goal.
If systems are not known, it cannot be tested and should be considered as vulnerable.
Known weaknesses are described with question 2. Not patched and old systems are also
describe vulnerable systems.

o Goal: Minimize vulnerable systems

— Question 1: Are all systems in the knowledge base?

* Metric 1.1: Number of managed systems. - Systems which are managed.

x Metric 1.2: Number of all systems. - Base set.
— Question 2: Which systems are weak?

x Metric 2.1: Network vulnerabilities. - Systems with network vulnerabili-
ties.
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x Metric 2.2: Application vulnerabilities. - Systems with application vulner-
abilities.

— Question 3: Are old systems in place?

*x Metric 3.1: Number of used blacklisted software. - Systems with black-
listed software.

x Metric 3.2: Number of available software updates. - Systems with available
software update.

x Metric 3.3: Number of blacklisted software which can be replaced. - Sys-
tems with blacklisted software which can be replaced.

The suggested metrics are just examples of the quantification and one possible instance.
Real reports do contain a lot more detailed metrics. The “2018 vulnerability statistics
report” of edgescan (2018) defines 8 subcategories with 53 metrics just for application
vulnerabilities. To keep the instantiation clear and understandable, the metrics themselves
are on a more abstract level than in technical reports. However, the method allows the
extension of this step and all steps with additional metrics.

3. Aggregate two or more metrics to indicators. The advantage of defining metrics with
the GQM approach is that they are already clustered around topics and linked to certain
aspects of the goal. This link is represented by the given questions of the methodology
itself. This helps to aggregate the metrics from the bottom up but this is not necessarily
required. Figure 7.2 shows the result of the aggregation process, which includes all possible
operations, different metric levels and provides a single key metric for the information
security manager, which represents the status of the organization regarding the defined
goal. Vulnerable systems are the union of unmonitoring systems, which are considered to
be vulnerable and known weak systems. Weak systems are a union of systems which can
be updated and are therefore possibly weak and known vulnerable systems as a result of
vulnerability scans. Updatable systems can be systems with available software updates
as well as predefined blacklisted software, which can be replaced. Vulnerabilities can be
derived from the network or applications. As mentioned in the previous step, the metrics
are not complete and the instantiation shows an example of how to use the method.

The resulting metrics tree shows five different levels clustered in parts of important areas
to quantify the vulnerability status of an organization. The different parts can be used
to quantify different functions in the company. In this case, they could be the monitoring
function, vulnerability management, and patch management. All the different functions
are combined in one key vulnerability indicator for the top management. More detailed
metrics for each function can be added if necessary.

7.4.4 Evaluation: Simulation and Requirements Validation

The simulation is based on the previously described result of the aggregation for system
vulnerabilities. To illustrate the usefulness of the result and support the argumentation
of the evaluation, a simulation based on artificial data was used. However, all data of the
simulation are based on technical reports (Gartner Inc., 2017; Enterprise Management
Associates, Inc, 2017)and are thus realistic. Additionally, the expert interview series was
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Figure 7.2: Quantifying the vulnerability status of an organization

used to evaluate these data. The simulation of the result is further compared to the use
of a common metric in the literature for illustrating the benefits of the presented method.
In this case, the metric “Number of vulnerabilities” which comes from the NIST 800-55
NIST (2008) is chosen for this context. To compare the new metric of the proposed result
for the management level with the common approach, the simulation just focuses on the
key vulnerability indicator, the “Vulnerable systems” The characteristics described for
the root metric should also be valid for the other metrics because all of them are based
on the same base set and are created in a standardized way.

For simulating the metric outcomes, the Vensim PLE was used which is a fully functional
system dynamics software from Ventana Systems Inc. This software is also used in research
for different other purposes (Nazareth/Choi, 2015). The unit time frame of all simulations
was set to a month and the model was run over 12 months. If the simulation were to
take longer, the values would be significantly too high, because no countermeasures are
simulated in the first instance to decrease the number of vulnerabilities. The model to
simulate the commonly used metric “Number of vulnerabilities” is shown in Figure 7.3
where the “Vulnerable systems” simulation is shown in figure 7.4. Rectangles represent
stocks which can accumulate or deplete over time. Double arrows are flows which are
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empty or infinite reservoirs which then affect stocks. All other variables are values which
are either constants or are defined via a calculation for the given period.
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Figure 7.3: Simulation of the metric “Number of vulnerabilities”
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Figure 7.4: Simulation of the metric “Vulnerable systems”
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All simulations are based on the following data:

Systems: 100. This is set to a constant to illustrate the outcomes of the instance.
The experts from the interview series complained that this would be a variable in
practice but to illustrate the behavior of the system, a constant is appropriate.

Shadow IT rate: 0.62 which is 62% based on the Gartner Inc. (2017) study which
proposes that 38% of all IT spendings are controlled by the management.

rate of systems which are vulnerable: 0.5. This value was also set to a constant to
generate comparable results.

o average vulnerabilities per system: 10. This number is derived from a study of the
Enterprise Management Associates, Inc (2017) which says that “Ten new vulnera-
bilities per system per month” exist in an organization. The variable itself is set
to 10 vulnerabilities per system. The time frame of the simulation is set to one
month which relates to 10 vulnerabilities per system per month within the flow
“Assessed vulnerabilities”. To further evaluate this variable, the experts were asked
about their opinion of how many vulnerabilities per system per month exist (Q2.1).
The average opinion out of 16 experts was 19.25 vulnerabilities. Nevertheless, 10
vulnerabilities per system per month was mentioned by most of the experts (7) and
is also the median of all answers. Therefore, the number was not adjusted after the
expert interview series.

All simulated values are based on the assumption that no countermeasures are in place.
So a stock variable like “KPI Number of vulnerabilities” does have a condition which adds
vulnerabilities but their resolution is not modeled. This means that all new vulnerabilities
are added to the existing one for each month. Also, both models contain not just the
reported metric but also the “real number” of vulnerabilities or vulnerable systems based
on the assumption that all information is known. This is mostly the “shadow it”, which is
not under the control of the management and thus cannot be security tested. The other
assumption is that all vulnerabilities of the known systems can be found which is not
common in reality. Thus, the common model of Figure 7.3 contains the real number of
vulnerabilities from the “shadow it” and the other of Figure 7.4 contains the real number
of vulnerable systems. Like the aggregation tree of Figure 7.2 shows, all systems which
are not monitored are considered as vulnerable within this simulation.

Based on the simulation model and a comparison of the two outputs, the argumentation
whether the requirements in Section 7.4.1 are met or not takes place. An exception is the
last requirement, which does contain a modification of the simulation to include a possible
countermeasure which represents a “corrective action”. The following enumeration repeats
the requirements for the aggregation method and discusses their fulfillment.

An instance of a security metrics aggregation method should...

1. ...be goal-oriented. The resulted vulnerability metric aggregation is goal-oriented
because of the method itself. The termination condition of aggregating lower-level
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metrics is that the goal of the first method step is reached as a key indicator. If
the termination condition is reached and metrics are not already included in the
aggregation, they should be considered to be excluded. These metrics tend to be
unrelated to the underlying goal or base set. The metric “Vulnerable systems”
represents 12 other indicators which are useful for lower management or operational
levels. This closes the gap between technical metrics and the management’s view.
Also, a more detailed quantification of the goal is possible if more metrics are added
to the aggregation methodology. For this example, the proposed metric “Number
of vulnerabilities” also meets the requirement. The example shows their number
which is a valid metric that represents the given goal. Other metrics considered by
NIST 800, like “Percentage of vulnerabilities mitigated” (NIST, 2008) are not goal-
oriented because the metric itself quantifies the process of mitigating vulnerabilities
which do not represent the actual state of vulnerabilities within the organization.
The method would exclude this metric because it cannot be linked to the base set
“systems”. If just this metric were to be reported, there would have to be a lot
more metrics like the total amount of found vulnerabilities, the amount of still open
vulnerabilities or others to interpret the value in a meaningful way.

2. ...provide quantifiable values. The set theory approach allows the assignment of a
number to each type of metric. Even for binary questions, the method allows the
assignment of an overall value for a basic set which would be the number of elements
within the node of the tree structure. An example could be a checklist with the
question if an employee has participated in security training. In this case, the base
set is all employees and the metric is the number of employees who participated in
security training or the percentage of all employees who participated. The values
have to be precise and reliable (Ahmad/Sahib/Azuwa, 2014). This requirement can
be tested with the help of the simulation.

Figures 7.5 and 7.6 show a comparison between the reported values of the met-
rics versus the real number which are present within the organization. The metric
“Number of vulnerabilities” in Figure 7.5 shows that there are significantly fewer
vulnerabilities reported than there are existing within the organization. The reason
is that shadow IT cannot be tested and is not considered to be vulnerable. The
report is optimistic and includes the vulnerabilities which are found in the organi-
zation. The metric “Vulnerable systems” in Figure 7.6 on the other hand is much
higher than the real number of vulnerable systems. The reason is the assumption
that unmonitored systems are likely to be vulnerable. This result is explained by
the pessimistic approach saying that all unmonitored systems are vulnerable.

The total difference between the real and the reported values is significantly less on
the proposed metrics aggregation approach and therefore more precise and reliable.
This shows that the presented methodology makes it possible to produce pessimistic
security assessments within organizations.

3. ...provide comparable results. The comparison of different metrics is important in
practice to benchmark own values against others. It helps to identify best practices
or better approaches and discuss possible improvements. There are two different
relevant cases. The first is a comparison of different departments or locations of an
organization. Most of the time, a chief information security officer receives reports
from different information security officers and has to combine, consolidate and
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compare them. The second case is a comparison between different organizations.
This comparison is often the basis for an exchange of experiences with specific
techniques to improve the information security level.

A problem with the common approach is that the base set of elements on which
the data is collected is not part of the metrics. For example, it is possible that
different departments of an organization use the same systems and each of them
collects their vulnerabilities. On the management level, these vulnerabilities would
be added to an overall metric which then includes the same vulnerability multiple
times. The definition of the basic set and the usage of the set theory does mitigate
this problem. It is more transparent regarding which elements and underlying data
the metrics were collected and is thus more comparable.
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A general problem with comparing absolute numbers is that there is no defined
reference. If one organization reports 10 vulnerabilities and the other 100, it is
not clear from which organization the other can learn. This situation often relies
on the underlying base set. If the first organization has 2 systems and the second
has 10000 systems, it could be argued that the second organization performs better
and can advise the first one. If both have the same number of systems, it could
be the other way around. All the problems with current metrics described are not
present for the metrics proposed in this research. The solution is the possibility
of two representations of each node within the aggregation tree. The first one
is the absolute number of elements within the node, which is important for all
employee levels and the management to estimate the workload. The other one is
the percentage representation based on the basic set. The simulation result shown
in Figure 7.6 would be 82% of vulnerable systems and also 82 vulnerable systems
because the basic set is 100 in this case. If there is a second organization with the
same values but 200 systems, a report would consist of 41% percent of vulnerable
systems but also a total of 82 vulnerable systems.

4. ...provide traceability. The management should be able to understand the reported
metrics without detailed technical knowledge and, if necessary, trace back to look
at how the metrics are achieved. It is important for the management not just to
understand the different components and aspects of the metric but also to find the
root causes if a metric should be under the expectations. The illustrated aggregation
method with the instantiation shows that the requirement is met by structuring
the metrics as a tree. Also, an explanation of different metrics is possible without
detailed technical knowledge or background. The metric “Number of vulnerabilities”
does not allow an explanation of any aspects within it. Questions on what are
vulnerabilities or which systems are included are not answered by reporting this
metric. A technical employee has to explain a lot to illustrate which aspects are
part of the metric, how the collection was carried out and which systems are affected.
The information security management also has to explain the business management
in the hope that they understand it (Boehm etal., 2018). This is mitigated by the
metrics tree by supporting the different parts of the key indicator and allowing the
management to trace back to leaf nodes of the tree.

5. ...allow the derivation of corrective actions. The most important requirement is the
possibility to derive corrective actions and countermeasures from the metrics and in-
dicators. The “Number of vulnerabilities” only allows one action from the definition
of the metric: reduce vulnerabilities. This action is the goal at the same time, but
the question remains: which actions are appropriate to reduce the vulnerabilities in
an efficient and effective way or even which part of the underlying problem should
be dealt with first. Often, a cheap countermeasure can have a big impact and thus
is prioritized higher by the management than others which are on the one hand very
useful but expensive. Also, it is not possible to trace downwards to find appropriate
weaknesses on a more detailed level and derive actions from the “Number of vulner-
abilities”. With the resulted aggregation of metrics, multiple actions can be defined.
A few examples would be to replace blacklisted software, update old software or
just include unmonitored and not security-tested systems in the monitoring. These
are just a few examples of countermeasures to reduce vulnerable systems that can
directly be derived from the aggregation tree.
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The requirement also includes the aspect that countermeasures have to allow an im-
provement of the metric or indicator. For this purpose, the simulation was slightly
modified by adding a countermeasure which reduces the shadow I'T within the sim-
ulated organization. Figures 7.7 and 7.8 show the adjusted model which slightly
reduces the shadow I'T by 5 percentage points per month.
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Figure 7.8: Simulation model of number of systems with countermeasure

Figure 7.9 shows the result of the “Vulnerable systems” indicator by applying the
countermeasure in comparison with the metric if no countermeasure was applied.
Because of the supported pessimistic assumption that all unmonitored systems are
vulnerable, the metric decreases the number of vulnerable systems and the situation
improves according to the given goal. Figure 7.10 shows the same situation with the
common approach to count the number of vulnerabilities but it can be seen that the
vulnerabilities increase over time and the situation deteriorates. The explanation of
this phenomenon is that the reported value approaches the real amount of vulner-
abilities. By applying the monitoring to new systems, more vulnerabilities can be
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found. The problem comes into effect if employees have to explain the increasing
amount of vulnerabilities to the management level, while their job to achieve the
goal is to reduce them. This can lead to not taking different useful countermeasures
to avoid a need for explaining them to the management. In contrast (see Figure 7.9),
the monitoring of new systems also include these systems that are not vulnerable
and the metric “Vulnerable systems” approaches the real number of vulnerable sys-
tems. It can be seen that the proposed aggregation supports the given requirement
of the possibility to derive corrective actions. Moreover, the proposed metrics tree
include possible countermeasures (action alternatives) for the management.
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7.4.5 Evaluation: Expert Interview Results

To evaluate the proposed results of this research, 16 information security experts of or-
ganizations were asked about their opinions based on three goals (Section 7.3.2.1). This
section is structured according to these goals. The current situation of information secu-
rity metrics development in practice is shown in Section 7.4.5.1. Section 7.4.5.2 describes
the possible advantages and also the concerns of the experts in using the method and the
developed instance in practice. The last Section 7.4.5.3 points out possible implications
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and possibilities for extensions that were derived out of the expert interviews. Also, an
example of how to extend the instance to meet further requirements of experts is shown.
All goals were analyzed based on the whole interviews and the method outlined in Section
7.3.2.3. The main questions which ensure the extraction of the knowledge are outlined in
each section.

7.4.5.1 Current Information Security Metrics Development

The first goal was to show how information security metrics are used and developed in
practice and to ensure that the proposed method can significantly improve this situation.
To reach this goal, the questions on how many information security metrics are used by
the experts (@Q1.1) and how they have been developed (Q1.2) were asked. The control
question was to ask if the experts consider these metrics to be meaningful (Q1.3).

The number of used information security metrics differs greatly:

e 0-1. Five experts do not use metrics to control the information security status
of their organizations. These organizations either started to implement metrics
and planning them or make decisions pure based on controls from best practices
and standards like ISO/IEC 27000. The reports of the experts are done ad-hoc to
answer questions from the upper management.

e 10-50. Four experts have a reduced amount of indicators. These indicators are
mostly calculated numbers which are based on multiple other metrics.

e 200 and more. The other experts have a large amount of information security
metrics that are not aggregated in any form.

Three different approaches to define these metrics were identified out of the interviews.

1. Self-definition. The first approach is to self-define the information security met-
rics. These experts use internal workshops or self-developed methods to produce
their metrics. The explained methods and characteristics of the metrics are based
on available approaches like the CVSS score or risk management processes and then
adapted to their needs. The resulting information security metrics of these experts
are also considered useful by them. A few concerns arrived when it comes to compare
them with other departments and organizations.

2. Standards and best practices. Most experts use metrics out of standards and
best practices. The ISO/TEC 27000 series, NIST 800 series, Trusted Information
Security Assessment Exchange (TISAX) and others are used to either take the
defined metrics directly out of them or to use the included controls and define
at least one metric for each of these controls. This leads to a large number of
information security metrics. All experts who follow this approach mentioned that
not all of them are useful for them. They are not useful to take actions out of them,
are not meaningful or not measurable at all. Therefore, some of the experts in this
category filter the metrics within these standards based on workshops and choose
these which are meaningful and measurable for them.
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3. Data driven. One expert explained that the metrics derived out of available data
within their systems. To generate these metrics, they assessed the available data and
looked for interesting and useful characteristics that would be helpful to quantify
the current information security status. There, the cost-benefit ratio has to be in
mind to consider these metrics as useful. A small organization would have a huge
overhead and not much of a benefit of implementing such a solution.

4. Requested. The last approach is to define the metrics based on the requests of dif-
ferent stakeholders. This was the upper management and regulatory requirements.
These metrics were considered mostly as not useful by the experts.

The current situation to use and develop information security metrics in order to quantify
aspects of the information security status of organizations confirms the discussed problems
out of section 7.1 and 7.2.

7.4.5.2 Expert Opinion about the Results

The main purpose of conducting a semi-structured expert interview was to evaluate the
understandability, clarity, and usefulness of the information security metrics aggregation
method and the developed instance. The characteristics of understandability and clar-
ity are seen as equal within the interviews (see section 7.3.2.1). The whole interview
transcripts were used to analyze possible advantages and concerns the interviewees see
in using the results of this research. The questions on what the experts think about the
understandability of the method and the instance (Q3.1) and if the experts consider the
method and the instance useful and why (@Q3.2) are included in the interview guide.

At the end of the whole interview, the experts were asked to rate the understandability
and the usefulness from one (very understandable/useful) to five (not understandable/not
useful). All answers are between one and two while the average understandability was
1.125 and the average usefulness was 1.375. This shows, that the proposed results are
considered as very understandable and very useful for information security managers in
practice.

Five main advantages of using the method and the instance in order to quantify vulner-
abilities are described by the interview partners:

1. Reporting to the top management. The method allows developing a low num-
ber of KPIs which are useful to report to the top management of an organization.
The reduced number of KPIs is useful to easily get an overview of the information
security status of the organization. The proposed method allows the management
and control of the situation and is therefore very useful.

2. Extendability. The experts saw different opportunities to extend the solution
based on their needs. The sub-trees of the instance can be extended down to a more
technical level and the method could be used for other information security areas
like awareness. A very interesting insight is, that such a tree is very useful to start
with a monitoring solution. Sub-trees can be implemented step by step and can be
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extended from time to time to other parts of the tree. The beginning to implement
such solutions was a major concern within organizations.

3. Explanation of information security metrics. The methodology itself allows a
structured and analytical way to deal with the complex problem of information secu-
rity metrics development. Most of the experts have the problem that the discussions
about which metrics are useful, which are measurable or definitions terms can be
very emotional. These discussions prevent them from even starting to monitor the
information security status. An understandable and acceptable methodology makes
the beginning a lot easier in practice. Tho proposed result out of the methodology
shows a tree structure of different metrics. This tree structure explains the metrics
itself. It shows their calculation and how they have to be tested and monitored
as well as the underlined base set. This explanation allows further to give the tree
different departments or even external partners which can collect the described data
in order to report them back. The proposed visualization is well based, sound and
makes the metrics more understandable despite their derivation and abstraction.
The last consideration of the experts within the explainability was the advantages
of the instances to support managers of small and medium-sized businesses. They
are often information technology managers with operational tasks. Also, they are
responsible for the information security within the organization but do not have
the knowledge and know-how to deal with this complex area. Besides the available
standards and best practices, the proposed solution can help these managers to get
an overall understanding of the different areas which are important to deal with
information security based on the trees.

4. Derive actions. The experts considered the tree structure as a kind of a decision-
tree. A manager can use different sub-trees to derive prioritized actions from the
management perspective. Different information security areas can be traced back
and root causes of problems can be found. This is able not just for the information
security management but also on an operational level. The tree illustrates multiple
possibilities to improve the overall KPI on top of the tree which allows deriving more
actions than before. Not just actions to improve the situations are visualized but
also possible deficits can be pointed out. For example, the instance to quantify vul-
nerable systems indicates whether an organization has a Configuration Management
Database (CMDB), whether all systems are tested or which assets are monitored.

5. Comparable results. The experts noticed that the aggregation is based on a
common denominator which allows comparing the metrics. The results out of the
information security metrics aggregation method could also allow a combination of
different metrics out of other methods and compare different organizations. The
aspect of comparability is very important for the information security management.
The experts mentioned a further concern which makes comparability even more
important. With this instance, it is avoided that “everyone calculates the numbers
as they want and that they are manipulated for their benefits”.

There are not just positive effects and advantages mentioned by the experts. Very few
possible concerns were raised, which is why these are already shown here in a single
mention. The following concerns were present in the expert interviews:
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1. Unclear definitions. There are concerns about the different terms used within
the instance. If a manager just sees the tree and the term “‘Vulnerable system” the
question of what is a system arises. Therefore, for each term, an exact definition
has to be provided. This avoids emotional discussions within organizations.

2. Finding the right metrics. The method itself do not help in finding the right
metrics.

3. Data collection. Four experts had concerns about the possibility to collect the
required data to quantify the metrics for the whole instance presented. In contrast,
four other experts said that they could collect all the required data straight out of
standard software in place. The experts were very divided on this topic.

4. Prioritization, weight, and criticality. The most concerns arise that the in-
stance does not support the prioritization of actions, weight to different security
areas, the criticality of systems or the criticality of vulnerabilities. The prioritiza-
tion of actions and the weight of different sub-trees is not provided by the instance
as well as the methodology itself. This has to be done by information security man-
agers with respect to the organization’s needs, boundaries, and compliance policies.
For information security managers, a general overview of all systems with all the
vulnerabilities is useful. To report to the top management, these numbers are not
meaningful because they can not assess the impact or criticality of these numbers.
If there are 10 vulnerable systems, the top management would ask if this is good
or bad, if the services can still operate or what have to be done. Also, the KPI
does not produce enough pressure to the top management if the vulnerable systems
increase to 11 in this example but the affected system is highly critical. The need for
fast actions is not included. Therefore, the information security managers asked for
possibilities to support the criticality. The proposed method gives solutions for this
but an example was not included. The first possibility is to reduce the scope of the
whole instance to “critical systemsin order to report to the top management. The
second possibility is to extend the instance with filter-metrics. Figure 7.11 shows
an example with the goal to report the “systems with critical vulnerabilities” and
the “critical systems with critical vulnerabilities”. The KPI “Vulnerable systems” is
the head KPI of the proposed instance of Section 7.4.3, the grey filled rectangles are
the reporting goal while the grey bordered rectangles are the used filters combined
with an intersection.

7.4.5.3 Possible Implications and Impressions of Experts

Finally, the experts were asked about their overall impressions of the information security
metrics aggregation method as well as the proposed instance (@4.1). The impressions
were very positive which leads to multiple suggested further use cases and possibilities of
usage based on the experts’ backgrounds. The experts considered four different areas of
using the proposed method which also could be interesting areas of future research:

1. Extension to support the financial view. It could be possible and is requested
by the information security managers to use the method to support and include
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the financial view to the different metrics. This means, that each metric could
associate with risks and the possible financial implication for the organization. This
would enable not just to support the information security management but also the
financial or even the board management. Further, the connection of the different
metrics to the individual business goals would be useful for information security
managers as well as business managers to better illustrate the value of information
security within organizations.

Further areas. The experts suggest the usage of the method for each information
security area which includes access control, threats, awareness, risks, operational
security, and compliance. Some possibilities would be the usage for other areas for
example within the product-environment to quantify security and safety aspects of
products.

Development of a common standard. It was suggested by the experts to use
the method to generate metrics and their aggregation for each part of information
security within organizations. These instances could be tested by a variate of organi-
zations to create a commonly accepted information security metrics standard. Such
a standard with a mapping to existing standards and best practices would show the
rightmetrics which are commonly used in practice. The current trend in practice is
the use of rating systems in the information security area. Such a standard could
provide such a rating in order to provide a comparison of different service providers
and therefore is usable for decisions on outsourcing.

. Information security management dashboard. A great opportunity to work

with the method would be a system that implements the suggested solution. This
solution should have the necessary interfaces to collect all data automatically out
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of the organization, aggregate the metrics and present them as a dashboard. All
metrics which are not able to collect automatically could be forced to manually
insert by the responsible managers. It could also be a possible opportunity for
defining a decision support system.

7.5 Discussion and Directions for Future Research

This research study contributes to the question of how information security metrics can
be consolidated and prepared for the information security management of an organiza-
tion. Therefore, the research proposes a standardized method to aggregate metrics in
the information security area based on requirements, which are asked by practitioners
and researchers. The information security metrics aggregation method consists of three
steps to achieve a goal-oriented, quantifiable, comparable and traceable aggregation which
also allows the definition of appropriate actions to improve them. An example instanti-
ation to quantify the goal of minimizing vulnerable systems within organizations shows
the usefulness and effectiveness of the proposed method. The evaluation consists of an
argumentation of each requirement with the help of a simulation. Additionally, a semi-
structured expert interview was conducted to evaluate the possible understandability,
clarity, and usefulness of the result for information security managers in practice.

There are goal-oriented approaches that help managers to develop metrics and there is
also a lot of work with predefined metrics in place. A standardized way to aggregate them
from bottom to top is to have a key indicator for the defined goal that was not in place
before. As shown in this research article, the method can be combined with the existing
goal-based and standard approaches of security metrics development and extends them to
generate a suitable security metrics framework for multiple levels of an organization. By
using the method, the stated problems from the literature and practice with the lack of
structure, clarity, and comparability in information security reports could be mitigated,
and the gap between technical employees and the business management reduced. Also,
different problems in decision theory like the effects of information overload, information
asymmetry and information aggregation on management-decisions can be reduced by
using the method. The proposed results contribute to the literature by allowing to extend
current information security management standards with the possibility of aggregating
the supposed security metrics to their security concepts. Also, different standard security
dashboards and reports can be developed based on the aggregation method.

The way to aggregate security metrics given provides a pessimistic measurement of the
security status which compensates for the fact that not all information is given at any
time. An example provided is that not all systems of an organization might be under
security monitoring. An optimistic measure like the number of vulnerabilities would just
count the known number which does not include vulnerabilities from systems that are not
security monitored. The proposed method supports a pessimistic measure by providing
the possibility to count the systems as vulnerable and count them equivalent to systems
with known vulnerabilities. A countermeasure that includes such unmonitored systems in
the security monitoring system, as a result, improves the security status. An optimistic
measure would worsen the metric because more vulnerabilities would be found. This could
lead to the assumption that the information security department of an organization does
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not increase but rather decreases the security level of the organization. The proposed
method supports pessimistic measurement and thus reacts positively with appropriate
countermeasures.

According to information overload theory, the reduction of information leads to the lower
effectiveness of decisions. The proposed solution shows that the aggregation can be done
by a base set aggregation without losing the information based on an index. This process
allows dashboards with the opportunity to “zoom in” and “zoom out” which was asked
in literature and by practitioners. All information is available for the higher management
level which leads to more accurate decisions because the uncertainty is reduced. Also,
managers may feel more comfortable in their decisions. Furthermore, the method allows a
standardized reporting from technical employees to the information security management
without the support of the tendency to manipulate data from bottom to top as a result
of information asymmetry between the group members. Despite current theory, the ag-
gregation of data may not lead to the loss of information and therefore to the described
disadvantages of these theories.

As the semi-structured expert interview reveals, the current information security manager
does not use a standardized method to aggregate or even develop information security
metrics. There are standards and best practices in place but they do not provide a
suitable method to develop key security indicators. This leads to problems for small- and
medium-sized business managers who have to deal with information security management
but do not have enough expertise. The proposed method and the resulted instance can
lead to an explanation of the most important areas of information security and how to
measure them. Besides the explanation of the information security landscape itself. The
interviewees expose several other advantages like the explanation of the metrics and their
calculation, the possibility to use the metric for reporting even to the top management,
the extendability and usefulness to use the method for other areas, the possibility to derive
multiple countermeasures and the production of comparable results. The last advantage
was also a disadvantage using the instanciation.

The experts also explained possibilities for further usage of the method which leads also
to future possible research. The method could not just be used to quantify vulnerabili-
ties but also for other goals. The security area consists of multiple topics like awareness,
infrastructure weaknesses, access control or operational issues like patch management or
incident management. All areas have a goal from the management perspective which
could be quantifiable by instantiating the method. By using this method, a possible in-
formation security dashboard could be developed which could be implemented in multiple
organizations for a discussion base to collaborate and improve the security knowledge and
status of a whole region. Even small- and medium-sized businesses with relatively few re-
sources could participate and use the method or the results of this method to understand
the nature of information security better, try to first collect the relevant data needed to
quantify the metrics, and begin to improve their security status. A possible way to do
this would be to define an information security metrics standard and link it to existing
ones.

The most asked solution for the interviewees is a system solution with the needed interfaces
which collect all the necessary data to quantify and calculate the metrics automatically
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and show them as a management dashboard. To develop such a technical system, the
proposed method could be used to quantify all relevant information security management
goals and evaluate these instances. This would lead to the concept of a comprehensive
information security management dashboard. This concept would serve as a template and
specification for researching and implementing an automated system which would be the
beginning of a possible decision support system for information security managers.

If using the proposed solution, the management of an organization has to be aware of
the nature of information security metrics. The instances are just able to show known
information and in the presented instance the known vulnerable systems. A typical prob-
lem in measuring information security vulnerabilities is the existence of so-called zero-day
vulnerabilities and exploits. By using the method and an instance of it, the management
has to be aware of possible unknown vulnerabilities that are not covered by the measure-
ment. Also, the use of metrics does not prevent the organization from being attacked.
Nevertheless, practitioners have to measure the current state of the information security
as well as to know if there are known vulnerabilities in place. Without these measures, it
is not possible to get resources for the necessary actions, closing the vulnerabilities or even
start trying to monitor the organization’s infrastructure. The research shows the useful-
ness of measuring known vulnerabilities and weaknesses to manage information security,
show different areas of interest, serve possible actions, and compare different organiza-
tions. A study of Flexera (2018) also shows, that just 14 out of 19,954 vulnerabilities
were zero-day vulnerabilities. Experts of the interview series confirmed, that they never
saw a breach out of a zero-day exploit in practice because it is not necessary to find or
use one. There are many open known vulnerabilities with available exploits available,
which can be easily used by attackers without the time-consuming task of finding a new
vulnerability. By using metrics to assess the known vulnerabilities and reduce them, the
risk of being successfully attacked can be mitigated. The proposed solution would help
to achieve this.

Each research shows limitations and also future research out of these limitations. In this
case, the research shows one instantiation of the information security metrics aggrega-
tion method through the goal of minimizing vulnerable systems within an organization.
To further illustrate the usability and effectiveness of the method, other phenomena like
awareness, infrastructure weaknesses or access control should be instantiated and evalu-
ated. The effectiveness of the resulted instance was shown with the help of the simulation
method and artificial data. The simulation itself illustrate the behavior of the metrics in a
specific scenario but not in reality. Nevertheless, behavioral data from a semi-structured
expert interview series shows that the supposed method, as well as the instance, is under-
standable, clear, easy to use, and useful. An implementation in practice with a case study
to evaluate the method is missing and should be considered for future research. Such
studies are a possibility to not only evaluate the method and the instances themselves
but also to find new relations between the collected data and understand the different
areas which would be quantified better. An adaption of the method to use it for other
disciplines cannot be excluded and could open up interesting solutions and new research
areas. An example could be the application of the method to develop solutions for an-
other context like cloud computing and cloud service providers. In this case, information
security is an important topic to illustrate customer trust but difficult to quantify (Lang/
Wiesche/Kremar, 2018). The aggregation method could help to reduce the complexity
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of certain information security metrics in the cloud context on a customer level as an
information security indicator.

7.6 Conclusion

Reporting information security issues for the management level of an organization is still
a challenging task in terms of structure, clarity, and comparability. Also, current research
asks for closing the gap between technical security metrics and the management view on
security issues. Therefore, this research uses a design-science methodology to develop an
information security metrics aggregation method based on requirements to overcome the
stated problems in practice. The method should be goal-oriented, quantifiable, compa-
rable, traceable and the management would have to derive appropriate actions from the
metrics.

This article shows that the problems can be mitigated by aggregating technical infor-
mation security metrics in a standardized way, based on the set theory. This results in
a tree-structured aggregation of different technical metrics to key indicators which rep-
resents a security management goal. An instantiation on the example of vulnerabilities
and the simulation of the outcomes shows the usability and effectiveness of the proposed
method. A semi-structured expert interview shows the understandability, clarity, and
usefulness of the method and the instance from the perspective of information security
managers.

The method can be used by security and business managers to develop a standardized
security metrics framework and a reporting tool at the same time. Also, appropriate
countermeasures to improve the current state of the security status can be derived from
the results and thus make better decisions. Also, the result enables a cross-organizational
comparison of information security metrics. Researchers could use the method for the de-
velopment of decision-support models, security metrics framework development, security
status quantification or the observation of the effects of certain countermeasures within
organizations. The use of the method for other metrics besides the security area could be
a possible research field.
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A Conceptual Information Security Assessment
Dashboard for Organizations

Abstract: Information security assessment is a major task for information security man-
agers and remains a challenge in practice. There are various standards and best practices
that suggest metrics. However, there is a major challenge: these metrics are usually not
clear, understandable, actionable, and useful for information security managers of organi-
zations. Therefore, this study investigates the development of a standardized dashboard
to assess the information security status of an organization. An information security met-
rics aggregation method based on the design science methodology was used to generate 10
key indicators for information security managers. To evaluate the results, a focus group
- also called workshop - was conducted with experts from a leading global organization.
The study enables security managers to assess the information security status of an orga-
nization in a standardized way. The dashboard allows information security managers of
all hierarchies to derive corrective actions, compare metrics, and overcome common issues
related to information overload, asymmetry, and aggregation.

8.1 Introduction

Information security remains a major challenge and task for organizations (Soomro/Shah/
Ahmed, 2016). Business models and services are based or even fully dependent on data
(Knapp etal., 2006). Especially digital transformation efforts leading to more digital ser-
vices and business processes which increase the dependence on data steadily. The impor-
tance of information security is also shown in a study by Altimeter, a Prophet Company.
They asked 554 participants about their top priorities for technology investments in 2019.
After investing in “cloud” (37%), 35% prioritize “cybersecurity” in conjunction with dig-
ital transformation (Solis, 2018). Information security has to be considered not just to
further develop businesses but also to secure them. In 2018, the average cost of a data
breach was $3.86 million (Ponemon Institute LLC, 2018). When there is a data breach,
organizations incur not just financial losses but also legal and reputation repercussions are
a risk for organizations (Tu/Yuan, 2014). A study by Grant etal. (2014) also shows that
security, along with reputation and dependency on data, was one of the most prominent
risks faced by businesses in the high to very high risk rating. Therefore, practitioners and
researchers focus more and more on information security.

Information security is a top priority for the board and top management, as well as
technical employees of an organization. Therefore, standards and best practices such
as the ISO/IEC 27000 series (ISO/IEC, 2018), or COBIT (ISACA, 2012), deal with
information security management and governance aspects. Other standards such as the
NIST SP800 series (NIST, 2018b), or the Standard of Good Practices from the ISF (ISF,
2018), deal more with technical aspects to protect information. The present focus in
information security is due to the responsibility shift of the issue of information security
from technical employees to the management level of organizations (Yeh/Chang, 2007;
Ashenden, 2008; Ransbotham /Mitra, 2009). This goes further to the extent that managers
today are fully responsible for security problems (Abu-Musa, 2010; Soomro/Shah/Ahmed,
2016).
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Despite these standards and best practices, data breaches and information security issues
are present in the daily news. An organization has to know at any given point in time,
how secure their information systems are (Mermigas/Patsakis/Pirounias, 2013). A major
challenge is finding an effective way for technical employees to communicate information
security assessments to supervising managers. An appropriate method to assess and
report the information security status of an organization is by using metrics. Different
metrics are described within standards and best practices. The ISO/IEC 27004 (ISO/IEC,
2009) or NIST SP800-55r1 (NIST, 2008) deal with information security metrics but, by
their own account, don’t cover the minimum information security requirements (NIST,
2008). These metrics often measure the effective implementation of countermeasures, not
if the countermeasures are effective (Bayuk, 2013). Furthermore, a survey of McKinsey &
Company (Boehm et al., 2018) identified the lack of clarity, structure, and consistent data
within information security reports. Multiple authors in past literature also mentioned
these shortcomings and see the need for a holistic view on information security (Savola,
2013; Soomro/Shah/Ahmed, 2016), the gap in research to measure information security
in a standardized or automated way (Alshaikh etal., 2014; Arabsorkhi/Ghaffari, 2018;
Diesch /Pfaff /Krcmar, 2018; M'manga et al., 2019), and the need for information security
dashboards (Dogaheh, 2010; Maier et al., 2017; Al-Darwish/Choe, 2019; Tewamba et al.,
2019; Diesch/Pfaff/Krcmar, 2020) as a basis for information security decision support need
to be addressed. Therefore, this study develops and evaluates a conceptual information
security assessment dashboard from the information security management perspective of
an organization.

The remainder of this article is structured as follows. Section 8.2 shows existing work on
information security management practice, information security metrics, and dashboards
as well as theoretical background and the basis literature used to develop the results. The
used methodology to develop the information security dashboard is illustrated in Section
8.3 followed by the evaluated information security dashboard from the management per-
spective in Section 8.4. Section 8.5 provides a critical discussion of the results alongside
possible future research directions. The article closes with a conclusion in Section 8.6.

8.2 Background and related work

Information security assessment is part of the information security management of orga-
nizations. Therefore, the first part of this section introduces information security manage-
ment in theory and practice (Section 8.2.1). Measurement with metrics is the main and
most widely used method for assessing information security. Therefore, the second part
(Section 8.2.2) deal with current literature on information security metrics. Theory and
practice refer to the use of dashboards in conjunction with information security, which
leads to Section 8.2.3. Finally, the possibility of contributing to essential theory is set out
in Section 8.2.4. Here, an introduction to decision theory and the essential aspects of this
article like information overload, information asymmetry, and information aggregation is
given.
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8.2.1 Information security management

Information security refers to the aim of ensuring business continuity and minimize busi-
ness damage (von Solms/van Niekerk, 2013). The term “Information security” in a busi-
ness context is defined by the protection of all information that can be transmitted with
or without technical systems Diesch/Pfaff/Kremar (2018). This means that not techni-
cal systems but also the awareness of employees is included within this definition. An
Information Security Management System (ISMS) is used to achieve information security
within organizations and protect business objectives. An ISMS is defined as a “part of the
overall management system, based on a business risk approach, to establish, implement,
operate, monitor, review, maintain and improve information security” (ISO/IEC, 2005).

Organizations rely on standards and best practices to implement information security
management. The most commonly used framework is the ISO /TEC 27000 series (ISO/IEC,
2018). These standards play an important role in organizations (Siponen/Willison, 2009).
Other standards such as the NIST 800 series (NIST, 2018b) or ISF (ISF, 2018) are more
technical but are often used in conjunction with higher-level governance standards. An
important aspect of information security management is the monitoring part. This task
is the basis for reviewing, maintaining, and improving the information security status of
an organization continuously, which is required to certify against the given standards.
Certificates are not only useful for the organizations’ self-control but primarily a rep-
utation mechanism and therefore have an impact on business outcomes. The standards
recommend multiple metrics to monitor the information security status, but these metrics
do not cover the minimum information security requirements (NIST, 2008), do not suffi-
ciently address the overall security position (Jafari etal., 2010), do not take the realities
of daily work into account Hedstrom et al. (2011), and are not comparable among differ-
ent organizations (Jafari et al., 2010). Several authors also mentioned other shortcomings
of the standards and best practices in place. Standards are very generic in scope and
tend to be abstract (Siponen/Willison, 2009), they consist of too much information (Mi-
jnhardt/Baars/Spruit, 2016), rigorous empirical studies are missing (Siponen/Willison,
2009; Diesch /Pfaff/Kremar, 2018), and regional differences which are “individually useful
...] but do not provide a cohesive and explicit framework to manage information secu-
rity” (Smith et al., 2010). Also, suggested policies within the standards rarely cover the
necessary information security issues (Doherty/Anastasakis/Fulford, 2009). In general,
the implementation of an information security standard does not necessarily mean that
security is adequately provided (Yeniman Yildirim etal., 2011; Lee/Geng/Raghunathan,
2016). “The only way of answering critical questions, for information security is to test
the security of the information entities” (Yeniman Yildirim et al., 2011).

To overcome some shortcomings, Diesch/Pfaff/Krcmar (2020) suggest a comprehensive
model of information security factors for decision-makers with 12 management success
factors to help information security managers as well as business managers to get an
overview of this complex topic. These authors interviewed 19 experts and concluded
the need for a dashboard and reporting standard for key security indicators which is
currently not available in literature. They also suggest the use of these metrics as goals
for the information security management of an organization (Diesch/Pfaff/Krcmar, 2020).
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8.2.2 Information security metrics

Information security metrics are well discussed in the literature. Several authors use
different definitions for metrics, indicators, measurement, measure, countermeasure, and
assessment. For example, Azuwa/Sahib/Shamsuddin (2017) presented six different defi-
nitions of metrics. For this research, the following definitions are used:

e “A metric assigns data onto some kind of scale in order to correctly represent some
security attribute of a system under consideration” (Verendel, 2009).

« The measurement is “the process of estimating attributes of an object” (Pendle-
ton etal., 2017).

o Measure and countermeasure are considered the same as safeguards by Ja-
fari et al. (2010). Therefore, they mean to “improve the overall information security
state by selecting the best security countermeasures to protect their information
assets” (Yulianto/Lim/Soewito, 2016).

e An indicator is often used as a synonym for “metric”. This article uses indicator
as the “combination of the data provided by the metrics, so that they provides useful
information to the organization” (Herrera, 2005).

o A security assessment is “a commonly used practice that estimates the present
cyber security posture of an information system” (Qassim etal., 2019) or in this
case, an organization.

Diesch/Pfaff/Kremar (2018) conducted a systematic literature review on security metrics
and developed a research agenda. They found that measurement is needed to capture
the current information security status, manage, and make well-informed decisions. Cur-
rent literature focuses on individual metrics but does not cover an overall view from the
management perspective. This link is important because existing metrics are not always
understandable for information security and business managers (May, 1997). Another
problem is that current metrics are linked to the individual security programs and are
therefore not comparable with other departments or organizations (Geer/Hoo/Jaquith,
2003; Jafari etal., 2010). The first step to overcome this limitation taken by Diesch/
Kremar (2020). They assigned the individual existing metrics in the literature to existing
management goals and suggested the use of this assignment in order to develop a dash-
board with key security indicators for the management of organizations. Other authors
also mentioned the lack of proper resources and assessment tools which are necessary for
maintaining information security (Qassim et al., 2019). Practitioners also recommended
automating the security assessment (M’'manga et al., 2019) which is just possible, if there
are standardized metric approaches available.

8.2.3 Information security dashboards

Haqaf/Koyuncu (2018) studied the key skills of information security managers. Out of
16 key skills, four are about understanding different security parts like the security archi-
tecture, network security, or the information security issues from a management point-
of-view. Assessment of different aspects is present three times. Identify best practices



132 8 A Conceptual Information Security Assessment Dashboard for Organizations

for risk management is one of them. In summary, eight out of 16 key skills are about
understanding, assessing, and identifying different information security aspects. Bojanc/
Jerman-Blazi¢ (2008) showed the usual risk management steps for information security
management. Assessment of aspects like business assets, treats, and vulnerabilities is
present in each of the six steps mentioned. The sixth step itself consists of “monitoring”.
The challenge is not just to implement security policies once but to monitor and adjust
them as well as countermeasures over time with respect to the current situation, which
is not present in most academic literature (Samonas/Dhillon/Almusharraf, 2020). Also,
prior research falls short in identifying and integrating characteristics of business, threats,
and countermeasures important for understanding information security value (Kumar/

Park/Subramaniam, 2008).

Therefore, information security managers, as well as business managers, rely on dash-
boards and frequently generated reports to respond quickly to changing conditions. Dash-
boards serve as decision support tools for information security and business managers
(Yigitbasioglu/Velcu, 2012). However, research on information security dashboards is
rare. Authors deal with visualization aspects of dashboards or individual metrics (Savola/
Heinonen, 2011; McKenna et al., 2016; Maier et al., 2017). Yigitbasioglu/Velcu (2012) con-
ducted a comprehensive multidisciplinary literature review to reveal critical issues faced
by organizations while implementing a dashboard. The recommendations within this re-
view also focus on visualization aspects that are dependent on different aspects such as the
purpose of the dashboard, tasks, user groups, and features. They also asked for research
to select the right metrics and indicators because the dashboard’s success could very well
depend on them. Bayuk/Mostashari (2013) also said that “there are no standards for
what types of metrics should be included in these dashboards” A standard information
security dashboard with standardized metrics would be useful for prospective tasks such
as assessment automation, cross-organizational comparison, or decision support systems,
which are requested by researchers and practitioners.

8.2.4 Decision theory

Decision theory is “a powerful tool for providing advice on which management alternative
is optimal given the available information” (Polasky etal., 2011). Decision theory is a
part of basic management science, because managers have to make decisions most likely
under uncertainty. There are related theories and concepts out of this definition that deal
with the different alternatives or with the knowledge available. Because there is a high
probability that information is either under asymmetry or aggregated, managers need to
choose heuristics. A major finding of the behavioral decision theory is, that heuristics can
perform similar to optimal decision rules (Csaszar/Eggers, 2013).

Several aspects of decision theory come into place when using metrics and dashboards
for decision support purposes. Information overload is a situation where there is more
information than is required. The theory points out that “extraneous information has a
detrimental effect on decision quality” (Speier-Pero, 2019). Information overload leads to
the use of heuristics. On the other hand, information aggregation is used to overcome in-
formation overload and combine available information. Key indicators within dashboards
are usually aggregated metrics. By comparison, aggregation itself can reduce decision
quality (Speier-Pero, 2019). Dashboards itself have the advantage to reduce information
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asymmetry. Information asymmetry is the imbalance of available information between
different members of a group and can cause the manipulative tendency of these group
members for their purpose (Malekovic/Sutanto/Goutas, 2016).

8.3 Research design

The design of an artifact is by definition a result of design science research in information
systems (Hevner etal., 2004). (Gregor/Hevner, 2013) said that an artifact is not only
a purposeful IT artifact but can also be a decision support system, a modeling tool,
a governance strategy, a method, and a change intervention. The expected result of a
dashboard is also considered as an artifact. Therefore, this research is developed based on
the design science research guidelines by Hevner et al. (2004). To develop the dedicated
artifact, a design science process is used that complies with the guidelines. A process
that respects the guidelines were introduced by Peffers et al. (2007). It consists of (1) a
problem definition, (2) a definition of the objective, (3) the design and development, (4)
a demonstration and evaluation, and (5) the communication of the results. The following
enumeration describes each step in detail:

1. The problem definition is set out in Section 8.1 and Section 8.2. In addition, current
problems are discussed in the context of the results of this article (see Section 8.4).

2. The definition of the objective is based on the problems described in the literature
and practice. A dashboard of information security metrics from the management
perspective should consist of a limited number of important key information security
metrics that cover the information security status of an organization and are easy to
understand. The metrics should be tractable, actionable, and comparable. There-
fore, the artifact would consist of different key indicators and a detailed description
of their calculation.

3. Design and development. The results are based on previous work which consists of
information security management success factors (see Section 8.2.1) and technical
information security metrics of the literature (see Section 8.2.2). The design of
the dashboard is based on the aggregation of these technical information security
metrics to key indicators with the help of the existing information security metrics
aggregation method. This methodology is based on three steps. First, the goals for
the information security management must be defined with a base set of elements.
Second, the metrics must be defined and linked to these base sets. Third, the metrics
must be aggregated based on the operators union, intersection, and set difference.

4. The demonstration and evaluation of the artifact was carried out with the help of
the developed metric trees (see Section 8.4.3). Use-cases and examples were de-
veloped to demonstrate their conceptual use in practice. Following the examples
of previous research, this research uses a focus group - also called workshop - with
practitioners in attendance to evaluate the developed conceptual dashboard. A fo-
cus group methodology in general “is a way of collecting qualitative data, which -
essentially - involves engaging a small number of people in an informal group discus-
sion (or discussions) ‘focused’ around a particular topic or set of issues” (Wilkinson,
2004). Because other authors such as Tang et al. (2010) or Peffers et al. (2007) called
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this methodology “workshop”, this article also uses the term. Peffers etal. (2007)
used workshops in “Case 4: Developing a Method at Digia to Generate Ideas for
New Applications That Customers Value” to validate the new method. Also, other
researchers such as Tang etal. (2010) used a workshop to validate their research
with industrial participants. The workshop within this research was conducted
with “Munich Reinsurance Company (Munich Re)”, a leading global reinsurance
company located in Germany. The workshop was attended by three (senior) un-
derwriter of the cooperate underwriting team, one cyber-risk specialist which deal
with the business and law perspective, and two members of the internal risk man-
agement team. These six participants are according to the recommended number
of participants for a focus group between six and twelve (Onwuegbuzie et al., 2009).
These participants cover a wide range of perspectives: the experience of multiple
risk assessments of customers, the business perspective, and the internal information
security perspective. The workshop aimed to introduce previous work, discuss the
developed results with a critical view on the detailed metrics and the implications
of these results. A protocol was prepared and subsequently agreed with the organi-
zation for completeness and accuracy. Also, one participant sent written feedback
with notes within the metric trees. Based on the feedback, two improvements were
made within the trees.

8.4 A conceptual dashboard of key security
indicators

This section is structured according to the three steps of the information security metrics
aggregation method. Thus, Section 8.4.1 presents the information security management
goals and the definition of the base set elements for them. Section 8.4.2 includes the
metrics definition and the linkage to the base set. Section 8.4.3 presents the information
security assessment dashboard with all aggregation trees for each information security
management goal. Insights from experts with the evaluation and recommendations of the
workshops are present in Section 8.4.4.

8.4.1 Information security management goals and key
indicators

The basis of the conceptual information security management dashboard is the goals of
information security managers. These goals are required to further define and aggregate
information security metrics. Section 8.2.1 introduced information security factors from
the management perspective in current literature. These 12 factors are “physical secu-
rity”, “vulnerability”, “infrastructure”, “awareness”, “access control”, “risk”, “resources”,
“organizational factors”, “CIA”, “continuity”, “security management”, and “compliance
& policy”. All of these factors have an impact on the information security management
decisions and therefore, serve as factors that can be optimized from the management
perspective. The first step of the security metrics aggregation method used (see Section
8.3) involves assessing a base set to each information security management goal. Table 8.2
shows the different information security management success factors, their transformation
into goals and the assignment of a specific base set.
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Factor (Diesch/Pfaff/ Goal Base set

Krcmar, 2020)

Vulnerability Minimize vulnerabilities Systems

Resources Optimize resources Tasks

Awareness Maximize awareness People

Access Control Maximize restrictions to resources  System identities

Physical Security Maximize physical access restric- High critical physical
tions devices

Infrastructure Maximize hardening level and com- Infrastructure com-
munication security ponents

Risk Mitigate risks based on acceptance Assets
level

Continuity Maximize the ability to deliver in- High critical systems

tended outcome

Security Management

Organizational factors

CIA Triad

Ensure CIA

Assets

Compliance & Policy

Maximize rule conformation

Rules

Table 8.2: Information security management goals and their base sets

Organizational factors cannot be optimized. These are the size, sector, or other specific
organizational factors that are not within the decision-making context of an information
security manager. Also, security management is described as an operational process to
derive policies, countermeasures, and all other related processes within the framework
of information security standards and best practices. As discussed in Section 8.2, the
implementation and improvement of processes do not necessarily mean that the infor-
mation security status is improved. Also, processes vary between different organizations.
Therefore, this research does not focus on information security operations metrics. All
other factors are assigned a goal and a base set. The following itemization describes the
definitions of the different base sets:

e Systems:

Systems are all devices and endpoints that “speak” IP. Thus, every

endpoint that provides an IP address is considered a system in the scope of the goal
to minimize vulnerabilities.

o Tasks: All tasks that need resources like budget, technical resources, or people.

o People: Each person within the company or which holds valuable information is
considered in scope for this goal.

o System identities:

All user and password combinations stored within systems.

It is important to not only count the real persons within an organization but all
identities available.

High critical physical devices: Unlike Systems, these are physical devices
that could provide multiple IP addresses. Physical security can be characterized
more precisely based on physical devices.
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o Infrastructure components: These are all physical and virtual components
within the infrastructure. Examples are routers, firewalls, servers, and personal
computers that are connected to the infrastructure of the organization.

o High critical systems: Based on feedback from practitioners, the scope for the
goal to maximize continuity is restricted to a subset of Systems that are highly
critical for the organization. The effort to ensure continuity is very high, which is
the reason for this restriction.

o Processes: This base set describes the set of processes such as risk management,
problem management, incident management, or others. All operational information
security-related processes and project states are within the scope of the base set.

o Assets: All organizational assets are in scope to ensure “CIA” or mitigate the
risk level. An asset can be a system, a person, or a system identity to mention just
a few. The other goals with their subsets serve as input for this goal, which comes

from the definition of risks. “Risk occurs when assets are vulnerable to threats”
(Yeh/Chang, 2007).

e Rules: Rules are not just policies from the individual organization but also legal
aspects of which an organization must comply.

8.4.2 Metrics to quantify aspects of the goals

Each information security goal serves as key indicators for the information security man-
agement of an organization. To quantify these factors, information security metrics must
be defined, linked to the information security management goals, and assign the metrics
the base set. The basis for defining the metrics for each information security management
goal was a state-of-the-art literature analysis in conjunction with the goal-question-metric
approach. These information was used for defining information security metrics and link-
ing them to the information security management success factors (see Section 8.2.2). This
work was used as a basis for the second step of the security metrics aggregation method
and assigned each metric the corresponding base set. Appendix C includes one table for
each information security management goal with the corresponding question and metric
out of previous work Diesch/Kremar (2020) as well as the extension of this research. The
extensions include additional metrics that were not present in the existing literature, the
assignment of the base set, and the selection in order to quantify the given information
security management goal. The column “Notes” includes different decision reasons, for
example, the reason why a metric has been excluded, newly included, or modified within
this step.

The result contains 83 different information security metrics that are linked to the base
set of the information security management goals. These can be used in the next step to
aggregate them to key indicators for the information security management dashboard.



8 A Conceptual Information Security Assessment Dashboard for Organizations 137

8.4.3 A conceptual information security dashboard

The last step of the information security metrics aggregation method generates the re-
sulting information security dashboard. Each information security goal is quantified with
a key indicator. These are:

o Vulnerable systems

o Tasks with resource problems

» System identities with access problems
o Persons with awareness deficits

e Devices not physically protected

o Weak infrastructure components

o Assets with risks to mitigate

o Assets with continuity problems

o Assets with CIA issues

o Rules with compliance problems

The calculation of these key indicators is carried out with the help of an aggregation tree
and may consist of an absolute number as well as a percentage based on all elements
of the linked base set. Therefore, Figure 8.1 shows an example of the visualization of
the key indicator for a dashboard. For managers, the percentage and historical data are
important for comparison between different departments as well as the temporal change
of the metric. The absolute indicates the actual situation of the organization. Not only
the top-level indicators can be visualized but also all indicators within the aggregation
trees themselves.

19% (5) fe*
24

19
12
UOOOOOOOOO

Figure 8.1: Visualization of indicators
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For each key indicator, an aggregation tree was developed based on the set theory. The
following subsections describe each of the trees in detail. The operators of the set theory
are used to calculate the aggregated metrics:

e U - The union of the connected metrics.
e N - The intersection of the connected metrics.

o \ - The set difference of the connected metrics.

Every tree can be read from top to bottom and the other way around. To understand
the following subsections, Figure 8.2 shows an example aggregation of “Known systems
(CMDB)” and “All systems within the infrastructure”. The calculation rule \ between
them forms the following formula: Unknown Systems = Known systems (CMDB) \All
systems within the infrastructure. This means that the set different of all systems within
the current CMDB and all systems within the infrastructure (e.g. from an IP-scanner)
are marked as unknown systems and are then considered as vulnerable (see Figure 8.3).

Unknown
systems

|
\

All systems
Known systems ey
within the
(CMDB) .
infrastructure

Figure 8.2: Fzample of the metrics aggregation

8.4.3.1 Minimize vulnerabilities

Vulnerabilities in the organizational context are considered to be technical. The given
metrics, therefore, consist of technical security metrics. Figure 8.3 shows the different
areas of interest when addressing vulnerabilities. A major challenge for organizations
is to know all systems within the infrastructure and which of them are being tested or
not. The vulnerability-scanning, patching, and software toxicity part are aggregated to
the “known weak/vulnerable systems”. Technical vulnerabilities are a critical point of
discussion for researchers and practitioners. It is not possible to capture all vulnerabil-
ities within an infrastructure because it might be that the vulnerability is not disclosed
to the public. These vulnerabilities are called zero-day vulnerabilities. The critique in
monitoring vulnerabilities is that a low vulnerability metric generates a false sense of
security for managers. However, not capturing vulnerabilities and constantly monitoring
the infrastructure will lead to a higher possibility of compromise as well as an easier way
to exploit and therefore increase the risk significantly. Not only targeted attacks on the
organization but also random attackers are then able to easily exploit publicly available
vulnerabilities.
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Vulnerable
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Figure 8.3: Quantifying vulnerable systems

8.4.3.2 Optimize resources

Organizations have to act economically. If information security is not a key business
of an organization, it is considered to be a cost center. This leads often to insufficient
financial resources being made available for security tasks. Therefore, financial resources
have to be tracked for the tasks, necessary to protect business information. Not only
financial but also qualified staff, as well as time, must be considered for different tasks
and including projects. Figure 8.4 shows these different areas and aggregates them into
a key indicator for resource problems. Return on security investment (ROSI) is a critical
part of quantification. To calculate the metric multiple conditions have to be known and
assumed. The advantage is that investment is based on an objective metric that can be
understood by the business. The ROSI of a single task is defined as:

ROSI = Annual Loss Expectancy * mitigation ration — Cost of solution
- Cost of solution

8.4.3.3 Maximize restrictions to resources

Access control is a subject that is directly related to the information security status of an
organization (Diesch/Pfaff/Kremar, 2020). Protection mechanisms can be as good as they
can be. If an attacker has a valid system identity, then these mechanisms are no longer
effective. Figure 8.5 shows not just weak system identity keys but also the compliance
aspects of system identities and the attempts for compromise.
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Figure 8.5: Quantifying access control

8.4.3.4 Maximize awareness

Awareness is one of the most important aspects of information security for organizations.
People are considered to be the weakest link within an organization. Therefore, Figure 8.6
shows the quantification of different awareness-aspects. Metrics to quantify are included
that describe if people are verified by the organization, the people are trained, and the
management attention is called.
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Figure 8.6: Quantifying awareness deficits

8.4.3.5 Maximize physical access restrictions

Physical security is not the main part of the information security department of an orga-
nization but must be considered by information security decision-makers (Diesch/Pfaff/
Kremar, 2020). Figure 8.7 shows the two main areas of interest. Here, physical devices
must be physically protected if their business function is critical. All other devices are
marked as being adequately protected. On the other hand, all physical devices must be
assessed and marked with criticality. Without the assessment, a decision cannot be made.

8.4.3.6 Maximize infrastructure hardening

Infrastructure monitoring is a difficult task because of new paradigms such as “bring your
own device”, “remote access”, and “cloud services”. Figure 8.8 includes infrastructure
component (ISC) metrics of infrastructure knowledge, remediation, configuration, own-
ership, detection mechanisms, and external access. These are typical tasks of the asset
management within an organization.
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Figure 8.8: Quantifying infrastructure weaknesses

8.4.3.7 Mitigate risks based on acceptance level

Information security is most likely based on risk management. Risks are used by orga-
nizations to prioritize countermeasures and determine if they are appropriate and cost-
effective. In the context of risk quantification, two main focus areas are set out in Figure
8.9. One is the risk assessment of all possible assets. If the risk is not assessed, it could
be a high risk and therefore a major concern. The other area is the risk that exceeds
a certain threshold. The risk appetite of organizations is the level of risk that can be
accepted by an organization. This value is different for each organization and must be set
individually for this quantification. “Vulnerable assets can be derived from the other key
indicators developed for this dashboard and are highlighted as grey rectangles in Figure
8.9. The vulnerable asset also needs a potential threat and the likelihood of a compro-
mise becoming a risk. These risks have to be evaluated based on the organization’s risk
appetite.
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Figure 8.9: Quantifying risks

8.4.3.8 Maximize the ability to deliver the intended outcome

Continuity is defined as one of the goals to achieve when implementing information secu-
rity (von Solms/van Niekerk, 2013). Therefore, assets can be reported if the continuity
fails, if there is insufficient buffer available, or if assets are not tested for disasters. These
are the areas that are quantified in Figure 8.10.

8.4.3.9 Ensure CIA

The CIA triad is also the classical protection goals of information security. Figure 8.11
shows the minimal possibility to quantify aspects of this information security management
goal. Availability time of assets, communication encryption, and breaches indicate CIA
problems.

8.4.3.10 Maximize rule conformation

Compliance & policies describe requirements that must be implemented and are given
internally and externally (Diesch/Pfaff/Krcmar, 2020). Their breaches may be assessed
if the management is committed, and if the laws are audited by external organizations.
Compliance is necessary if the organization is to receive official certificates or force coun-
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Figure 8.10: Quantifying continuity problems
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Figure 8.11: Quantifying aspects of CIA

termeasures through. The rules without management commitment and enforcement will
not improve the information security status itself. Figure 8.12 shows the quantification
of these aspects.

8.4.4 Dashboard visualization and recommendations from
practice

The information security metrics and the aggregation trees are a valuable tool to gain an
overview of an organizations own information security status, report to different manage-
ment levels, find root causes of problems, cross-compare/benchmark with other depart-
ments or organizations, and understand information security aspects.
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The information security metrics can be used as the underlying dashboard framework to
obtain an overview of the own information security status. The main dashboard
view will consist of the 10 key information security metrics, the top metric of each aggre-
gation tree. Based on these aggregation trees, different reports with different metric areas
can be generated to different management levels. This zoom-in and zoom-out feature
is not only useful to generate different reporting levels but also to find root causes of
reported problems. If a large number of vulnerabilities are identified, the aggregation
tree offers a range of problem areas and thus different alternatives for intervention. Just
a “number of vulnerabilities” do not provide this possibility.

Since all metrics are linked to a base set, they can be compared both with the organization
and externally. Classical information security metrics such as the number of vulnerabil-
ities cannot be compared in a meaningful way. An example would be the report of 10
vulnerabilities by two different organizations but one has 10 systems and the other has
1000. A cross-comparison/benchmark is possible by linking each metric to the base
set. Most small- and medium-sized businesses have problems with the protection of their
information assets. They usually do not have enough resources and skilled employees in
this particular area where they do not have their main business case. The proposed solu-
tion can help them to understand the different aspects of information security,
what they have to implement, what conditions are required to measure the metrics, and
prioritize the protection based on their needs.

Practitioners from the workshop also see the current problems of (1) too many metrics
to gain an easy-to-understand overview of the current information security situation, (2)
metrics are not actionable, (3)cmetrics are not tractable, and (4) do not provide compa-
rability from design. There is also the possibility that metrics (5) may be manipulated,
or even that partners, clients, or departments may simply provide the metrics they want
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to deliver. Often, the individual conditions of the metrics (e.g. the number of systems)
are not clear in practice. From the management perspective, a metrics aggregation must
ensure that the important, critical information is given top priority. The problem in
practice is: The higher the abstraction level, the more difficult it is to deliver metrics
that are understandable and easy to use. Often, many people responsible for security are
not security experts and are having trouble understanding the risks presented or metrics
themselves. The proposed solution in this research reveals several advantages that the
experts have identified to overcome the described problems:

Understandability: The practitioners consider the overall approach as “understand-
able and feasible”. The first impression of the trees was that the trees have too
many layers. But, after looking at these, the expert said: “Maybe it is the way
how it is displayed, that it looks more complicated than it is.” The consensus was
that the trees can be a very useful tool to present metrics to the management in
a meaningful and comprehensive way. Even large organizations that already deal
with existing metrics and have a well established information security assessment
can use the trees for this purpose to improve the understandability.

Viable as a target picture: The conceptual dashboard is useful for gaining a target
picture of what needs to be covered in conjunction with the information security
of organizations. An organization can look at the current situation and check the
availability of the necessary data within the trees. If the organization can just cover
a part of the trees, they would realize which parts are missing and need to be looked
at. This target picture is useful to get full transparency of the information security
status of the organization. The trees not only show positive areas but also areas
that are unclear for information security management.

Provide actionable results: The hierarchies make the metrics actionable because
they provide an insight into possible areas that can be improved. A metric from
literature and often used in practice - “number of vulnerabilities” - does not provide
management with opportunities for improvements. To improve this metric, the
people responsible for information security decisions have to find the root cause of
the underlying metric. Not only the cause but also the conditions under which this
metric was calculated must be considered. Questions such as how many systems
were tested, which systems have vulnerabilities, or are the vulnerabilities caused
by an old patch state remain unanswered. The proposed dashboard provides areas
for improvement and as one expert said: “It is obvious how to improve the given
metrics.” The experts also liked the possibility of pruning the metrics. A top-level
manager can just look at the top-level indicator and find root causes if the metric
is not good enough for him. “The tree shows where to act now”.

Simplicity: The visualization is simple (expert statement: “simple in a good way”)
and easy to understand. At the same time, the trees are comprehensive.

Deliver the right information: The trees are useful for delivering different tree hier-
archies to different levels of management of the organization. Therefore, not only
the top-level management can benefit from this dashboard. It is not possible to hide
information between different levels of management in the organization. Also, “the
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important information comes through and is displayed to the top”. Information se-
curity managers are concerned with the most critical information. This information
is normally lost in classic key metrics. The proposed dashboard provides that the
critical information goes to the top of the dashboard and that corrective actions can
be taken by the managers.

o Comparability: The metrics are comparable by design. Further normalization is not
required because all metrics are related to a base set that can be used to display
percentages. This normalization provide comparability.

o Automation: Experts suggest the development of an automated system for collecting
the necessary data and presenting the data to information security management.
This would also overcome some challenges with regard to the proposed dashboard
solution that are described in the next paragraph.

o Feasible for other areas: The proposed solution is not only feasible for the assess-
ment of internal information security risks but also for information security and risk
assessments for clients. Therefore, the proposed metrics and the underlying areas
described should also be considered when assessing or consulting client’s risks in the
area of information security.

The experts also see some challenges regarding the use of the proposed conceptual infor-
mation security assessment dashboard:

o Data foundation and collection: The proposed conceptual dashboard needs a well-
established database to instantiate the trees. The possibility of collecting the data
might depend on organizational size and capacity. “Some organizations do have all
the information at hand, others, mostly small- and medium-sized businesses, don’t.”
Therefore, the experts believe that it might be difficult for small- and medium-sized
enterprises to collect all the necessary data with an acceptable effort. To overcome
this challenge, it would be beneficial to develop a system that automatically collects
all the necessary data.

o Organizational commitment: To implement the proposed conceptual dashboard, the
entire organization must commit to the methodology. There is a possibility, that
some organizations have already begun discussions and conversations on the issue
of information security assessment. These conversations would be interrupted by
presenting a new approach to them.

o Deep understanding: Even for a professional, it takes a while to think through all
the trees. The pruning of the trees does make absolute sense because it ensures that
parties involved are not overwhelmed at first sight.

o Confidential information: The metrics within the proposed solution “cannot be dis-
cussed”. This leads to the assumption by the experts that other companies would
not share this information with others. The metrics show you exactly the informa-
tion security status of an organization. It would be very difficult to share these data
in order to benchmark them.
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8.5 Discussion and directions for future research

From a management perspective, this research proposes a conceptual information security
assessment dashboard. The results were obtained based on existing work, which includes
information security management success factors, information security metrics, and an
information security metrics aggregation method. Based on the design-science method-
ology, 10 key indicators with their aggregation trees were developed. The tree structure
with metrics and indicators are forming the dashboard for information security managers.
Experts in the field (a focus group) evaluated and refined the dashboard.

Key indicators are useful for information security experts and business managers to gain an
overview of the measured constructs. Normally, these indicators are calculated based on
mathematical functions and numbers. If a manager wants to make a decision based on this
key indicator, the alternatives to improve the indicator is not given by the number. Also,
the information aggregation theory (see Section 8.2.4) describes that detailed information
is lost within the calculation, which can reduce decision quality. The proposed conceptual
dashboard with a zoom-in and zoom-out feature reveals different options for action as
well as hold the underlying information of the key indicator. This function not only holds
the original information but can also serve as a reporting function for other information
security management levels. The aggregation of the metrics forms thematic focus areas
and indicators of these areas. The monitoring of areas is provided by different views on
the dashboard. Problems presented by the information aggregation theory can be reduced
effectively.

The conceptual dashboard also serves as a means of mitigating the disadvantages revealed
by the information asymmetry and information overload theory. The dashboard provides
a standardized way to assess the information security status of an organization. This
results in the avoidance of information asymmetry within teams and organizations and
thus the reduction of possible manipulations. Manipulations could be the reporting of
one’s defined metrics to higher-level managers in order to gain personal advantage from
it. The pruning function of the dashboard, which provides different views, results in
a reduction of information and, in consequence, the avoidance of information overload.
Only the necessary information can be presented to specific persons within different areas
of information security. The pruning of the information should improve decision quality
by reducing the effect of information overload. This was also the feedback from experts
in the field: that the proposed solution provides the necessary information.

The proposed dashboard has multiple practical contributions. The dashboard can be used
directly to support the development of an information security monitoring and risk as-
sessment program. It provides comparable metrics that are useful for visualizing problem
areas and explains the underlying aspects of the different information security concepts.
This dashboard sets out the requested link between technical information security indica-
tors and information security management objectives. With the help of this dashboard,
the gap between the technical metrics described in different standards such as NIST 800 or
ISO/IEC 27000 and the understanding from a management perspective could be closed.
The use of the conceptual dashboard can be extended to serve as a target picture in order
to gain full transparency over the information security status of the own organization. Re-
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sponsible persons who are necessarily not information security experts (mainly in small-
and medium-sized enterprises) would benefit from this work. The experts said that the
metrics within this solution “tells a lot about how the security looks like, which is the
perfect view that you as a security responsible need on your company.”

Not only one’s information security status can be monitored and assessed. Some organi-
zations require their suppliers and customers (clients) to comply with specific information
security standards. For example, insurance companies ask their clients to quantify their
information security with a self-assessment to calculate the specific insurance charges.
Such organizations could use the proposed dashboard. It explains exactly how to quan-
tify the information security aspects and which data are necessary. Also, the results are
compared to others, which allows them to be benchmarked. Further information security
certificates or public benchmarks based on this dashboard could serve as advertising tools
for organizations. At a time when “cloud services” and “outsourcing” are a day-to-day
business and the information security aspect of these services is very high, the provision
of these data to potential customers could serve as a decision support and quality criteria.

Each research has its own limitations. The first result of the conceptual information secu-
rity assessment dashboard was developed solely by the authors and is based on previous
research. Despite the evaluation based on a workshop with experts in the field, the results
could be biased on the presentation of the first results. Also, the evaluation was carried
out with experts from one organization, and this could have led to bias in the direction of
the organization’s culture, experiences, and meanings. However, to the best knowledge of
the authors, this research proposes the first comprehensive conceptual information secu-
rity assessment dashboard from the information security management perspective of an
organization.

Future research could evaluate the conceptual information security dashboard through
multiple studies with other organizations and practitioners and refine the proposed re-
sults. The conceptual dashboard can be used as a basis for a technical implementation of
this dashboard to automatically assess the information security status of an organization.
This was also asked by the practitioners within the workshop: a tool that automatically
collects and visualizes the necessary data from the organization’s infrastructure as a tech-
nically implemented dashboard. With this instance, multiple studies are possible. Future
research could focus on the effectiveness of different countermeasures from standards and
best practices, the impact on the decision-making quality (decision theory) of informa-
tion security managers, the comparison of different states of information security, or the
development of a recommender system for information security decisions.

8.6 Conclusion

Information security management is a major concern for organizations. To continuously
improve the information security status of an organization, the assessment of the informa-
tion security status is necessary. Multiple standards and best practices such as ISO/TEC
27000, NIST 800, and ISF suppose metrics. Such metrics, however, do not measuring
the minimum information security information needed and lack the connection to the
objectives of information security management. As a result, literature and practitioners
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requested reporting standards and dashboards for the information security status of an
organization.

This research proposes a conceptual dashboard to assess the information security status
of an organization from a management perspective. The dashboard was developed using
the design science research approach and the information security metrics aggregation
method. Also, information security management success factors, as well as the available
metrics, were used to develop the suggested dashboard. An evaluation was carried out
with the help of a workshop by experts from a leading global organization.

The dashboard consists of 10 key indicators for the information security management
level. Each key indicator is based on a metrics aggregation tree and thus supports a
zoom-in and zoom-out feature to better understand the information security aspects, find
root causes in the event of appropriate changes, show action alternatives for decision-
making, and support cross-comparison with other organizations. Also, the dashboard
reduces the inconveniences of multiple decision theory constructs. Information overload,
information aggregation and information asymmetry effects can be minimized to improve
the decision-making of information security managers.
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9 Summary of Results

The development of a conceptual information security assessment dashboard for organi-
zations from a management perspective is based on different challenges and gaps in the
literature. These challenges are taken by the five publications embedded in this thesis.
The main results of these publications are summarized in the following itemization as well
as illustrated in Table 9.1.

o The first publication (P1) uses a state-of-the-art literature review to develop a re-
search agenda for the challenging task of assessing the information security status of
an organization. First, the publication reveals the terms Information and Communi-
cation Technology Security (ICT), Information Security (IS), Cyber Security (CS),
and Cyber Resilience (CR). These terms are delimited to provide a common under-
standing for future research. The thematic classification of past literature suggests
the main research streams “information security management”, “information secu-
rity measurement”, “human behavior”, and “practical frameworks”. The different
research streams are the basis for the discussion of shortcomings in past literature
which leads to a proposed research agenda. A major shortcoming was the miss-
ing comprehensive view on information security assessment and the definition of
an information security status. To address this shortcoming, the development of a
comprehensive view of information security from a management perspective with
the development of metrics that measure this view was proposed.

 Publication two (P2) treated the challenge of a missing comprehensive view of the
information security phenomenon within organizations and the common understand-
ing of the topic. First, 12 factors that influence information security managers’ de-
cisions were explored with the help of a literature analysis, an open-axial-selective
coding, and a semi-structured expert interview. The interview series also revealed
interdependencies between the factors to finally propose a comprehensive model of
information security management factors for the information security of an organi-
zation.

« Publication three (P3) is motivated because metrics in literature are separately
studied and not goal-oriented. Therefore, these metrics are not useful for serving as
management indicators. A literature review in combination with the Goal-Question-
Metric approach was used to propose a list of useful metrics that are linked to the
management factors of P2. Metrics within this publication are not studied sepa-
rately but in a broader context and therefore clustered by their measurement objec-
tive. The results suggest that not all factors that have an impact on management
decisions are quantifiable.

« Publication four (P4) is about the challenge of how to develop and/or aggregate
information security metrics to meet management requirements. These are, that in-
formation security metrics have to be goal-oriented, actionable, traceable, and com-
parable. Also, current metrics are not understandable, clear, and useful. Therefore,
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this publication provides a general method to aggregate information security met-
rics to meet these requirements. The method was developed with a simulation of
an instance as well as a semi-structured expert interview. The publication suggests
the use of the method to develop an information security measurement/assessment
standard for information security managers and employees.

o The last publication (P5) is challenging the need for an information security dash-
board for organizations. Management decisions rely on indicators that are reported
to them. Different phenomena influence decision-quality such as information over-
load, information aggregation effects, and information asymmetry. The publication
proposes a conceptual information security assessment dashboard for information
security managers of an organization that minimize the negative effects of these
phenomena to decision quality. The dashboard proposes possible areas for taking
actions and improve the information security status of an organization. Also, the
dashboard allows it to push important information through the top while other
metrics do not highlight important information security weaknesses to the relevant
abstraction level.

No. Title Findings
P1  Prerequisite to Measure e Delimitation of the terms Information and
Information Security - A Communication Technology Security (ICT),
State of the Art Information Security (IS), Cyber Security (CS), and
Literature Review Cyber Resilience (CR)
e Categorization of literature in the information
security metrics domain and identification of the
research streams.
e Description of current challenges and
recommendations for future research in the form of
a research agenda.
P2 A comprehensive model e Identification of 12 factors that influence
of information security information security managers’ decisions.
factors for e A ranking of the factors that are important for the
decision-makers actual status of an organizations’ information
security.
e Identification of interdependencies between the
factors to present a comprehensive model of these.
P3  SoK: Linking e Identification of available information security
Information Security metrics in the literature.
Metrics to Management e Link of available information security metrics to
Success Factors information security management goals.

e Not all factors that influence decision-making are
quantifiable.
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P4  Reducing Complexity - e A method to aggregate information security
A Method to Aggregate  metrics to key indicators while generating
Security Metrics understandable, actionable, and comparable results

for the management of an organization.

e A simulation of an instance indicates a better
performance of the resulting key indicator
(vulnerable systems) than available metrics in the
literature (number of vulnerabilities).

P5 A Conceptual e The development of 10 key indicators for
Information Security information security managers based on 83 metrics.
Assessment Dashboard e A dashboard that meets information security
for Organizations managers’ requirements and supports

decision-making.

e Relevant areas and possibilities for
decision-making of organizations in the information
security domain.

Table 9.1: Summary of Results






10 Contributions of the Thesis

The results of the embedded publications (P1-P5) and therefore this thesis contribute to
different existing research streams and theories (see Section 10.1) but also have practical
implications (see Section 10.2) that are discussed within this Chapter.

10.1 Contributions to Theory

A summary of all theoretical contributions are illustrated in Table 10.1 followed by a
detailed explanation of them ordered by the research streams.

Research Topic - Contribution
stream
Information Terms - Definition and delimitation of the terms Information and

security research Communication Technology Security (ICT), Information
Security (IS), Cyber Security (CS), and Cyber Resilience (CR).
Security management overview - Provide a comprehensive
view of information security factors and their interrelations that
influence decision-making of managers.
Dashboard - Provide a detailed information security assessment
dashboard that describes areas of interest and their sub-aspects of
information security as a complex phenomenon.

Information Synthesizing literature - Consolidation of different research
security streams and shortcomings in past literature.
assessment Management objectives - Provide clear management objectives

and a rating of their importance according to expert opinions.
Default metrics - Provide a comprehensive set of metrics and
their link to management objectives to cover management
requirements.

Metric abstraction - This thesis contributes to the shortcoming
of not goal-oriented metrics in literature by providing a method to
aggregate technical security metrics to abstract them to key
indicators.

Dashboard development - How to design and construct a
suitable dashboard in the context of information security
assessment.

Risk assessment - This thesis provides metrics that support all
steps within the risk management process.
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Decision theory ~ Decision uncertainty - Reducing uncertainty by (1) improving
the understandability of information security as a complex
phenomenon and (2) provide action alternatives for information
security managers.

Information overload - Reducing information overload by
aggregating information security metrics to a management level.
Information asymmetry - Avoid information asymmetry by
providing a transparent view of the information security situation
for all groups and business members.

Information aggregation - The thesis proposes a methodology
that allows information aggregation without loosing the original
information.

Table 10.1: Summary of contributions to theory

Information security research

Information security research is divided into several research streams such as information
security management, policy compliance, or technical information security issues. A sub-
stantial contribution presented in publication one (P1) is the definition and delimitation
of the four different terms in relation to themselves: Information and Communication
Technology Security (ICT), Information Security (IS), Cyber Security (CS), and Cyber
Resilience (CR). The definition of the terms and their usage in practice contributes to
research by extending the work of (von Solms/van Niekerk, 2013). The uniform usage
of the terms would help to differentiate between research areas and their focus. The rise
of CR within past literature indicates that information security within an organization’s
context can not be limited on assets that have information stored or transmitted directly
but also on all assets related to this information. Information security risk management
literature proposes the categorization of assets based on the value of the stored infor-
mation to the business (Fenz etal., 2014; Gritzalis etal., 2018). Taking the definition
of CR into consideration, the information security risk management should also analyze
the relation to valuable information as well as their position within the business delivery
chain. This analysis leads to possible higher criticality or value than only looking to the
asset and the stored information itself and, in consequence, should have a higher security
standard.

The shift from a technical to a management perspective and thus the shift of responsibil-
ity for information security within organizations (Soomro/Shah/Ahmed, 2016) lead to a
change of the research focus in the literature. For managers, it is important to consider all
necessary factors to make effective decisions and mitigate threats (Coronado et al., 2009).
Therefore, the work of multiple authors (Kraemer/Carayon/Clem, 2009; Norman/Yasin,
2013; Soomro/Shah/Ahmed, 2016; Horne/Maynard/Ahmad, 2017) requested a compre-
hensive view of information security. D’Arcy/Herath (2011) also described that such
accurate models of the information security problem are not in place and a gap in the
literature. The second publication of this thesis (P2) contributes to the described gap as
well as the understanding of information security in general by providing a comprehensive
model of information security management factors that influence decision-making in an
organizational context. Not only the factors but also their interdependencies are pro-
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vided and build a theory that explains relationships and factors for information security
decision-making. Past research in the information security domain within highly ranked
journals focusses mainly on business continuity management, information security gov-
ernance, and information security incident management (Silic/Back, 2014). The results
of P2 questions the focus of past literature based on empirical evidence that factors like
business continuity, security management, and compliance & policy are less important for
the information security status of an organization than key factors such as vulnerabilities,
resources, awareness, access control, and physical security.

The core result of this thesis - the conceptual information security assessment dashboard
- extends the understanding of important aspects of information security with their rela-
tionship on different levels of abstraction. A question on which sub-aspects are important
when speaking about information security aspects such as vulnerabilities, risks, aware-
ness, or physical security are illustrated and proposed by the results of publication five
(P5). Dzazali/Sulaiman/Zolait (2009) suggested that future work “should not just focus
on technology but also the people, processes, and business goals that support the technol-
ogy”. The results of P5 addresses this gap in serving as a detailed description of important
areas of interest with their sub-aspects and the relationships between them in order to
understand information security as a complex phenomenon. Also, the result contributes
to a large research community that asks for information security dashboards in general
(Dogaheh, 2010; Maier etal., 2017; Al-Darwish/Choe, 2019; Tewamba et al., 2019) by
providing a first comprehensive dashboard that meets requirements from the literature
(see Savola/Heinonen, 2011).

The understanding of information security with the different aspects and factors is the
first step towards the topic of assessing information security in detail.

Information security assessment

Research in the field of information security assessment pointed out the need for in-
tensified research in measuring and monitoring information security (D’Arcy/Herath,
2011; Crossler etal., 2013; Fenz etal., 2014; Sommestad etal., 2014). Publication one
(P1) contributes to this field by synthesizing the diverse literature to research streams
and propose different gaps in research as well as a research agenda. P1 provides a foun-
dation knowledge of information security measurement, the different terms used in the
literature, and the description of the different areas of research. Future research can
be captured more easily and the context of these articles are more clearly based on the
proposed streams.

A major challenge in the area of information security assessment using metrics is that the
metrics suggested in the literature are not goal-oriented (Leon/Saxena, 2010; Rudolph/
Schwarz, 2012). This problem is present because current information security metrics are
too technical (Boehm etal., 2018) and the goals of the information security management
are not clear (Leon/Saxena, 2010). The results of P2, P3, and P5 suggest a list of high-
level goals that are important for an information security manager of an organization.
The goals are empirically validated and consist of a detailed description from theory,
practice, and problems when dealing with this goal. The results indicate that certain
goals - named key security indicators - are more important than others in ensuring a basic



160 10 Contributions of the Thesis

level of information security within organizations. The challenge of providing metrics
that are useful for the management of an organization, and are not purely technical,
is addressed by providing a method for aggregating information security metrics in P4,
as well as detailed metrics suitable for measuring the goals set in P5. These results
contribute to the literature by addressing the gap of providing metrics useful for managers’
needs and do not support their decisions or adequately represent the value of security
activities, stated by multiple authors (Hayden, 2010; Jafari et al., 2010; Chai/Kim/Rao,
2011; Bayuk, 2013; Fenz etal., 2013; Azuwa/Sahib/Shamsuddin, 2017). The result of
P4 suggests that the information security assessment has to be pessimistic rather than
optimistic. This means: If an aspect is not tested, it is considered to be negative. For
instance: If a system is not tested, it is considered to be vulnerable. Therefore, P4 states
that despite the previous literature, the assessment of information security had to assume
negativity or bad behavior.

The development of information security metrics and measurement of information security
is at an early stage of research and is still quite underdeveloped (Savola, 2009; Savola/
Heinonen, 2011; Zalewski et al., 2014). P3, P4, and P5 contribute to this early research
stream in multiple ways: (1) Provide a list of metrics linked to management goals, (2) a
method to aggregate information security metrics, and (3) a comprehensive view on met-
rics and their aggregation in form of a conceptual dashboard. The results also contribute
to solving a challenge mentioned in the literature that metrics are studied separately in
the past (Tashi/Ghernaouti-Hélie, 2008) and available metrics do not cover the minimum
security requirements of organizations (NIST, 2008). A common criticism of available
metrics are, that they measure the effective implementation of processes rather than the
actual state of the information security status itself (Bayuk, 2013). The results of P3
and P5 confirm this statement and suggest metrics that actually measure the information
security status itself.

Dashboards are “regarded as a data-driven decision support system” (Yigitbasioglu/Velcu,
2012). They are a common tool to present the results of an information security assess-
ment to different levels of management and thus interesting for research. Past research
of dashboards that deal with aspects of information security focus on visualization pat-
terns (McKenna etal., 2016), the influence of mental models to dashboards (Maier et al.,
2017), or requirements to possible dashboards (Savola/Heinonen, 2011). P4 and P5 con-
tribute significantly to the research of dashboards in the construction phase as well as
to the provision of a comprehensive dashboard for information security assessment. The
method to aggregate information security metrics - the main result of P4 - suggests the
use of the method in order to generate dashboards by meeting the requirements of Savola/
Heinonen (2011). P5 shows, how a dashboard can be conceptualized before implementing
it into practice. Dashboards need to be evaluated based on their design features (Yigit-
basioglu/Velcu, 2012). In this context, the suggested results extend the understanding of
dashboard design and construction.

The main objective of this thesis is the development of a conceptual information security
assessment dashboard. This objective emerges from the research gaps of missing models
of the security problem (D’Arcy/Herath, 2011), lack of the measurement of aspects of
information security (Fenz etal., 2014), lack of understanding the complexity of informa-
tion security (Willison/Backhouse, 2006), and the lack of having a comprehensive view
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of information security (Soomro/Shah/Ahmed, 2016). Summarized, security metrics in
the past are not connected to existing information security models or are not aligned
to management goals and strategic objectives (Bayuk/Mostashari, 2013; Collier etal.,
2016; Pendleton etal., 2017; Azuwa/Sahib/Shamsuddin, 2017). P5 supports this state-
ment and contributes to research by providing the first comprehensive information security
assessment dashboard. The development of the dashboard uses existing metrics (P3) and
aggregates them with a method (P4) in order to connect them to an existing information
security model (P2).

Information security risk management is also affected by this thesis because information
security assessment is a major task within the process. P2 and P5 indicate that risks are
a major factor that influences information security decisions. Therefore, the suggested
dashboard also includes the quantification of information security risks based on the other
factors within the result of P2. The proposed solution of P5 contributes to the understand-
ing of the aspects that are important for all tasks within the risk management process -
namely risk identification, risk analysis, risk control, and risk monitoring (Krcmar, 2015).

Information security assessment and risk management are tools that serve as a basis for
making decisions. Therefore, this thesis also contributes significantly to decision theory.

Decision theory

Behavioral decision theory deals with uncertainty and the use of heuristics when mak-
ing decisions. This applies strongly for decisions in the information security field be-
cause there, managers make decisions often by their experience, judgment, and their best
knowledge (Chai/Kim/Rao, 2011). P2 extends the understanding of factors and their
interrelations and therefore illustrates possible consequences of decisions that influence
one of the proposed factors. The uncertainty is also related to the possibilities of action.
Straub/Welke (1998) pointed out that risks can be reduced more effectively if managers
are aware of the full range of controls available to them. P2 and P5 reduce uncertainty
by providing an overview of possible action alternatives on different management levels.
These alternatives are “ranked” by indicating weaknesses of the information security sta-
tus with the help of metrics and indicators. Decision theory is defined as “a powerful
tool for providing advice on which management alternative is optimal given the available
information” (Polasky etal., 2011). The discussed contribution fits in the definition and
improves the possibility to reduce uncertainty, increase available information, and present
weighted action alternatives to information security managers.

Information overload is a phenomenon that reduces decision-quality if more information
is available than necessary. Past literature proposes up to 900 metrics (Herrmann, 2007)
to measure aspects of information security and managers in practice also reported a large
number of metrics within reports (Boehm etal., 2018). This amount of information is
likely to trigger information overload at a management level. P3, P4, and P5 suggest
metrics and a method to aggregate them in order to reduce the information to the needed
amount of data on a management level. P4 contributes to the reduction of information
overload in general by showing a method to accomplish this reduction while producing
usable, understandable, and traceable results. P5 suggests a dedicated instance to re-
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duce personal information overload for information security managers while tackling the
challenge of computer-generated reports (see Section 2.2).

Information asymmetry is the concept of imbalanced information between group mem-
bers or groups (see Section 2.2). The research of information asymmetry showed that the
manipulation tendency and the effectiveness of these manipulations are highly increased
when increasing information asymmetry (Malekovic/Sutanto/Goutas, 2016). P5 provides
a standardized way to quantify aspects of information security and suggests a dashboard
for transparency. Empirical evidence is given, that this increases the overall understand-
ing of information security within organizations. Also, the information is available for all
stakeholders and hiding and manipulation should not be possible by a standard for in-
formation security assessment. The results show a way to reduce information asymmetry
and minimize manipulative tendencies.

Information aggregation is the “combination of information according to some type of
integration rules” (Speier-Pero, 2019). The research of this phenomenon is often a part
of information overload by being the opposite - information underload. By reducing
information, the information is not available to take into consideration when making
decisions. P4 and P5 suggest a method and a specific instance of performing information
aggregation by keeping the original information unchanged and traceable backward (to
the beginning of the information integration rule) for more detailed investigation within
the decision-making process.

Overall, the results of P2, P3, P4, and P5 contribute to decision theory by providing a
suggestion of how the negative effects of information overload, information aggregation,
and information asymmetry can be reduced by minimizing uncertainty and providing a
full range of action alternatives.

10.2 Contributions to Practice

Table 10.2 includes an overview of the contributions to practice of this thesis. In the
following, a detailed explanation of them ordered by the topic is provided.

Topic Keyword - Contribution

Information Management overview - Information security factors and their
security interdependencies provide a high-level understanding for experts

understanding and non-experts that are responsible for the information security

of organizations.

Organizational shortcomings - The solution illustrates the
needs and shortcomings of an organization regarding information
security.

Argumentation basis - By using the proposed solution, it
supports as an argumentation basis for necessary actions to the
business management.

Practical use - The thesis shows evidence that the results are
understandable, easy to use, and feasible for practitioners.
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Information
security metrics

Metrics
aggregation

Target picture

Decision
support system

Benchmarking

Possible metrics - The thesis provide a comprehensive list of
information security metrics for organizations.

Metrics with objectives - The thesis illustrate the management
a link to the different management objectives for each metric.
Continuous improvement - The proposed results provide the
management a basis to measure and control the continuous
improvement of an organizations’ information security.

Aggregation methodology - The information security metrics
aggregation method can be used to aggregate existing metrics and
measurement approaches in organizations.

Understanding of metrics - The aggregation improves the
understandability and usefulness of existing metrics to cover
management needs.

Dashboard development - The results enable organizations to
develop comprehensive, understandable, and traceable indicators
for their dashboards.

Information security transparency - The proposed dashboard
can serve as a target picture to gain full information security
transparency.

Necessary data - The solution illustrates which data is necessary
and what areas of interest need to be addressed by an organization.
Evaluation instrument - The results can serve as an instrument
whether an organization addresses all aspects and which
countermeasures are effective.

Dashboard - The main result of this thesis is a dashboard that
serves as a decision support system for information security
managers in practice.

Comparison - The metrics are designed to support comparisons
between organizations and organizational departments.
Illustrate technical shortcomings - The result enables a trace
back to the root causes of information security shortcomings from
key indicators downwards.

Action alternatives - The tree structure of the dashboard
contains action alternatives directly to managers and illustrate
their effects on the related objective.

Different abstraction layers - The dashboard provides sub-trees
for different levels of management or even functional departments.

Key indicators - The key indicators of the solution are possible
benchmarking tools for cross-organizational comparisons.
Quality indicator - The results could serve as information
security quality indicators for providers to customers.

Table 10.2: Summary of contributions to practice



164 10 Contributions of the Thesis

Basis for information security understanding in organizations

Information security in its complexity is not easy to understand even for information
security technical experts. P2 can be used for gaining an overview of different key factors
and how they are related to each other on a highly abstract level. The result of P5
includes that there are managers who are responsible for information security but are
not experts in the field, especially in small- and medium-sized enterprises. The proposed
model of P2 and P5 help them to gain an overview of the necessary areas to look at
for the information security of an organization. Not only for non-experts but also for
experts, the proposed model, as well as the dashboard, can help to illustrate the needs
and shortcomings of the actual information security status of an organization to a higher
level of management (board-members or business managers) and argue about necessary
actions, the impact of these actions, and the value to the business. There is empirical
evidence that the proposed solutions are easy to understand, simple (“in a good way”),
and feasible for practitioners. Experts out of the interview within P5 suggested that an
information security culture and commitment within the whole organization is required in
order to implement a broad approach for information security assessment. The proposed
result of this thesis is suitable to provide the basis for such an understanding within
organizations.

Guide for information security metrics and indicators

Past literature, standards, and best practices such as ISO/IEC 27004 (ISO/IEC, 2009) or
NIST SP 800-55 (NIST, 2008) support information security departments with suggested
metrics to measure and monitor information security aspects of an organization. The
shortcomings of these suggestions are that they are not covering the whole information
security requirements (NIST, 2008) and do often measure only the effectiveness of the
implementation of processes rather than the actual information security status (Bayuk,
2013). The thesis results of P3 and P5 contribute to these documents by providing a com-
prehensive list of metrics that are linked to information security management objectives
and thus are measuring the aspects of the information security status itself and not the
process implementation effectiveness. The list can be used to provide metrics for different
measurement purposes of organizations and suggest a link to the actual measurement
questions and objectives. The thesis contributes to standards and best practices and
helps to implement a continuous improvement of the information security situation of an
organization based on the proposed metrics.

Aggregation of already existing metrics

One result of P5 shows that most large organizations already have metrics for assessing
information security, but face the same problems with a lack of clarity, structure, and
consistent real-time data in their reports (Boehm etal., 2018). Also, the organizations
are not sure about the usefulness of the existing metrics to quantify their objectives. The
method to aggregate information security metrics (P4) can be used in order to aggregate
existing metrics to indicators and develop comprehensive, understandable, and traceable
indicators. These indicators will be used as a basis for the generation of dashboards,
standard reports, and comparison tools to support decision making from existing metrics
and data.
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Target picture for information security assessment

Experts of the semi-structured interview expect the conceptual information security as-
sessment dashboard to be a target picture for organizations in order to gain full trans-
parency over the information security status of the organization - “which is the perfect
view that you, as security responsible, need on your company” (expert statement). There-
fore, P5 can be used as a target picture to implement an information security assessment
program. The results of P2 and P5 answer practical questions of what data is necessary
to measure aspects of information security or what areas of interest need to be addressed
regarding information security. P5 also serves as an evaluation instrument that indicates
whether an organization addresses all necessary aspects or not. For example, if an orga-
nization is not able to instantiate a metric with available data, it might be that this area
has to be implemented in the future to comprehensively assess the information security
status of this organization.

Decision support system on different management levels

By definition, a dashboard serves as a data-driven decision support system (Yigitbasioglu/
Velcu, 2012). Therefore, the conceptual dashboard contributes to practice by providing a
comprehensive decision support system for organizations in order to manage information
security. The solution of P5 allows the comparison of key indicators and metrics between
different organizations, organization departments, and locations because all of the metrics
are connected to a base set of objects. To derive actions out of the current information
security status, the solution provides a full trace-back to the root cause of the problem
or weakness. For example, if a manager receives the indicator “number of vulnerabilities”
that is too high, the manager has to know the root cause of this number. Various ques-
tions have to be answered to derive actions and reduce this number. For example, the
questions: Which systems are affected? Are the affected systems important or critical for
the business? Is the risk level high, medium, or small? What can a manager do to reduce
or optimize this metric? P5 answers all these questions out of the proposed solution and
allows a manager to trace down the aggregation to the root cause of the reported indica-
tor or metric. In this way, possible actions can be derived directly from the dashboard.
Because the aggregation methodology forms a tree-structure, each level of management
or even functional departments can be served with the metrics and indicators they need.
With this possibility, managers are able to measure, monitor, control, and identify the
information security status relevant for them without looking at the whole dashboard and
thus are confronted with negative effects on their decisions such as information overload.

Use as a common benchmark

P5 suggests that the conceptual information security assessment dashboard is not only
feasible for the assessment of an organizations’ security but also to deliver the key indi-
cators to others for benchmarking reasons. For example, the decision to select a cloud
service provider is also dependent on the quality of service attribute security (Lang/
Wiesche/Kremar, 2018). Today, an indicator is the location of the servers because differ-
ent countries have different stringent requirements in terms of information security and
data protection. The P5 solution would also be useful for potential customers of the
organizations to convince them of the quality of their information security. One concern
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that was indicated by experts in P5 is that this information is restricted and that even
the indicators on the highest abstraction level tell too much about the actual informa-
tion security status of an organization in the way, that these numbers are categorized as
confidential and would not be made publicly available by any organization.



11 Study Limitations

The decisions made by choosing data gathering process, data analysis, and method selec-
tion cause limitations that have to be considered when interpreting the suggested results
of this thesis. Limitations apply to all research. Therefore, various techniques are applied
trying to minimize potential issues of validity and reliability.

The first limitation is based on the data gathering process. The data of P1, P2, and
P3 are based on a literature search according to Webster/Watson (2002). The process
of searching relevant articles includes the selection of databases and a restriction based
on keywords. It can be argued, that important articles are missing based on the chosen
selection that could have a major influence on the results. To minimize this issue, the
articles were reviewed by the co-authors as well as discussed with experts in scientific
conferences. This was also recommended by Webster/Watson (2002) which said that
missing articles are “likely to be identified by colleagues who read your paper either
prior to or after your submission”. Additionally, P2 was evaluated with empirical data
from a semi-structured expert interview. The other data - used in P2, P4, and P5 -
are collected from semi-structured expert interviews and a focus group. The participants
come from a limited number of organizations and industry sectors and thus are limited
in generalizability. Also, the data of these interviews are subject to the interviewee’s
subjectivity and researcher’s individual judgment (Mayring, 2015). To increase validity
and reliability and therefore generalizability, several methods are applied. The results of
P2, P4, and P5 are based on different data sources to provide richer empirical evidence.
The research approach of this thesis includes three iterations to generate the results that
are based upon each other. Each iteration was empirically validated with an overlapping
but not equal expert group.

The data analysis process is subject to internal validity concerns. The data analysis was
done by the author of the thesis and therefore might be subjectively biased. To reduce
internal validity threats, the data analysis of P2, P4, and P5 are evaluated with additional
empirical methods. P3 was validated within P4 and P5. Only P1 was not validated with
additional methods and data. To increase validity and reliability, the available data - from
literature and interviews - was analyzed based on standardized methods such as open-
axial-selective coding or qualitative content analysis to increase validity and reliability.
Also, different techniques were used to increase reliability based on (Mayring, 2015): (1) A
part of the material was coded by different persons (the co-author) and tested if there are
significantly high inconsistencies (also increases objectivity). (2) It was tested whether
discrepancies in certain categories are common and solved by redefine them. (3) The
reliability was increased by summarizing categories that are ambiguously different.

Design science is used to develop a conceptual information security assessment dashboard.
According to Yigitbasioglu/Velcu (2012), dashboards are evaluated by their design fea-
tures and the way the users interact with them to make decisions. Within this thesis, the
dashboard is evaluated with a simulation study, a semi-structured expert interview and a
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focus group which are valid methods to evaluate a design science artifact (Hevner et al.,
2004; Sonnenberg/Vom Brocke, 2012). The artifact was not implemented in practice and
was thus examined for its applicability. Empirical evidence is given that an implemen-
tation of the proposed result is possible and the approach is feasible. There were some
concerns articulated by the experts regarding the cost-effectiveness of gathering the nec-
essary data to instantiate the conceptual dashboard while others mentioned that they
could already fill the concept with the data available. A practical experiment using the
conceptual dashboard in practice and evaluate the way the users interact with it was not
done within this thesis.

There is a limitation based on the scope of the thesis in general. The phenomenon was
examined from an organization’s perspective on internal information security. Therefore,
data was not included from sources that deal with outsourced information security func-
tions and services. The results of this thesis support empirical evidence that the solution
is also applicable to external organizations but it is questioned (by experts in practice) if
these service providers would share the data of the dashboard to their customers. The view
of an organization to the information security evaluation of external partners or entities
could influence the proposed models and results based on a change of the perspective.

A limitation from a practical perspective could be, that the result is not tested if it
complies with standards such as the ISO/TEC 27000. However, these standards are part
of the original data and the results derive out of them, it can be assumed that the
results are in line with the standards. Nevertheless, an empirical test of compliance is not
provided.



12 Recommendations for Future
Research

The findings of this thesis as well as the limitations outlined in the previous chapter
provide various areas for future research. Especially a complex topic like information
security needs a focus area of interest in order to contribute to a whole research stream.
Therefore, various possible research questions arise by answering the research questions
of this thesis.

Extending the model of information security factors for decision-makers

P2 introduces a comprehensive model of information security factors that influence in-
formation security managers’ decisions. This model clusters several indicators and builds
interdependencies between these clusters. These relationships can be studied with quanti-
tative methods to further evaluate and extend the model. A possible way to improve gen-
eralizability would be a study that includes small- and medium-sized enterprises because
the original data was mostly derived from interview experts within large organizations.
Additionally, interdependencies between factors within the clusters can be explored. An
example question could be: Is the reduction of vulnerabilities related to an improvement
of the infrastructure weakness? These relationships on deeper levels of the model could
be useful in order to improve the understanding of the whole security situation as well as
to prioritize countermeasures according to them. Each individual factor of the model is a
possibility to search for other influence factors other than security. An example would be
that business continuity is an objective of improving information security and should be
increased while simultaneously enhancing information security, but there may be other
influencing factors that could be more important than information security. These factors
were out of scope (information security) of this thesis.

Technical tools based on the conceptual results

Design science research is about the development of products, processes, constructs, de-
sign principles, models, methods, technological rules, and instantiations (Gregor/Hevner,
2013). Based on the results of P5, several tools can be further developed and multiple
studies are possible. There is still a gap in tools to gather information security-related data
and monitor the security status of an organization automatically (Wang/Wulf, 1997; Boy-
er/McQueen, 2007; Crossler etal., 2013). Experts in practice suggested the use of the
information security assessment dashboard as a conceptual basis to develop tools for an
automated collection of the necessary data. This would also serve as a solution for the ex-
perts’ concerns regarding cost-effectiveness in gathering the necessary data to instantiate
the dashboard. To develop these kinds of tools, possible areas of research would include
the architecture, effectiveness, and usability of the tools as well as the possibility to collect
the data automatically. The results of P2, P3, and P5 would serve as requirements for
data gathering tools. The gathering of this information would open more possibilities
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such as the possibilities for automated recommender systems and active decision support
systems for information security managers.

Studies based on the conceptual information security assessment dashboard

Future research could implement the dashboard in practice and evaluate it from the per-
spective of how managers interact with the dashboard in order to make decisions with
them. From such studies, the decision-making process can be observed and possible rules
or recommendations for practice as well as the understanding of the decision-making pro-
cess in research can be extended and explored. Not only the dashboard can be evaluated
in practice but also existing standards and best practices. Because the dashboard is an
instance to measure the information security status of an organization, different counter-
measures can be tested based on a possible improvement of the metrics and indicators.
Empirical tests and rigorous studies of standards and best practices, which concern not
only the effectiveness of the implementation of countermeasures but also the effectiveness
of improving the level of information security, could be based on the suggested metrics and
indicators and constitute an open research question in the literature (Siponen/Willison,
2009). P5 is also feasible to become a common standard for information security as-
sessment or extension of existing ones. Another area for future research would be to
compare the actual metrics and indicators between different organizations, industries, or
departments in order to explore information security best practices.

Conceptual extension of the dashboard

Experts in practice recommended the extension of the dashboard to include financial
implications to the organization as well as the costs to mitigate the risks based on the
action alternatives that are served by the dashboard tree-structure (see results of P5).
This would enable the business risk management to use the dashboard directly integrated
into their processes.

Quantification of other phenomenons

P4 introduces a method to aggregate information security metrics based on different pre-
conditions. The method can be pessimistic in the way of what you have not tested is
vulnerable, results are comparable, traceable, actionable, understandable, comprehen-
sive, and useful. These positive features could also be useful for other areas that have
to be measured and aggregated to higher levels of management or to customers. An ex-
ample would be to measure the complex phenomenon of cloud providers’ trust (Lang/
Wiesche/Kremar, 2018), aggregate the metrics, and serve them to customers to prove
their trustfulness such as other service level agreement parameters.
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Appendix

Appendix A: P2 - Literature Search Matrix

Resource Hits Relevant
MIS Quarterly 7 1
European Journal of Information Systems 20 3
Information Systems Journal 27 4
Information Systems Research 22 )
Journal of AIS 11 5
Journal of Information Technology 25 0
Journal of Management Information Systems 1 0
Journal of Strategic Information Systems 14 5
Journal of Management Information Systems 26 2
Decision Sciences 18 2
Information & Management 53 5
Information and Computer Security 99 10
IEEE Trans. on Dependable & Secure Computing 8 1
IEEE Trans. on Information Forensics and Security 7 0
Computers & Security 84 15
Google Scholar 100 11
ScienceDirect 41 6
OpacPlus 110 19
Backward 10
Forward 32
SUM 673 136

Table 1: P2 - Literature Search Matrix



Appendix B: P2 - Coding of the Literature

to MSFs

First-order code

Second-
order
code

Cluster

technical vulnerabilities (Straub/Welke, 1998; Yeh/
Chang, 2007; NIST, 2008; Premaratne etal., 2008;
Tashi/Ghernaouti-Hélie, 2008; Boss etal., 2009; Dza-
zali/Sulaiman/Zolait, 2009; Kraemer/Carayon/Clem,
2009; Sowa/Gabriel, 2009; Sunyaev etal., 2009;
Arora et al., 2010)

vulnerability assessment (Wood, 1987; Coron-
ado etal., 2009; Siponen/Willison, 2009; Jafari etal.,
2010; Gosavi/Bagade, 2015)

network vulnerability (Geer/Hoo/Jaquith, 2003;
Idika/Bhargava, 2012; Gao/Zhong, 2015)

system vulnerability (Jean Camp/Wolfram, 2004;
Boyer/McQueen, 2007; Lee/Larsen, 2009; Pudar/
Manimaran/Liu, 2009; Dogaheh, 2010; Hayden, 2010;
Goldstein/Chernobai/Benaroch, 2011; Norman/Yasin,
2013; Holm/Afridi, 2015; Pendleton et al., 2017)

vulnerability disclosure (Ransbotham/Mitra, 2009)

host vulnerability (Idika/Bhargava, 2012)

security problem (Straub/Welke, 1998)

vulnerability (Vaughn/Henning /Siraj,
2003; Tanna etal., 2005; Herzog/Shahmehri/
Duma, 2007; Johnson/Goetz, 2007; Yeh/Chang,
2007; Ashenden, 2008; Verendel, 2009; Leon/Saxena,
2010; Savola/Heinonen, 2011; Ben-Aissa etal.,
2012; Crossler/Belanger, 2012; Hajdarevic etal.,
2012; Ifinedo, 2012; Bayuk/Mostashari, 2013; Bayuk,
2013; Fenz etal., 2013; Hajdarevic/Allen, 2013; Hua/
Bapna, 2013; Mermigas/Patsakis/Pirounias, 2013; von
Solms/van  Niekerk, 2013; Wang/Kannan/Ulmer,
2013; Fenz et al., 2014; Zalewski et al., 2014; Algahtani,
2015; Mazur/Ksiezopolski/Kotulski, 2015; Nazareth/
Choi, 2015; Posey/Roberts/Lowry, 2015; Alavi/
Islam/Mouratidis, 2016; Muthukrishnan/Palaniappan,
2016; Young etal., 2016; Azuwa/Sahib/Shamsuddin,
2017)

technical
vulnerabili-
ties

application security (Anderson/Moore, 2006; Yeh/
Chang, 2007; Dzazali/Sulaiman/Zolait, 2009; Goel/
Chengalur-Smith, 2010; Joh/Malaiya, 2011; Haj-
darevic etal., 2012; Bayuk, 2013; Hajdarevic/Allen,
2013; Fenz etal., 2014; Mazur/Ksiezopolski/Kotulski,
2015; Mijnhardt/Baars/Spruit, 2016; Muthukrishnan/
Palaniappan, 2016)

application defect (Geer/Hoo/Jaquith, 2003)

application
security

Vulnerability
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feature security (Ransbotham/Mitra, 2009)

patch coverage (Geer/Hoo/Jaquith, 2003; Ransboth-
am/Mitra, 2009; Arora et al., 2010; Joh/Malaiya, 2011;
Crossler/Belanger, 2012; Bayuk, 2013; Muthukrishnan/
Palaniappan, 2016; Pendleton etal., 2017)

software problem (Gupta/Hammond, 2005)

it security (Willison/Backhouse, 2006; Bjorck etal., technical
2015; Manhart/Thalmann, 2015) security
technology (Gonzalez/Sawicka, 2002; Treek, 2003;
Herrera, 2005; Katos/Adams, 2005; Ashenden, 2008;
Merete Hagen/Albrechtsen/Hovden, 2008; Kraemer/
Carayon/Clem, 2009; Goel/Chengalur-Smith, 2010;
Jafari etal., 2010; Leon/Saxena, 2010; Goldstein/
Chernobai/Benaroch, 2011; Hall/Sarkani/Mazzuchi,
2011; Norman/Yasin, 2013; AlHogail, 2015; Nazareth/
Choi, 2015; Yulianto/Lim/Soewito, 2016)

technical security (von Solms etal., 1994; Vaughn/
Henning/Siraj, 2003; von Solms/von Solms, 2004;
Savola, 2007; Veiga/Eloff, 2007; Coronado etal.,
2009; Dinev etal., 2009; Sowa/Gabriel, 2009; Hed-
strom etal., 2011; Savola/Heinonen, 2011; Hajdare-
vic etal., 2012; Ifinedo, 2012; Crossler et al., 2013; Ut-
fen/Breitner, 2013; Fenz etal., 2014; Tu/Yuan, 2014;
Gao/Zhong, 2015; Gosavi/Bagade, 2015; Manhart/
Thalmann, 2015; Montesdioca/Magada, 2015; Soomro/
Shah/Ahmed, 2016; Azuwa/Sahib/Shamsuddin, 2017)

Table 2: Vulnerability

First-order code Second- Cluster
order
code
physical security (von Solms et al., 1994; Wang/Wulf, physical Physical
1997; Hong et al., 2003; Kankanhalli et al., 2003; Treek, security security

2003; Ernest Chang/Ho, 2006; Willison/Backhouse,
2006;  Dzazali/Sulaiman/Zolait, 2009;  Pudar/
Manimaran/Liu, 2009; Sowa/Gabriel, 2009; Goldstein/
Chernobai/Benaroch, 2011; Hajdarevic et al., 2012; Ha-
jdarevic/Allen, 2013; Norman/Yasin, 2013; Fenz etal.,
2014; Narain Singh/Gupta/Ojha, 2014; Tu/Yuan,
2014; Gosavi/Bagade, 2015; Mazur/Ksiezopolski/
Kotulski, 2015; Collier etal., 2016; Mijnhardt/Baars/
Spruit, 2016)

physical access (Treek, 2003; LeMay et al., 2011)
physical environment (Veiga/Eloff, 2007; Yeh/
Chang, 2007; Jafari etal., 2010; Smith et al., 2010)

Table 3: Physical security
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First-order code Second- Cluster
order
code
organizational compliance (Jean Camp/Wolfram, policy Compliance
2004) & Policy

policy compliance (Hong etal., 2003; Treek, 2003;
Smith etal., 2010; Hall/Sarkani/Mazzuchi, 2011;
Hu et al., 2012; Ifinedo, 2012; Crossler et al., 2013; John-
ston et al., 2016)

policy (Wood, 1987; von Solms etal., 1994; Straub/
Welke, 1998; Hong et al., 2003; Vaughn/Henning/Siraj,
2003; Cavusoglu/Mishra/Raghunathan, 2004; Kotulic/
Clark, 2004; Sharman/Rao/Upadhyaya, 2004; von
Solms/von Solms, 2004; Herrera, 2005; Katos/Adams,
2005; Tsiakis/Stephanides, 2005; Ernest Chang/Ho,
2006; Willison/Backhouse,  2006; Johnson/Goetz,
2007; Veiga/Eloff, 2007; Yeh/Chang, 2007; Ashenden,
2008; Merete Hagen/Albrechtsen/Hovden, 2008; Tashi/
Ghernaouti-Hélie, 2008; Boss etal., 2009; Dzazali/
Sulaiman/Zolait, 2009; Herath/Rao, 2009; Knapp et al.,
2009; Kotenko/Bogdanov, 2009; Kraemer/Carayon/
Clem, 2009; Ransbotham/Mitra, 2009; Abu-Musa,
2010; Goel/Chengalur-Smith, 2010; Hayden, 2010; Ja-
fari etal., 2010; Hedstrom etal., 2011; Mishra/
Chasalow, 2011; Idika/Bhargava, 2012; Bayuk/
Mostashari, 2013; Norman/Yasin, 2013; Uffen/
Breitner, 2013; Wang/Kannan/Ulmer, 2013; Narain
Singh/Gupta/Ojha, 2014; Tu/Yuan, 2014; Lowry/
Moody, 2015; Montesdioca/Magada, 2015; Nazareth/
Choi, 2015; Alavi/Islam/Mouratidis, 2016; Mijn-
hardt/Baars/Spruit,  2016; Soomro/Shah/Ahmed,
2016; Horne/Maynard/Ahmad, 2017)

security compliance (Sharman/Rao/Upadhyaya,
2004; Ernest Chang/Ho, 2006; Willison/Backhouse,
2006;  Dzazali/Sulaiman/Zolait,  2009; Herath/
Rao, 2009; Kraemer/Carayon/Clem, 2009; Hay-
den, 2010; Karjalainen/Siponen, 2011; Ifinedo,
2012; Crossler et al., 2013; Fenz et al., 2013; Fenz et al.,
2014; Narain Singh/Gupta/Ojha, 2014; Tu/Yuan,
2014; Lowry/Moody, 2015; Mijnhardt/Baars/Spruit,
2016; Soomro/Shah/Ahmed, 2016; Yulianto/Lim/
Soewito, 2016)

legal requirements (von Solms/von Solms, 2004; | compliance
Dzazali/Sulaiman/Zolait, 2009; Knapp etal., 2009;
Kraemer/Carayon/Clem, 2009; Sunyaev etal., 2009;
Savola/Heinonen, 2011; Uffen/Breitner, 2013; Man-
hart/Thalmann, 2015; Alavi/Islam/Mouratidis, 2016)
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law compliance (Hong etal., 2003; Johnson/Goetz,
2007; Veiga/Eloff, 2007; Yeh/Chang, 2007; Merete Ha-
gen/Albrechtsen/Hovden, 2008; Leon/Saxena, 2010;
Hall/Sarkani/Mazzuchi, 2011; Tariq, 2012)

legislation (Treek, 2003; Tashi/Ghernaouti-Hélie,
2008)

regulatory requirements (Abu-Musa, 2010; Bayuk/
Mostashari, 2013; Fenz etal., 2013; Norman/Yasin,
2013; Atoum/Otoom/Abu Ali, 2014)

regulatory compliance (Narain Singh/Gupta/Ojha,
2014; Horne/Maynard/Ahmad, 2017)

Table 4: Compliance & Policy

Clark, 2004; Ernest Chang/Ho, 2006; Savola, 2007;
Yeh/Chang, 2007; Ashenden, 2008; Merete Ha-
gen/Albrechtsen/Hovden, 2008; NIST, 2008; Coron-
ado etal., 2009; Ransbotham/Mitra, 2009; Savola,
2009; Sowa/Gabriel, 2009; Beresnevichiene/Pym/Shiu,
2010; Leon/Saxena, 2010; Wilkin/Chenhall, 2010; Hall/
Sarkani/Mazzuchi, 2011; Savola/Heinonen, 2011; Haj-
darevic etal., 2012; Bayuk/Mostashari, 2013; Bayuk,
2013; Fenz etal., 2013; Hajdarevic/Allen, 2013;
Norman/Yasin, 2013; Wang/Kannan/Ulmer, 2013;
Fenz etal., 2014; Tu/Yuan, 2014; Yaokumah, 2014;
Gao/Zhong, 2015; Lowry/Moody, 2015; Manhart/
Thalmann, 2015; Mazur/Ksiezopolski/Kotulski, 2015;
Nazareth/Choi, 2015; Collier etal., 2016; Mijnhardt/
Baars/Spruit, 2016; Horne/Maynard/Ahmad, 2017)

risk analysis (Tsiakis/Stephanides, 2005; Ku-
mar/Park/Subramaniam, 2008; Pudar/Manimaran/
Liu, 2009; Sunyaev etal., 2009; Goel/Chengalur-
Smith, 2010; Zobel/Khansa, 2012; Hua/Bapna,
2013; Young et al., 2016)

risk prevention (Veiga/Eloff, 2007; Hall/Sarkani/
Mazzuchi, 2011)

risk tolerance (Liang/Xue, 2009)

risk exposure (Mermigas/Patsakis/Pirounias, 2013)

risk prediction (Fenz etal., 2014)

software risk (Tanna etal., 2005; Boss et al., 2009)

system risk (Willison/Backhouse, 2006; Chai/Kim/
Rao, 2011; Pendleton et al., 2017)

risk perception (Vance etal., 2014)

First-order code Second- Cluster
order
code
risk management (von Solms etal., 1994; Straub/ | risk man- Risk
Welke, 1998; Geer/Hoo/Jaquith, 2003; Kotulic/ agement
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risk assessment (von Solms etal., 1994; Straub/
Welke, 1998; Gonzalez/Sawicka, 2002; Hong etal.,
2003; Jean Camp/Wolfram, 2004; Cavusoglu/Mishra/
Raghunathan, 2004; Johnson/Goetz, 2007; Veiga/Eloff,
2007; Tashi/Ghernaouti-Hélie, 2008; Knapp et al., 2009;
Siponen/Willison, 2009; Sunyaev et al., 2009; Verendel,
2009; Abu-Musa, 2010; Dogaheh, 2010; Hayden, 2010;
Chai/Kim/Rao, 2011; Goldstein/Chernobai/Benaroch,
2011; Joh/Malaiya, 2011; Fenz etal., 2014; Gosavi/
Bagade, 2015; Alavi/Islam/Mouratidis, 2016; Azuwa/
Sahib/Shamsuddin, 2017)

local threats (Willison/Backhouse, 2006) threats
threat impact (Alqahtani, 2015; Holm/Afridi, 2015)
available exploits (Premaratne etal., 2008; Holm/
Afridi, 2015)

possible threats (Treek, 2003; Gupta/Hammond,
2005; Tsiakis/Stephanides, 2005; Herzog/Shahmehri/
Duma, 2007; Boss etal., 2009; Coronado etal.,
2009; Knapp etal., 2009; Lee/Larsen, 2009; Sowa/
Gabriel, 2009; Sunyaev etal., 2009; Verendel,
2009; Abu-Musa, 2010; Dogaheh, 2010; Jafari etal.,
2010;  Hall/Sarkani/Mazzuchi, ~ 2011;  Purboyo/
Rahardjo/Kuspriyanto, 2011;  Ben-Aissa  etal.,
2012; Crossler/Belanger, 2012; Hajdarevic etal.,
2012; Hu etal., 2012; Ifinedo, 2012; Jones/Horowitz,
2012; Tariq, 2012; Zobel/Khansa, 2012; Bayuk/
Mostashari, 2013; Bayuk, 2013; Crossler etal.,
2013; Fenz etal., 2013; Hajdarevic/Allen, 2013; Hua/
Bapna, 2013; Norman/Yasin, 2013; Uffen/Breitner,
2013; von Solms/van Niekerk, 2013; Fenz etal.,
2014; Herath etal., 2014; Tu/Yuan, 2014; Alqah-
tani, 2015; Gao/Zhong, 2015; Gosavi/Bagade,
2015; Mazur/Ksiezopolski/Kotulski, 2015; Nazareth/
Choi, 2015; Posey/Roberts/Lowry, 2015; Col-
lier et al., 2016; Johnston et al., 2016; Muthukrishnan/
Palaniappan, 2016; Tran etal., 2016; Young etal.,
2016; Azuwa/Sahib/Shamsuddin,  2017; Pendle-
ton etal., 2017)

Table 5: Risk

First-order code Second- Cluster
order
code

resilience (Johnson/Goetz, 2007; Zobel /Khansa, 2012; it Continuity

Fenz etal., 2013; Zalewski etal., 2014; Bjorck etal., | continuity
2015; Collier etal., 2016; Tran etal., 2016)
power failure (Gupta/Hammond, 2005)
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survivability (Vaughn/Henning/Siraj, 2003; Katos/
Adams, 2005)

contingency plan (Wood, 1987; von Solms et al., 1994;
Abu-Musa, 2010)

acts of god (Willison/Backhouse, 2006; Bjorck et al.,

2015)
natural disaster (Gupta/Hammond, 2005)
business continuity (Hong etal., 2003; Treek, business

2003; Veiga/Eloff, 2007; Tashi/Ghernaouti-Hélie, 2008; | continuity
Dzazali/Sulaiman/Zolait, 2009; Sowa/Gabriel, 2009;
Smith etal., 2010; Narain Singh/Gupta/Ojha, 2014;
Horne/Maynard/Ahmad, 2017)

business continuity plan (Ernest Chang/Ho, 2006;
Tariq, 2012; Mijnhardt/Baars/Spruit, 2016)
restorability  (Boyer/McQueen,  2007; Bayuk/ recovery
Mostashari, 2013)

disaster recovery (von Solms etal.,, 1994; Ku-
mar/Park/Subramaniam, 2008; Savola, 2009; Wilk-
in/Chenhall, 2010; Hall/Sarkani/Mazzuchi, 2011,
Crossler/Belanger, 2012; Tariq, 2012)

Table 6: Continuity

First-order code Second- Cluster
order
code
infrastructure administration (Wood, infra- Infrastructure
1987; Savola/Heinonen, 2011; Hua/Bapna, 2013) structure
overview

secure environment (Wood, 1987; von Solms etal.,
1994; Gonzalez/Sawicka, 2002; Treek, 2003; Herrera,
2005; Ernest Chang/Ho, 2006; Herath/Rao, 2009;
Liang/Xue, 2009; Abu-Musa, 2010; Norman/Yasin,
2013; Narain Singh/Gupta/Ojha, 2014; AlHogail, 2015;
Posey/Roberts/Lowry, 2015; Mijnhardt/Baars/Spruit,
2016)

infrastructure security (Hong etal., 2003; Treek,
2003; Katos/Adams, 2005; Crossler/Belanger, 2012)
ict infrastructure (Cavusoglu/Mishra/Raghunathan,
2004; Fenz etal., 2013; Soomro/Shah/Ahmed, 2016;
Horne/Maynard/Ahmad, 2017)

equipment (Sharman/Rao/Upadhyaya, 2004)
hardware security (Yeh/Chang, 2007)

network security (Kotenko/Bogdanov, 2009; Bayuk/ network
Mostashari, 2013; Bayuk, 2013; Gosavi/Bagade, 2015; security
Mazur/Ksiezopolski/Kotulski, 2015; Azuwa/Sahib/
Shamsuddin, 2017)

network hardening (Idika/Bhargava, 2012)
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secure network communication  (Herzog/
Shahmehri/Duma, 2007; Yeh/Chang, 2007; Pre-
maratne etal., 2008; Ransbotham /Mitra,
2009; Smith etal., 2010; Fenz etal., 2014; Azuwa/
Sahib/Shamsuddin, 2017)

cryptography (Wang/Wulf, 1997; Geer/Hoo/Jaquith,
2003; Treek, 2003; Herzog/Shahmehri/Duma, 2007)
encryption (Gupta/Hammond, 2005; Chai/Kim/Rao,
2011; Ifinedo, 2012; Gosavi/Bagade, 2015)

secure protocol (Ransbotham/Mitra, 2009)

asset identification (Treek, 2003; Sharman/Rao/ asset
Upadhyaya, 2004; Ernest Chang/Ho, 2006; Merete | knowledge
Hagen/Albrechtsen/Hovden, 2008; NIST, 2008; Ja-
fari etal., 2010; Bayuk/Mostashari, 2013; von Solms/
van Niekerk, 2013; Fenz et al., 2014)

asset assessment (Boyer/McQueen, 2007; Her-
zog/Shahmehri/Duma, 2007; Kraemer/Carayon/Clem,
2009; Jafari etal., 2010; Smith etal., 2010; Purboyo/
Rahardjo/Kuspriyanto, 2011; Hajdarevic etal., 2012;
Gao/Zhong, 2015; Montesdioca/Magada, 2015)

asset management (Hong etal., 2003; Veiga/Eloff,
2007; Smith etal., 2010; Hall /Sarkani/Mazzuchi, 2011;
Ifinedo, 2012; Crossler etal., 2013; Mijnhardt/Baars/
Spruit, 2016; Soomro/Shah/Ahmed, 2016; Horne/
Maynard/Ahmad, 2017)

asset classification (Narain Singh/Gupta/Ojha,
2014)

system configuration (Geer/Hoo/Jaquith, 2003; system
Kotenko/Bogdanov, 2009; Kraemer/Carayon/Clem, | hardening
2009; Jafari etal., 2010; Leon/Saxena, 2010; Jones/
Horowitz, 2012; Bayuk, 2013; Hua/Bapna, 2013; Alavi/
Islam/Mouratidis, 2016; Muthukrishnan/Palaniappan,
2016)

system maintenance (Wood, 1987; Hong et al., 2003;
Treek, 2003; Ernest Chang/Ho, 2006; Veiga/Eloff,
2007; NIST, 2008; Sowa/Gabriel, 2009; Smith etal.,
2010; Ifinedo, 2012; Narain Singh/Gupta/Ojha, 2014;
Nazareth/Choi, 2015; Alavi/Islam/Mouratidis, 2016)
system weakness (Vaughn/Henning/Siraj, 2003;
Goldstein/Chernobai/Benaroch, 2011; LeMay etal.,
2011; Purboyo/Rahardjo/Kuspriyanto, 2011)
connections with public network (Sharman/Rao/ | external
Upadhyaya, 2004; Johnson/Goetz, 2007) connections
access points (NIST, 2008)

external system connections (Pudar/Manimaran/
Liu, 2009; von Solms/van Niekerk, 2013)
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technology architecture (Cavusoglu/ | architectural
Mishra/Raghunathan, 2004; Johnson/Goetz, factors
2007; Knapp etal.,, 2009; Bjorck etal., 2015; Mi-
jnhardt/Baars/Spruit, 2016)

firewall architecture (Sharman/Rao/Upadhyaya,
2004)

system architecture (Yeh/Chang, 2007; Jones/
Horowitz, 2012; Soomro/Shah/Ahmed, 2016)

Table 7: Infrastructure

First-order code Second- Cluster
order
code

identity (Wang/Wulf, 1997; Savola/Heinonen, 2011; identity Access

Gosavi/Bagade, 2015; Mijnhardt/Baars/Spruit, 2016) manage- control
ment

account management (Anderson/Moore, 2006; Os-
valdo De Sordi/Meireles/Carvalho de Azevedo, 2014)
access control (Geer/Hoo/Jaquith, 2003; Hong et al., access
2003; Treek, 2003; Dhillon/Torkzadeh, 2006; Ernest control
Chang/Ho, 2006; Willison/Backhouse, 2006; Boy-
er/McQueen, 2007; Herzog/Shahmehri/Duma, 2007;
Veiga/Eloff, 2007; Dzazali/Sulaiman/Zolait, 2009;
Ransbotham/Mitra, 2009; Abu-Musa, 2010; Beres-
nevichiene/Pym/Shiu, 2010; Dogaheh, 2010; Ja-
fari etal., 2010; Chai/Kim/Rao, 2011; Crossler/
Belanger, 2012; Ifinedo, 2012; Bayuk/Mostashari,
2013; Narain Singh/Gupta/Ojha, 2014; Holm/Afridi,
2015; Mijnhardt/Baars/Spruit, 2016; Azuwa/Sahib/
Shamsuddin, 2017)

access rights (Sharman/Rao/Upadhyaya, 2004)
software access control (Wang/Wulf,
1997; Smith et al., 2010; LeMay et al., 2011)

Table 8: Access control

First-order code Second- Cluster
order
code

personnel security (von Solms etal., 1994; Kankan- | awareness Awareness

halli etal., 2003; Treek, 2003; Vaughn/Henning/Siraj,
2003; von Solms/von Solms, 2004; Herrera, 2005; Ernest
Chang/Ho, 2006; Yeh/Chang, 2007; Herath/Rao, 2009;
Ransbotham/Mitra, 2009; Sowa/Gabriel, 2009; Goel/
Chengalur-Smith, 2010; Smith etal., 2010; Uffen/
Breitner, 2013; Narain Singh/Gupta/Ojha, 2014)
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awareness (Straub/Welke, 1998; Hong etal., 2003;
Kankanhalli etal., 2003; Sharman/Rao/Upadhyaya,
2004; von Solms/von Solms, 2004; Dhillon/Torkzadeh,
2006; Willison/Backhouse, 2006; Johnson/Goetz, 2007;
Veiga/Eloff, 2007; Yeh/Chang, 2007; Ashenden, 2008;
Merete Hagen/Albrechtsen/Hovden, 2008; Coron-
ado et al., 2009; Dinev etal., 2009; Dzazali/Sulaiman/
Zolait, 2009; Knapp etal., 2009; Kraemer/Carayon/
Clem, 2009; Sowa/Gabriel, 2009; Abu-Musa, 2010; Ja-
fari et al., 2010; Wilkin/Chenhall, 2010; Hall/Sarkani/
Mazzuchi, 2011; Karjalainen/Siponen, 2011; Zobel/
Khansa, 2012; Norman/Yasin, 2013; Wang/Kannan/
Ulmer, 2013; Atoum/Otoom/Abu Ali, 2014; Narain
Singh/Gupta/Ojha, 2014; Tu/Yuan, 2014; Velki/Solic/
Ocevcic, 2014; Algahtani, 2015; Gao/Zhong, 2015;
Manhart/Thalmann, 2015; Alavi/Islam/Mouratidis,
2016; Soomro/Shah/Ahmed, 2016; Tran etal., 2016;
Pendleton et al., 2017)

people (Gonzalez/Sawicka, 2002; Sharman/Rao/
Upadhyaya, 2004; Hall/Sarkani/Mazzuchi, 2011; Al-
Hogail, 2015; Yulianto/Lim/Soewito, 2016; Horne/
Maynard/Ahmad, 2017)

technology awareness (Dinev/Hu, 2007;
Herath etal., 2014)

training (Sharman/Rao/Upadhyaya, 2004; Ashenden, user
2008; Merete Hagen/Albrechtsen/Hovden, 2008; NIST, | knowledge
2008; Dogaheh, 2010; Karjalainen/Siponen, 2011; Al-
Hogail, 2015; Lowry/Moody, 2015; Posey/Roberts/
Lowry, 2015; Tran et al., 2016)

skills (Alavi/Islam/Mouratidis, 2016)

user knowledge (Wood, 1987; Johnson/Goetz, 2007;
Veiga/Eloff, 2007; Abu-Musa, 2010; Hajdarevic et al.,
2012; Fenz et al., 2014; Algahtani, 2015; Lowry/Moody,
2015; Manhart/Thalmann, 2015; Nazareth/Choi, 2015;
Posey/Roberts/Lowry, 2015; Horne/Maynard/Ahmad,
2017)

education (Willison/Backhouse, 2006; Kraemer/
Carayon/Clem, 2009)

it competence (Ernest Chang/Ho, 2006; Tu/Yuan,
2014)

user activities (Geer/Hoo/Jaquith, 2003; Vance et al., behavior
2014; Bjorck etal., 2015)

human interaction (Treek, 2003; Kotenko/Bogdanov,
2009)

human error (Vaughn/Henning/Siraj, 2003; Krae-
mer/Carayon/Clem, 2009; Alavi/Islam/Mouratidis,
2016)
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user/human behavior (Gonzalez/Sawicka, 2002;
Dinev/Hu, 2007; Veiga/Eloff, 2007; Merete Ha-
gen/Albrechtsen/Hovden, 2008; Boss etal., 2009;
Dinev etal., 2009; Herath/Rao, 2009; Kraemer/
Carayon/Clem, 2009; Liang/Xue, 2009; Sowa/Gabriel,
2009; Dogaheh, 2010; Hedstrom etal., 2011; Kar-
jalainen/Siponen, 2011; Ifinedo, 2012; Crossler etal.,
2013; Hua/Bapna, 2013; Uffen/Breitner, 2013; von
Solms/van Niekerk, 2013; Narain Singh/Gupta/Ojha,
2014; Vance etal., 2014; Velki/Solic/Ocevcic, 2014;
Lowry/Moody, 2015; Montesdioca/Macada, 2015;
Johnston et al., 2016; Soomro/Shah/Ahmed, 2016)

user error (Gupta/Hammond, 2005)

criminal behavior (Kankanhalli et al., 2003)

attack behavior (Pudar/Manimaran/Liu, 2009; Gao/
Zhong, 2015)

ethical dimension (von Solms/von Solms, 2004)

work ethic (Dhillon/Torkzadeh, 2006)

ethical environment (Dhillon/Torkzadeh, 2006;
Veiga /Eloff, 2007)

work situation (Dhillon/Torkzadeh, 2006)

ethical
factors

security culture (Johnson/Goetz, 2007; Veiga/Eloff,
2007; Ashenden, 2008; Merete Hagen/Albrechtsen/
Hovden, 2008; Boss etal., 2009; Dinev etal., 2009;
Herath/Rao, 2009; Knapp etal., 2009; Kraemer/
Carayon/Clem, 2009; Hu etal., 2012; Norman/Yasin,
2013; Narain Singh /Gupta/Ojha, 2014; Tu/Yuan, 2014;
AlHogail, 2015; Alavi/Islam/Mouratidis, 2016; Col-
lier et al., 2016)

philosophical culture (Yulianto/Lim/Soewito, 2016)

culture

personal privacy (Dhillon/Torkzadeh,
2006; Boss etal., 2009; Coronado etal., 2009; Savola,
2009; Dogaheh, 2010; Wilkin/Chenhall, 2010; Ben-
Aissa et al., 2012; Tariq, 2012; Fenz et al., 2013)

trust (Dhillon/Torkzadeh, 2006; Veiga/Eloff, 2007;
Boss etal., 2009; Coronado etal., 2009; Dzazali/
Sulaiman /Zolait, 2009; Sowa/Gabriel, 2009; Dogaheh,
2010; Tariq, 2012; Gao/Zhong, 2015; Lowry/Moody,
2015; Johnston etal., 2016; Horne/Maynard/Ahmad,
2017)

personal needs (Dhillon/Torkzadeh, 2006)

individual belief (Hu etal., 2012)

individual impact (Norman/Yasin, 2013)

personal
security

usefulness / easy to wuse (Dinev/Hu, 2007,
Dinev et al., 2009; Osvaldo De Sordi/Meireles/Carvalho
de Azevedo, 2014)

usability
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usability (Dinev/Hu, 2007; Lee/Larsen, 2009; Veren-
del, 2009; Bayuk, 2013)

Table 9: Awareness

First-order code Second- Cluster
order
code
reliability (Wang/Wulf, 1997; Verendel, 2009; Savola/ | protection CIA
Heinonen, 2011; Ben-Aissa et al., 2012; Zalewski et al., goals
2014)

authenticity (Wang/Wulf, 1997; Treek, 2003; Katos/
Adams, 2005; Tsiakis/Stephanides, 2005; Savola, 2009;
Jafari etal., 2010; Savola/Heinonen, 2011; Ben-
Aissa etal., 2012; Gosavi/Bagade, 2015; Holm/Afridi,
2015; Azuwa/Sahib/Shamsuddin, 2017)
accountability (Wood, 1987; Dhillon/Torkzadeh,
2006; Leon/Saxena, 2010)

non-repudiation (Wang/Wulf, 1997; Treek, 2003; Tsi-
akis/Stephanides, 2005; Savola, 2009; Jafari etal.,
2010; Purboyo/Rahardjo/Kuspriyanto, 2011; Ben-
Aissa etal., 2012)

data integrity (Gupta/Hammond, 2005; Dhillon/ | integrity
Torkzadeh, 2006; Boyer/McQueen, 2007; Tariq, 2012)
transaction integrity (Gupta/Hammond, 2005)
process/organizational integrity (Dhillon/
Torkzadeh, 2006)

integrity (Wang/Wulf, 1997, Hong etal., 2003;
Treek, 2003; Cavusoglu/Mishra/Raghunathan, 2004;
Tsiakis/Stephanides, 2005; Ernest Chang/Ho, 2006;
Ashenden, 2008; Tashi/Ghernaouti-Hélie, 2008; Dza-
zali/Sulaiman/Zolait, 2009; Knapp etal., 2009; Pu-
dar/Manimaran/Liu, 2009; Savola, 2009; Sowa/
Gabriel, 2009; Abu-Musa, 2010; Beresnevichiene/Pym/
Shiu, 2010; Goel/Chengalur-Smith, 2010; Jafari et al.,
2010; Leon/Saxena, 2010; Wilkin/Chenhall, 2010;
Goldstein/Chernobai/Benaroch, 2011; Hall/Sarkani/
Mazzuchi, 2011; Hedstrém etal., 2011; Joh/Malaiya,
2011; Mishra/Chasalow, 2011; Purboyo/Rahardjo/
Kuspriyanto, 2011; Savola/Heinonen, 2011; Ben-
Aissa etal., 2012; Hu etal., 2012; Tariq, 2012; Bayuk/
Mostashari, 2013; Hajdarevic/Allen, 2013; Hua/Bapna,
2013; Uffen/Breitner, 2013; von Solms/van Niek-
erk, 2013; Herath etal., 2014; Tu/Yuan, 2014;
Yaokumah, 2014; Zalewski etal., 2014; Holm/Afridi,
2015; Nazareth/Choi, 2015; Posey/Roberts/Lowry,
2015; Mijnhardt/Baars/Spruit, 2016; Muthukrishnan/
Palaniappan, 2016; Horne/Maynard /Ahmad, 2017)
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available information (Dhillon/Torkzadeh, 2006)

availability  (Wang/Waulf, 1997;  Cavusoglu/
Mishra/Raghunathan, 2004; Gupta/Hammond,
2005; Ernest Chang/Ho, 2006; Ashenden, 2008; Tashi/
Ghernaouti-Hélie,  2008; Dzazali/Sulaiman/Zolait,
2009; Knapp etal., 2009; Kraemer/Carayon/
Clem, 2009; Pudar/Manimaran/Liu, 2009; Savola,
2009; Sowa/Gabriel, 2009; Abu-Musa, 2010; Beres-
nevichiene/Pym/Shiu, 2010; Dogaheh, 2010; Goel/
Chengalur-Smith, 2010; Jafari etal., 2010; Leon/
Saxena, 2010; Goldstein/Chernobai/Benaroch,
2011; Hall/Sarkani/Mazzuchi, 2011; Hedstrom etal.,
2011; Joh/Malaiya, 2011; Mishra/Chasalow, 2011; Pur-
boyo/Rahardjo/Kuspriyanto, 2011; Ben-Aissa etal.,
2012; Hu etal., 2012; Bayuk/Mostashari, 2013; Ha-
jdarevic/Allen, 2013; Norman/Yasin, 2013; Uf-
fen/Breitner,  2013; von  Solms/van  Niekerk,
2013; Herath etal., 2014; Tu/Yuan, 2014; Za-
lewski etal., 2014; Holm/Afridi, 2015; Nazareth/
Choi, 2015; Posey/Roberts/Lowry, 2015; Mijnhardt/
Baars/Spruit,  2016; Muthukrishnan/Palaniappan,
2016; Horne/Maynard/Ahmad, 2017)

availability

confidentiality (Wang/Wulf, 1997; Hong etal.,
2003; Treek, 2003; Cavusoglu/Mishra/Raghunathan,
2004; Tsiakis/Stephanides, 2005; Ernest Chang/Ho,
2006; Ashenden, 2008; Tashi/Ghernaouti-Hélie, 2008;
Dzazali/Sulaiman/Zolait, 2009; Knapp etal., 2009;
Pudar/Manimaran/Liu, 2009; Savola, 2009; Sowa/
Gabriel, 2009; Abu-Musa, 2010; Beresnevichiene/
Pym/Shiu, 2010; Dogaheh, 2010; Goel/Chengalur-
Smith, 2010; Jafari etal., 2010; Leon/Saxena, 2010;
Goldstein/Chernobai/Benaroch, 2011; Hall/Sarkani/
Mazzuchi, 2011; Hedstréom etal., 2011; Joh/Malaiya,
2011; Mishra/Chasalow, 2011; Purboyo/Rahardjo/
Kuspriyanto, 2011; Ben-Aissa etal., 2012; Hu etal.,
2012; Bayuk/Mostashari, 2013; Hajdarevic/Allen,
2013; Uffen/Breitner, 2013; von Solms/van Niek-
erk, 2013; Herath etal., 2014; Osvaldo De Sordi/
Meireles/Carvalho de Azevedo, 2014; Tu/Yuan, 2014;
Yaokumah, 2014; Zalewski etal., 2014; Holm/Afridi,
2015; Nazareth/Choi, 2015; Posey/Roberts/Lowry,
2015; Mijnhardt/Baars/Spruit, 2016; Muthukrishnan/
Palaniappan, 2016; Horne/Maynard /Ahmad, 2017)

confi-
dentiality

Table 10: CIA
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First-order code Second- Cluster
order
code
organization size (Kankanhalli etal., 2003; Kotulic/ organi- Organizational
Clark, 2004; Ernest Chang/Ho, 2006; Coronado et al., zational factors

2009; Lee/Larsen, 2009; Norman/Yasin, 2013; Narain factors
Singh/Gupta/Ojha, 2014; Lowry/Moody, 2015)
organizational factors (Hong etal., 2003; Treek,
2003; Vaughn/Henning/Siraj, 2003; von Solms/von
Solms, 2004; Savola, 2007; Veiga/Eloff, 2007; Herath/
Rao, 2009; Kraemer/Carayon/Clem, 2009; Sowa/
Gabriel, 2009; Sunyaev et al., 2009; Leon/Saxena, 2010;
Fenz et al., 2014; Tu/Yuan, 2014; AlHogail, 2015; Man-
hart/Thalmann, 2015; Soomro/Shah/Ahmed, 2016)
organization structure (Kotulic/Clark, 2004; Yeh/
Chang, 2007; Abu-Musa, 2010; Atoum/Otoom/Abu
Ali, 2014; Tu/Yuan, 2014)

industry type (Kankanhalli etal., 2003; Ernest
Chang/Ho, 2006; Yeh/Chang, 2007; Coronado etal.,
2009; Dzazali/Sulaiman/Zolait, 2009; Norman/Yasin,
2013; Narain Singh/Gupta/Ojha, 2014)

external conditions (Sharman/Rao/Upadhyaya, | external
2004) factor
reputation (Osvaldo De Sordi/Meireles/Carvalho de
Azevedo, 2014; Tu/Yuan, 2014; Gao/Zhong, 2015)

Table 11: Organizational factors

First-order code Second- Cluster
order
code
countermeasures  (measures) (Kotulic/Clark, | control de- Security

2004; Herzog/Shahmehri/Duma,  2007; Kumar/ | velopment | management
Park/Subramaniam, 2008; Tashi/Ghernaouti-Hélie,
2008; Pudar/Manimaran/Liu, 2009; Ransbotham/
Mitra, 2009; Leon/Saxena, 2010; Crossler etal.,
2013; Fenz etal., 2013; Mermigas/Patsakis/Pirounias,
2013; Fenz etal, 2014; Alavi/Islam/Mouratidis,
2016; Pendleton et al., 2017)

control recommendation/implementation (Wood,
1987)

safeguards (Willison/Backhouse,  2006; Tashi/
Ghernaouti-Hélie,  2008; Dzazali/Sulaiman/Zolait,
2009; Liang/Xue, 2009; Ifinedo, 2012; Fenz etal.,
2014; Yulianto/Lim/Soewito, 2016)
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security control (Hong etal., 2003; Cavusoglu/
Mishra/Raghunathan,  2004; Tsiakis/Stephanides,
2005; Johnson/Goetz, 2007; Savola, 2007; Ashen-
den, 2008; Knapp etal., 2009; Siponen/Willison,
2009; Sowa/Gabriel, 2009; Sunyaev et al., 2009; Leon/
Saxena, 2010; Goldstein/Chernobai/Benaroch,
2011; Hedstrom etal., 2011; Savola/Heinonen,
2011; Jones/Horowitz, 2012; Zobel /Khansa,
2012; Bayuk/Mostashari, 2013; Fenz etal., 2013; Ha-
jdarevic/Allen,  2013;  Atoum/Otoom/Abu  Ali,
2014; Narain Singh/Gupta/Ojha, 2014; Zalewski et al.,
2014; Lowry/Moody, 2015; Mazur/Ksiezopolski/
Kotulski, 2015; Alavi/Islam/Mouratidis, 2016; Col-
lier etal., 2016; Young etal., 2016; Azuwa/Sahib/
Shamsuddin, 2017; Horne/Maynard/Ahmad, 2017)

incident response (Jean Camp/Wolfram, 2004;
Veiga/Eloff, 2007; Sowa/Gabriel, 2009; Abu-Musa,
2010; Jafari etal., 2010; Hall/Sarkani/Mazzuchi,
2011; Hajdarevic etal., 2012; Ifinedo, 2012; Bayuk/
Mostashari, 2013; Alqahtani, 2015; Alavi/Islam/
Mouratidis, 2016)

incident handling (Sharman/Rao/Upadhyaya, 2004;
Johnson/Goetz, 2007)

compromise detection (Boyer/McQueen, 2007,
Savola, 2007; Ransbotham/Mitra, 2009)

breach investigation (Wood, 1987)

incident management (Narain Singh/Gupta/Ojha,
2014; Mijnhardt/Baars/Spruit, 2016; Muthukrishnan/
Palaniappan, 2016; Tran etal., 2016)

fraud detection (Goldstein/Chernobai/Benaroch,
2011; Tran et al., 2016)

incident
manage-
ment

compliance check (Wood, 1987)

evaluation (measurement) (Wood, 1987; Savola,
2013; Tu/Yuan, 2014; Yaokumah, 2014; Za-
lewski etal., 2014; Gosavi/Bagade, 2015; Azuwa/
Sahib/Shamsuddin, 2017; Pendleton et al., 2017)

auditing (Treek, 2003; Sharman/Rao/Upadhyaya,
2004; von Solms/von Solms, 2004; Katos/Adams,
2005; Ashenden, 2008; Knapp etal., 2009; Rans-
botham/Mitra, 2009; Savola, 2009; Jafari etal.,
2010; Leon/Saxena, 2010; Mishra/Chasalow, 2011;
Bayuk/Mostashari, 2013; Atoum/Otoom/Abu Alj,
2014; Narain Singh/Gupta/Ojha, 2014; Azuwa/Sahib/
Shamsuddin, 2017)

certification (von Solms/von Solms, 2004; Savola,
2007; Veiga/Eloff, 2007; Sowa/Gabriel, 2009)

surveillance (Sharman/Rao/Upadhyaya, 2004)

monitor
and check
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monitoring (Sharman/Rao/Upadhyaya, 2004; Bayuk/
Mostashari, 2013; Savola, 2013; Mazur/Ksiezopolski/
Kotulski, 2015; Nazareth/Choi, 2015)

operational processes (Treek, 2003; Johnson/Goetz, | operational
2007; Ashenden, 2008; Sowa/Gabriel, 2009; Hayden, rules
2010; Jafari et al., 2010)

administrative security (Kankanhalli etal., 2003;
Yeh/Chang, 2007)

procedures (Hong etal., 2003; Cavusoglu/Mishra/
Raghunathan, 2004; Kotulic/Clark, 2004; Tsiakis/
Stephanides, 2005; Veiga/Eloff, 2007; Merete Hagen/
Albrechtsen/Hovden, 2008; Tashi/Ghernaouti-Hélie,
2008; Boss et al., 2009; Dzazali/Sulaiman /Zolait, 2009;
Herath/Rao, 2009; Hedstrom et al., 2011; Karjalainen/
Siponen, 2011; Osvaldo De Sordi/Meireles/Carvalho de
Azevedo, 2014; Montesdioca/Macada, 2015)
processes (Vaughn/Henning/Siraj, 2003; Kotulic/
Clark, 2004; Tsiakis/Stephanides, 2005; Ransbotham/
Mitra, 2009; Abu-Musa, 2010; Goel/Chengalur-Smith,
2010; Goldstein/Chernobai/Benaroch, 2011; Hall/
Sarkani/Mazzuchi, 2011; Purboyo/Rahardjo/
Kuspriyanto, 2011; Hajdarevic etal., 2012; Bayuk/
Mostashari, 2013; Norman/Yasin, 2013; Zalewski et al.,
2014; Mazur/Ksiezopolski/Kotulski, 2015; Montesdio-
ca/Macada, 2015; Yulianto/Lim/Soewito, 2016; Horne/
Maynard/Ahmad, 2017)

operational readiness(Vaughn/Henning/Siraj, 2003)
process documentation (Sowa/Gabriel, 2009; Yu-
lianto/Lim/Soewito, 2016)

standards (best practices) (von Solms/von Solms, | standards
2004; Knapp etal., 2009; Sunyaev etal., 2009;
Abu-Musa, 2010; Leon/Saxena, 2010; Smith etal.,
2010; Goldstein/Chernobai/Benaroch, 2011; Hajdare-
vic etal., 2012; Fenz etal., 2013; Hajdarevic/Allen,
2013; Mermigas/Patsakis/Pirounias, 2013; Norman/
Yasin, 2013; Uffen/Breitner, 2013; Wang/Kannan/
Ulmer, 2013; Tu/Yuan, 2014; Mijnhardt/Baars/Spruit,
2016; Yulianto/Lim/Soewito, 2016; Azuwa/Sahib/
Shamsuddin, 2017)

governance (Kotulic/Clark, 2004; von Solms/von
Solms, 2004; Knapp etal., 2009; Abu-Musa, 2010;
Norman/Yasin, 2013; Atoum/Otoom/Abu Ali, 2014;
Yaokumah, 2014; Horne/Maynard/Ahmad, 2017)
ISMS (Herrera, 2005; Savola, 2007; Hajdarevic et al.,
2012; Hajdarevic/Allen, 2013; Mijnhardt/Baars/
Spruit, 2016; Azuwa/Sahib/Shamsuddin, 2017)
management implementation (Ernest Chang/Ho,
2006)
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management system (Ashenden, 2008)

communication management (Treek,
2003; Dhillon/Torkzadeh, 2006; Johnson/Goetz,
2007; Veiga/Eloff, 2007; Kraemer/Carayon/Clem,
2009; Smith et al., 2010; Norman/Yasin, 2013; Narain
Singh/Gupta/Ojha, 2014; AlHogail, 2015; Alavi/
Islam/Mouratidis, 2016)

security enforcement (Savola, 2009)

deterrence (Mishra/Chasalow, 2011; Johnston etal.,
2016)

sanctions (Lowry/Moody, 2015; Johnston etal., 2016)

communi-
cation

responsibility (Wood, 1987; Dhillon/Torkzadeh,
2006; Dzazali/Sulaiman/Zolait, 2009; Kraemer/
Carayon/Clem, 2009; Sowa/Gabriel, 2009; Abu-Musa,
2010; Posey/Roberts/Lowry, 2015; Horne/Maynard/
Ahmad, 2017)

ownership (Dhillon/Torkzadeh, 2006; Sharman/Rao/
Upadhyaya, 2004; AlHogail, 2015)

responsi-
bility

Table 12: Security management

First-order code

Second-
order
code

Cluster

cost (Geer/Hoo/Jaquith, 2003; Tashi/Ghernaouti-
Hélie, 2008; Lee/Larsen, 2009; Liang/Xue, 2009; Veren-
del, 2009; Arora et al., 2010; Hayden, 2010; Jafari et al.,
2010; LeMay etal., 2011; Mishra/Chasalow, 2011; Ben-
Aissa etal., 2012; Ifinedo, 2012; Tariq, 2012; Zo-
bel/Khansa, 2012; Nazareth/Choi, 2015; Alavi/Islam/
Mouratidis, 2016)

cost-benefit /effectiveness (Gonzalez/Sawicka, 2002;
Cavusoglu/Mishra/Raghunathan, 2004; Savola, 2007;
Ransbotham/Mitra, 2009; Sowa/Gabriel, 2009)

possible cost (Treek, 2003)

ROSI (Cavusoglu/Mishra/Raghunathan, 2004; Tsiak-
is/Stephanides, 2005; Veiga/Eloff, 2007; Merete Hagen/
Albrechtsen/Hovden, 2008; Tashi/Ghernaouti-Hélie,
2008; Coronado etal., 2009; Dzazali/Sulaiman/Zolait,
2009; Pudar/Manimaran/Liu, 2009; Hayden, 2010;
Leon/Saxena, 2010; Chai/Kim/Rao, 2011; Goldstein/
Chernobai/Benaroch, 2011; Fenz etal., 2013; Hua/
Bapna, 2013; Wang/Kannan/Ulmer, 2013; Gao/Zhong,
2015; Lowry/Moody, 2015; Nazareth/Choi, 2015;
Posey/Roberts/Lowry, 2015; Alavi/Islam/Mouratidis,
2016; Muthukrishnan/Palaniappan, 2016; Young et al.,
2016)

investment
balance

Resources
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human resources (Kankanhalli et al., 2003; Dhillon/ human
Torkzadeh, 2006; Willison/Backhouse, 2006; Savola, resources
2007; Veiga/Eloff, 2007; Kraemer/Carayon/Clem,
2009; Atoum/Otoom/Abu Ali, 2014; Mijnhardt/Baars/
Spruit, 2016; Soomro/Shah/Ahmed, 2016)

financial resources (Kankanhalli etal., 2003; Sowa/ | financial
Gabriel, 2009; Tu/Yuan, 2014; Muthukrishnan/ | resources
Palaniappan, 2016)

cost control (Anderson/Moore, 2006)

financial aspect (Ernest Chang/Ho, 2006; Dogaheh,
2010)

security budget (Willison/Backhouse, 2006; John-
son/Goetz, 2007; NIST, 2008; Kraemer/Carayon/
Clem, 2009; Lee/Larsen, 2009; Beresnevichiene/Pym/
Shiu, 2010; Smith etal., 2010; Montesdioca/Macada,
2015; Alavi/Islam/Mouratidis, 2016; Horne/Maynard/
Ahmad, 2017)

resource support (Vaughn/Henning/Siraj, 2003; resource
Ransbotham/Mitra, 2009; Sowa/Gabriel, 2009; Abu- strategy
Musa, 2010; Wilkin/Chenhall, 2010; Zalewski etal.,
2014; AlHogail, 2015)

economic factors (Coronado etal., 2009; Sun-
yaev et al., 2009; Verendel, 2009; Fenz et al., 2013; Hua/
Bapna, 2013; Horne/Maynard/Ahmad, 2017)
resource strategy and value delivery (Yaokumah,
2014)

Table 13: Resources
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Question Metric Metric with base set | Note
Are security | % available patches | Systems with all avail-
patches up to | applied able patches applied
date?
Y} security evaluation | Systems with security
deficiency evaluation deficiencies
Y} blacklisted software | Systems with blacklisted | Derived from
software workshop
Are all infras- | ¥ known systems Systems  which  are | Same as “in-
tructure compo- known frastructure”
nents known? but with an

other base set

Are all pub-
lished  vulner-
abilities of the
infrastructure
known?

Y. known wvulnerabili-
ties

Systems with vulnerabil-
ities

Average  vulnerabili-
ties per system

Same as be-
fore

% systems without se-
vere vulnerabilities

Opposite and
subset of the
metric before

% secured areas

Systems within a secured
area

Moved  from
vulnerability -
tested systems

Vulnerability ~ expo- | Systems with exposed | Moved from
sure vulnerabilities vulnerability
- patched
systems
Are all systems | % tested and assessed | Systems tested /assessed
scanned for vul- | systems
nerabilities?
% whitstand targeted | System withstand tar-
pentest geted pentest
Table 14: Minimize vulnerabilities
Question Metric Metric with base set | Note

Are projects in
time?

O project delays

Tasks with time delay

Is budget enouth
and effectively
used?

ROSI

Tasks with positive ROSI

Security  investment

benefit

Same as ROSI

Cost-benefit

Same as ROSI




212

Appendix C: P5 - Definition of Metrics

Information security | Tasks with enough bud-
budget get
Cost and effort of | - Subset of task

patch process

and ROSI

% budget devoted to
IS

Same as task
budget

Is there enough
qualified staff?

% qualified IS staff

Tasks with qualified staff

% responsibility shar-
ing

Tasks with
sponsibilities

shared re-

% in-house specialized
staff dedicated to as-
sessment of info-sec
activities

Tasks with in-house spe-
cialized staff

Table 15: Optimize resources

Question Metric Metric with base set | Note
Are all users | X users Persons within the orga-
known? nization
% individuals | Persons which are
screened screened

Are departments
involved in infor-
mation security
issues?

% departments rep-
resented in security
committee

Persons represented in
the security committee

Are employees
trained and
aware?

% accounts compliant

Same as access
control

. security practice in-
centives

Persons got security in-
centives

Y. incidents reported
by employees

Persons reported inci-

dents

() training hours re-
ceived

Persons received security
training per time frame

% satisfactory accom-
plishment per training
activity

Persons passed security
training

Degree of awareness

Same as be-
fore

% security budget
spend on training

Same as bud-
get and a sub-
set of task

Degree of organiza-
tional climate satisfac-
tion (survey)

Persons with organiza-
tional climate satisfac-
tion

Y} users briefed

Persons which receive

briefing
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Y managers with NDA | Persons which are man-
agers signed NDA
Employees dedicated | - Same as re-
to information secu- sources
rity
%  Managers with | Persons which are man-
information security | agers which hold a IS cer-
certification tificate

> persons with secu-
rity training

Same as be-
fore

Do  employees | ¥ admin violations Persons which are ad-
violate against mins  which  violate
awareness poli- against rules
cies?
> unauthorized web- | Persons which accessed
site access websites unauthorized
Y reasons for revoca- | - A base set
tion connection is
not possible
() user population re- | Persons with revoked
voked rights
>, personnel repri- | Persons reprimanded for | If a person is
manded or fired for | security reasons fired, this per-
security decisions/ac- son is out of
tions scope
Table 16: Maximize awareness
Question Metric Metric with base set | Note
Are user ac- | % wuser accounts in | System identities in com-
counts compli- | compliance pliance with rules
ant?
- System identities linked | From  work-
to real persons shop
- System identities with | From  work-
checked rights for linked | shop
persons
Which users | 2 user with admin | - Same as
have admin | passwords checked with
rights? admin rights
> superuser and root | - Same as be-
privileges fore
How strong is | X wunauthorized ac- | System identities used

the access pro-
tected?

cess/intrusion success

for unauthorized access




nents configured
according to the
definition?

nesses

nents with configuration
weaknesses
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>, strong credential | - Same as
keys passwords

which ~ meet
requirements
> failed logon at- | System identities with
tempts failed logon attempts
. logon violations - Same as be-
fore
Y. password crack time | System identities with
crack time under thresh-
old
> attempts to change | - Not connected
security settings to base set
% passwords meet | System identities with
minimum require- | minimum password re-
ments quirements
% two factor authenti- | System identities with
cation two factor authentication
Table 17: Maximize restrictions to resources
Question Metric Metric with base set | Note
Are critical | Host criticality Physical devices with
components critical business function
physically  pro-
tected?
% critical equipment | Physical devices with ad-
with adequate physi- | equate physical protec-
cal protection tion
Table 18: Maximize physical access restrictions
Question Metric Metric with base set | Note
Are all infras- | X systems All infrastructure com-
tructure compo- ponents
nents known?
> critical assets - Subset of
infrastructure
components
Y critical areas - Subset of
infrastructure
components
% asset visibility Infrastructure  compo-
nents known
Are all compo- | ¥ configuration weak- | Infrastructure  compo-




Appendix C: P5 - Definition of Metrics

215

% secured configura-
tions

Same as be-
fore

Y. security evaluation

Same as vul-

deficiency nerability
>, misconfigured de- | Infrastructure  compo-
vices nents with misconfigura-

tions
> firewall devices | - Subset of
with retrieved config- infrastructure
urations component

% system interfaces | Infrastructure  compo-
accepts only valid in- | nents which only accepts
put valid input on each
interface
Y systems certified Infrastructure  compo-
nents certified
Are versions up | % available patches | - Same as vul-
to date? applied nerabilities
> devices requiring re- | Infrastructure  compo-

mediation

nents requiring remedia-
tion

% hosts require reme-
diation

Same as be-
fore

Are communi-
cation channels
known?

Y external communi-
cation channels

Infrastructure  compo-
nents with communica-
tion channels that are
externally visible

Y. remote access and
wireless devices

Infrastructure  compo-
nents with remote access
and wireless access

> access points

Same as be-
fore

Are all compo-
nents protected

>, detection mecha-
nisms deficiency

Infrastructure  compo-
nents with no detection

against  known mechanism
attacks?
> pc with antivirus Infrastructure  compo-
nents with antivirus
installed
> server with an- | - Same as be-
tivirus fore
Are all compo- | % information sys- | Infrastructure  compo-
nents owned and | tems  assets  with | nents with owner
monitored? OWNErS
% log files monitored | Infrastructure  compo-

nents with monitored log

files

Table 19: Mazimize infrastructure hardening
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Question Metric Metric with base set | Note
Are there wvul- | See other areas Assets with vulnerabili-
nerabilities? ties or weaknesses
Are exploits or | @ CVSS score Assets with CVSS score
threats avail- above threshold
able?

Y identified potential
threats

Assets with identified po-
tential threats

Are all compo-
nents of the in-
frastructure re-

lated to a risk?

(@ computer/host crit-
icality

Assets with criticality

% software and hard-
ware classified

Same as be-
fore

% assets with com-
pleted risk assessment

Assets with completed
risk assessment

% risk assessment au-
tomatization

Not connected
to base set

What is
probability?

the

% probability of com-
promise

Assets with probability
over a threshold

O attack graph depth

Asset with attack graph
depth over a threshold

Y attack surface

Same as vul-
nerability

What is the im-
pact in case of

occurrence?

Y worst case loss

Assets with worst case
loss over threshold

> business value

Same as be-
fore

What is the cur-

rent risk level?

Y value at risk

Would be the
key indicator

O level of risk by area

Subset of level
of risk

Risk level - Same as be-
fore

downstream risk - Not connected
to base set

it risk

Subset of risk

What s
accepted
level?

the
risk

thresholds

Risk acceptance level These are the
thresholds of
the individual
organization

>’ risks accepted Assets with accepted

risks

> high risks accepted

Subset of ac-
cepted risks

Table 20: Mitigate risk level
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Question Metric Metric with base set | Note
Are backups for | ¥ remaining storage | Assets with remaining
components in | capacity storage capacity
place?
Y. data recovery test- | Assets with tested data
ing recovery
Y protected files Assets with all files pro-
tected
Is it possible to | © mean-time-to- | Assets with repair test
recover a mal- | repair
function service?
Business critical data | - Same as be-
recovery time fore
Critical data record- | Assets with data record-
ing date ing date under threshold
Do activities im- | Patch risk Assets with patch risk
pact continuity? over threshold
0 mean-time-to- | Assets with m-t-t-f over
failure threshold
Y} remaining storage | - Same as be-
capacity fore
> point solutions Assets with point solu-
tions
Table 21: Mazximize continuity
Question Metric Metric with base set | Note
Are all docu- | @ service availability | Assets with availability
mented compo- | time time under threshold
nents available?
% network reachabil- | - Same as be-
ity fore
% systems reachabil- | - Same as be-
ity fore
Are communica- | ¥ unauthorized infor- | Assets with unauthorized
tion paths en- | mation disclosure information disclosure
crypted?
% encrypted commu- | Assets with encrypted
nications communication paths
% media passes saniti- | Assets which commu-
zation procedures nicate over sanitization
procedures
Table 22: FEnsure CIA
Question Metric Metric with base set | Note

Are policies in
place?

> security policies

Rules




218

Appendix C: P5 - Definition of Metrics

Policies in  design | - Subset of be-
phase fore
Are there policy | % wuser accounts in | - Same as
violations? compliance awareness

Maturity level of cur-
rent controls

Rules with maturity level
under threshold

% penalties imposed
to users

Rules  with
penalties

imposed

) policy violations

Rules with violations

Are policies ac-
cepted by the
management?

%  policies  docu-
mented and approved

Rules documented and
approved

% managers involved
in the IS policy defini-
tion / evaluation / re-
view

Rules with involved man-
agers

Are all rules ful-
filled?

% compliance

Opposite  of
rules with
violations

> systems certified

Same as in-

frastructure

> audits to the in-
formation security by
outsourced firms

Rules audited by exter-
nal organizations

% fulfilled regulations

Subset of rules

% security require-
ments addressed in
third party agree-
ments

Rules addressed in third
party agreements

Table 23: Maximize rule conformation




Appendix D: Published Version of Publications

Prerequisite to Measure Information Security
A State of the Art Literature Review

Rainer Diesch!2, Matthias Pfaff> and Helmut Krcmar?
Yortiss GmbH, An-Institut der Technischen Universitit Miinchen, Guerickestr. 25, 80805 Miinchen, Germany

2 Chair of Information Systems, Technischen Universitdt Miinchen, Boltzmannstr. 3, Miinchen, Germany

Keywords:

Abstract:

Security Measurement, Security Metrics, Cyber Security, Information Security, Literature Review.

The field of information security is growing in research and practice over the past years. Recent studies

highlight a gap in measuring and monitoring information security. In this context various definitions and
synonymous expressions exist to describe information security. The aim of the work is to compare and delimit
the various terms in this field of research and give a thematic overview of current articles in place. In particular,
five dimensions of information security are developed and outlined. Additionally, an overview of possible
research directions in the field of measuring and monitoring information security is provided.

1 INTRODUCTION

The interest in aspects of information security has in-
creased significantly in recent years. There are tech-
nical, behavioral, managerial, philosophical and or-
ganizational aspects which address the protection of
assets and mitigation of threats (Crossler et al., 2013).
These aspects are not to be ignored for organizations
since these can lead to great harm in case of dis-
regard. (Frizell, 2015) reported a damage of $15m
within one-quarter for Sony Pictures because of a se-
curity breach. This cost only included the direct costs
of cleaning up the systems. The damage caused by
the loss of reputation and other factors were not in-
cluded. In 2016, the ransomware *wannacry’ infected
thousands of computers in more than 150 countries.
The damage was not only economically as people like
patients were affected as their appointments were can-
celed based on system errors (Bentkower, 2017). Or-
ganizations are not just affected because of potential
economic damage but also of legal requirements like
the security-law in Germany (Bundesanzeiger, 2015).

Recent literature reviews on information security
pointed out the need for intensified research in mea-
suring and monitoring information security related
data (D’ Arcy and Herath, 2011; Crossler et al., 2013;
Fenz et al., 2014; Sommestad et al., 2014). This is
an obligatory aspect of information security manage-
ment for making good decisions (Bayuk, 2013). Also,
accurate models of the security problem are not in
place (D’Arcy and Herath, 2011). A problem which

Diesch, R., Pfaff, M. and Krcmar, H.
Prerequisite to Measure Information Security - A State of the Art Literature Review.
DOI: 10.5220/0006545602070215

causes a lack of measurement of information secu-
rity aspects is that the identification of security related
data is not well-known (Fenz et al., 2014). But a re-
quirement to collect and measure security related data
is to understand the success factors of information se-
curity (Sommestad et al., 2014).

The aim of this work is to gain an overview of cur-
rent research in the field of measuring information se-
curity. A state-of-the-art literature analysis is carried
out to obtain a comprehensive overview of the area.
The goal is not just to show the literature but also to
define the different terms in place. Since the under-
standing is a requirement for measurement, a defini-
tion becomes indispensable. Thematic classes of the
research area are needed to observe and assign future
research.

The paper is organized as follows: Section 2 out-
lines the used method with the scope and the search
process to collect relevant literature. Section 3 con-
sists of a descriptive analysis, the extracted definitions
and thematic classification of the investigated liter-
ature. Part 4 shows current research challenges for
each of the classes. Finally, this work concludes with
a conclusion and limitation section.

2 METHOD

To provide a comprehensible literature review, the
method of (Webster and Watson, 2002) and the tool-
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Table 1: Search process matrix.

Group Resource Hits[KW] | Hits[TA] Relevant
Information Management and Computer Security 99 7 7
Information IEEE Transactions on Dependable and Secure Computing 8 1 1
Security IEEE Transactions on Information Forensics and Security 7 0 0
Computers & Security 84 12 9
Google Scholar 100 11 9
Databases ScienceDirect 41 6 4
OpacPlus 110 17 11
Backward 10 10
Forward 24 19
Total 449 88 70

set of (vom Brocke et al., 2009) was used. The spe-
cific goals of this review are as follows:

1. Identify, define and delimit different terms in the
field of information security.

2. Assign the relevant literature to the definitions and
compare it with the used terms of the literature
itself.

3. Thematic classification of the literature and show
current research gaps.

Search Process: Initially, a keyword search is per-
formed within peer-reviewed journals to select high
quality articles. Journals from the security field were
selected within the Scimago Journal & Country Rank
(SJR) with the condition that they are part of the cat-
egories security, safety, risk or reliability. Two jour-
nals are added because they were used often in the
basis literature reviews of (D’ Arcy and Herath, 2011;
Crossler et al., 2013; Fenz et al., 2014; Sommestad
et al., 2014). These are ’Computers & Security’ and
’Information Management & Computer Security’. To
provide most of the relevant literature the databases
ScienceDirect, OpacPlus and Google Scholar were
added to the search. As the most relevant literature
can be found within the first 100 result of Google
Scholar the search was limited to these result set (Silic
and Back, 2014). To limit the results the following
keyword-string were used.

(it OR information OR cyber)
AND (resilience OR security)
AND (factors OR kpi OR measures OR metrics
OR measurement OR indicator OR management)

The first iteration of the search process resulted
in a number of hits (Hits[KW]) which are shown in
Table 1. After that, technical articles and those which
are not related to the search topic were excluded based
on their title and abstract (Hits[TA]). Finally, articles
which described metrics or success factors of infor-
mation security were marked as relevant. After that,
a forward and backward search was carried out to get
results which are relevant and were not yet found. The

208

backward search contained all articles which were
referenced in the previous iteration and which are of
relevance for the information security measurement
topic. Google Scholar (scholar.google.de) was used
with its function ’Cited by’ in order to identify all ar-
ticles which reference the selected one.

3 FINDINGS

First, a descriptive statistic was done to get a back-
ground of the research area. The last row of table 1
shows the total amount of articles found in the litera-
ture. Only 15.59% of the original articles out of the
first search round could be marked as relevant. This
leads to the assumption that there are many differ-
ent phenomena described in the research area. The
high amount of articles also assumes the importance
and presence in research. Many articles were identi-
fied in the forward and backward search (29) within
conferences. This can be seen as an indication that
the topic is still at the beginning of research. Techni-
cally oriented journals just show up with one relevant
article. The quantification of information security is
therefore mainly part of the security management or
related area and not technical-driven.

Since there are many definitions and terms of in-
formation security in the literature, the next subsec-
tion compares and delimits them. Finally, a classifi-
cation of the relevant literature in thematic classes are
developed to better track and monitor future research.

3.1 The Terms in Information Security

A lot of different terms which describe ’information
security’ are in place during the review. These are
"Information Systems Security’, *IT Security’, *Infor-
mation Security’, ’Cyber Security’ and ’Cyber Re-
silience’.

The basis of the delimitation in this article is the
work of (von Solms and van Niekerk, 2013). They
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defined three terms in the security area. ’Informa-
tion Security’ (IS), ’Information and Communica-
tion Technology Security’ (ICT) and ’Cyber Security’
(CS). The delimitation of the terms is based on the
assets which are protected. In this case, ICT is the
protection of information which is stored or transmit-
ted via a technical system. ’IT Security’ or ’Systems
Security’ are defined as synonyms to ICT. IS differs
from this because it is the protection of information
which can be stored or transmitted without using tech-
nical systems. ICT is a part of IS because IS includes
the protection of the underlying technology. CS now
describes the protection of assets without any infor-
mation but with a relationship to them. A bugging
operation is an example of this. A technical system
(phone) was attacked which has "access’ to informa-
tion which is in human heads. CS is protecting techni-
cal systems which have or have no information stored
and therefore also includes ICT. *Cyber Resilience’
(CR) firstly appears 2013 in form of resilience man-
agement (Crossler et al., 2013). The only attempt to
define CR was done by (Bjorck et al., 2015). They
showed 5 dimensions to differ CR from CS. One of
these is assets. CR is not just about the protection of
assets but also to ensure business delivery despite ad-
verse cyber events. The correlation between the terms
is shown in Figure 1.

Information on
non-technical
systems

Information on Medias related|

Technical ICT €S X A
to information
systems
CR
Business
delivery

Figure 1: Delimitation of terms.

According to the definition of ICT, IS, CS and CR,
the literature was assigned respectively one or more of
these in two iterations. First, the article was assigned
the term, which the author had intended for this. The
basis of the assignment was the terms of the title, ab-
stracts and the keywords. Second, the articles were
assigned the terms according to the definition above.
This is done based on the context.

The result of the assignment shows that 23 out of
70 articles (32.86%) have the same assignment to the
terms for both iterations. It is noticeable that the terms
are often used as synonyms. Mainly IS is used as a
synonym for ICT. Articles that use the term IS (60)

often have just content of ICT included in the text (37)
and not IS as defined. All authors used CS and CR as
synonyms for ICT. The articles which describe CS or
CR used the term IS instead of them. In the present
literature, there are clear definitions of the terms, but
the terms are not used based on them.

3.2 Thematic Classification

The relevant literature of this review is about mea-
surement and metrics of ICT, IS, CS and CR. To ob-
serve papers in future and better understand the con-
text, there are several classes produced in this litera-
ture review which are based on the keywords of the
underlying articles. Each paper is assigned to one of
the classes which are shown in Table 2.

3.2.1 Security Management

’Information security management’ is used to
describe activities for the protection of valuable
information assets and mitigate various risks to infor-
mation coming from all aspects of the organizations
environment by applying the security technology and
management process (Ernest Chang and Ho, 2006).
In other words, it is about processes to control,
classify and manage information as well as different
guidelines and policies therefrom.

Organization and Governance: These articles deal
with organizational processes, policies and their
effectiveness. A subset of articles also provides
information and simulations of security investments
and the security economy within organizations.
There are also frameworks on how to set up a secure
environment with a culture and guides to good
policies included.

Awareness: The role of human in information secu-
rity is a substantial stream in research (Kraemer et al.,
2009). Therefore organizations have to consider
dealing with security awareness.

Evaluation: These articles deal with the question of
which success factors lead to good management or
which factors influence the success of implementing
a security management system. Another aspect is
the validation and verification of policies and factors
which causes better ones.

3.2.2 Security Measurement
Security metrics refer to the interpretation of mea-

surements of the security performance, level and
indicators (Savola and Heinonen, 2011). Therefore
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Table 2: Thematic classification of the literature.

Security Organization | (Geer et al., 2003; Hong et al., 2003; Treek, 2003; von Solms and von Solms, 2004; Gupta and
management and Hammond, 2005; Anderson and Moore, 2006; Ernest Chang and Ho, 2006; Johnson and
Governance | Goetz, 2007; Veiga and Eloff, 2007; Atoum et al., 2014; Narain Singh et al., 2014; Yaokumah,
2014; Fenz et al., 2014; AlHogail, 2015; Horne et al., 2017)
Awareness (Straub and Welke, 1998; Velki et al., 2014; Tran et al., 2016)
Evaluation |(von Solms et al., 1994; Kraemer et al., 2009; Abu-Musa, 2010; Hall et al., 2011; Norman and
Yasin, 2012; Tu and Yuan, 2014; Algahtani, 2015; Muthukrishnan and Palaniappan, 2016;
Azuwa et al., 2017)
Development| (Wang and Wulf, 1997; Sharman et al., 2004; Herrera, 2005; Tanna et al., 2005; Tashi and
Security Gher'naouti—Hélie, 2008; Sowa and Gabriel, 2099; Leon and.Saxena, 2010; LeMay et al., ZQ 11;
measurement Idika and Bharga}va, 2012; Jones and Horowitz, 2012; _Tarlq, 2012; Bayuk and Mostashari,
2013; Zalewski et al., 2014; Mazur et al., 2015; Collier et al., 2016; Young et al., 2016)
Taxonomy (Vaughn et al., 2003; Savola, 2007; Savola, 2009; Verendel, 2009; Purboyo et al., 2011;
Pendleton et al., 2017)
Security (Boyer and McQueen, 2007; Premaratne et al., 2008; Dogaheh, 2010; Jafari et al., 2010;
Metrics Mermigas et al., 2013; Holm and Afridi, 2015)
Effectiveness (Coronado et al., 2009; Bayuk, 2013; Savola, 2013)
Visualization (Savola and Heinonen, 2011)
Human Behavior (Gonzalez and Sawicka, 2002; Ifinedo, 2012; Crossler et al., 2013; Vance et al., 2014;
Montesdioca and Macada, 2015; Alavi et al., 2016)
Practical Frameworks (IT Governance Institute, 2007; NIST, S. P., 2008; ISO/IEC, 2009; Hayden, 2010; CCIB, 2017)

measurement is the process of estimating attributes
of an object while metrics refer to assign a value to
an object (Pendleton et al., 2017).

Development: There are methods to develop metrics
for information security aspects. Examples of them
are metrics which are developed based on different
approaches like Goal-Question-Metric (Savola, 2007;
Bayuk, 2013) or attack-graphs (Premaratne et al.,
2008; LeMay et al., 2011; Idika and Bhargava, 2012).
There are also frameworks with descriptions of good
metrics and how to implement them.

Taxonomy: The taxonomies in this class describe
and characterize different measurement approaches
and several classes of metrics which are based on the
objective and the measurement goal.

Security Metrics: A security metric is a quantitative
indicator for various targets in operational security
(Verendel, 2009). The articles focus on specific
metrics and evaluate or simulate them.

Effectiveness: The effectiveness of metrics to
measure information security is discussed here. The
articles compare different frameworks to generate
measurements and discuss different metrics in detail.

Visualization: The management has the requirement
to easily understand and therefore react very fast
to changed metrics (Jafari et al., 2010; Savola and
Heinonen, 2011). Therefore these articles deal with
an optimal visualization of complex metrics.
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3.2.3 Human Behavior

Human behavior or human factors affecting informa-
tion security are not to be confused with the aware-
ness described above. These articles deal with dif-
ferent behavior theories like ’protection motivation’
or ’planned behavior’. The perspective of attackers
is included in form of social engineering attacks and
factors which can prevent them.

3.2.4 Practical Frameworks

Frameworks from practice which also called best-
practices are included. They are developed for practi-
tioners to deal with information security management
systems or security effectiveness.

4 DISCUSSION

The quantitative analysis of the relevant literature
revealed that under the subject of the measurement
of information security many phenomena can be
interpreted. An exact delimitation of the topic area
from others, such as management processes, would
be helpful for tracking this issue. In the case of
the definitions, it can be argued that there is less
research in CS and CR available than in ICT and IS.
Context is the measurement of information security.
Future research should pay attention to the correct
and uniform use of the concepts and develop them
further. The thematic classification shows potential
research areas in each of the different classes. The
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following part describes these research areas within
the different classes based on the given literature:

Security Management: To fundamentally make
decisions in the area of systems security it is neces-
sary to know the current information security status
within an organization and know the weaknesses
and where they are. This is currently still a gap
in research (von Solms et al., 1994; Johnson and
Goetz, 2007; Tu and Yuan, 2014; Horne et al., 2017).
(Mermigas et al., 2013) goes one step further and
says that organizations need to know how secure they
are at any given point in time. A requirement to do
this is the understanding of the success factors of
information security within organizations and how
they are related (Kraemer et al., 2009; Norman and
Yasin, 2012; Horne et al., 2017). If the security status
can be operationalized it is also possible to measure if
the security program as well as their countermeasures
or policies of the organization are effective or not.
This is also an undeveloped research task (Gupta and
Hammond, 2005; Fenz et al., 2014; Atoum et al.,
2014). The present literature review excludes those
articles which did not contain any security success
factors. Further work could show and categorize the
existing direct and indirect success factors which
are already in place. This could be the basis for an
empirical evaluation and a better understanding of
security in organizations.

Security Measurement: The measurement of secu-
rity as a property and the development of security
metrics itself are in a very early research stage and
quite underdeveloped (Savola, 2009; Savola and
Heinonen, 2011; Zalewski et al., 2014). Knowing
how to measure the security as well as the defense
level of organizations and generally of systems is a
gap in research (Vaughn et al., 2003; Purboyo et al.,
2011; Alavi et al., 2016). The area of measurement
goes also a step back and asks for practices to
measure the coverage of visibility. This is about
effective and adequate assessments of risks and assets
and how it can be monitored (Abu-Musa, 2010).
Specifically, there is a gap in explored metrics for the
measurement of information security, which are asso-
ciated with existing models and thus provide the basis
for cross-sectoral and organizational independent
security comparison (Sowa and Gabriel, 2009; Bayuk
and Mostashari, 2013). It is often the case that just
the security management program is measured and
not the security itself (Tashi and Ghernaouti-Hélie,
2008; Jafari et al., 2010). There is not just a gap in
developing and creating concrete metrics but also in
tools to gather information security related data and

monitor the security status (Wang and Wulf, 1997;
Boyer and McQueen, 2007; Crossler et al., 2013).
Based on this work, current metrics in place could be
shown and linked to the frameworks, success factors
and development models.

Human Behavior: Human behavior is little repre-
sented in this review. In case of measurement there is
an open question on how to capture actual behavior
(Crossler et al., 2013).

Practical Frameworks: Practical frameworks are
designed to help organizations to implement and use
security related information in management. The only
framework who describes metrics to monitor the se-
curity status says that these metrics are not cover-
ing the minimum security requirements (NIST, S. P.,
2008). Also, the automatic way to collect and mea-
sure the data is a requirement for good and repeatable
metrics (NIST, S. P, 2008). Other frameworks like
(IT Governance Institute, 2007; ISO/IEC, 2009) ad-
dresses just the effectiveness of security management
processes and not the security status of the assets and
environment itself. An empirical evaluation or test of
the described issues is not present literature.

S CONCLUSION

There is a gap in measuring and monitoring in-
formation security in current research (D’Arcy and
Herath, 2011; Crossler et al., 2013; Fenz et al., 2014;
Sommestad et al., 2014). To develop a measurement
and collect information security related data, it is nec-
essary to understand information security and the suc-
cess factors influencing it (Sommestad et al., 2014).
This literature review after (Webster and Watson,
2002; vom Brocke et al., 2009) included journals of
the information security area as well as databases.
The search process results in the identification of 70
articles which are interesting for measuring informa-
tion security. The chronological analysis shows that
the topic has become more and more important in the
past years. Also, there are a lot of terms in place
which are used in different contexts. This becomes
clear as soon as the keywords, the title and the con-
tents of the articles are compared with respect to the
term. The delimitation of the terms is based on the
work of (von Solms and van Niekerk, 2013) and is
extended in this review based on the definitions of
(Bjorck et al., 2015) to get an overview of the current
terms and their usage. Past literature uses the terms as
synonyms which should be avoided in the future.
The thematic classification of the literature can
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help to capture future research and better assign them
a context. It is shown that the measurement of infor-
mation security is often a management topic. This is
useful because the measurement allows an objective
control and a well-based decision-making in connec-
tion to information security.

The relevant articles show that information se-
curity is necessary for organizations and decision-
makers. To manage, make good decisions and cap-
ture the current state of information security, a mea-
surement is needed (Bayuk, 2013). Current research
does not adequately cover this topic. Future research
should investigate in the definition of success fac-
tors for information security to fulfill the require-
ment of understanding security success factors (Krae-
mer et al., 2009; Norman and Yasin, 2012; Horne
et al., 2017) and define a current state of security
(von Solms et al., 1994; Johnson and Goetz, 2007;
Mermigas et al., 2013; Tu and Yuan, 2014; Horne
et al., 2017). Therefore concrete metrics and tools to
monitor these need to be developed (Wang and Wulf,
1997; Vaughn et al., 2003; Boyer and McQueen,
2007; Sowa and Gabriel, 2009; Purboyo et al., 2011;
Crossler et al., 2013; Bayuk and Mostashari, 2013;
Alavi et al., 2016). Future research could then evalu-
ate the effectiveness of security programs and actions
based on the security quantification (Gupta and Ham-
mond, 2005; Fenz et al., 2014; Atoum et al., 2014).

6 LIMITATIONS

The limitations are based on the search process. The
initial search was performed based on highly ranked
journals. Therefore it is possible that articles within
conferences or not included journals could influence
the results of this literature review. The same could
apply for articles which are excluded based on their
title and abstract. It cannot be ruled out that relevant
articles have been removed which does not outline to
the search topic but has relevant content. In order
to limit these shortcomings, the database search, as
well as the forward and backward search, was per-
formed. Moreover, this literature review does not
cover management or interdisciplinary journals which
could also be interesting for measuring security.
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Decision-making in the context of organizational information security is highly dependent on various in-
formation. For information security managers, not only relevant information has to be clarified but also
their interdependencies have to be taken into account. Thus, the purpose of this research is to develop
a comprehensive model of relevant management success factors (MSF) for organizational information se-
curity. First, a literature survey with an open-axial-selective analysis of 136 articles was performed to
identify factors influencing information security. These factors were categorized into 12 areas: physical
security, vulnerability, infrastructure, awareness, access control, risk, resources, organizational factors, CIA,
continuity, security management, compliance & policy. Second, an interview series with 19 experts from
the industry was used to evaluate the relevance of these factors in practice and explore interdependen-
cies between them. Third, a comprehensive model was developed. The model shows that there are key-
security-indicators, which directly impact the security-status of an organization while other indicators
are only indirectly connected. Based on these results, information security managers should be aware of
direct and indirect MSFs to make appropriate decisions.
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1. Introduction

Today, most businesses are based or even fully dependent on
information such as financial data for banks to stay at the market
and be competitive (Knapp et al., 2006). According to thycotic, 62
% of all cyber-attacks are hitting small- and mid-sized businesses
of which 60 % are going out of businesses six months after such
an attack (Thycopic Software Ltd., 2017). 53 % of the attacks are
causing $500.000 or more (Cisco Systems Inc., 2018) while the av-
erage cost of a data breach was $3.86 million (Ponemon Institute
LLC, 2018). Not just financial losses are a risk but also legal and
reputation repercussions (Tu and Yuan, 2014). Therefore, it is nec-
essary for organizations to keep their information and the under-
lying technology secure against business-harming attacks.

In the past, information security was purely a technical con-
cern and therefore, technical employees were responsible for infor-
mation security issues within an organization (Willison and Back-
house, 2006). This perspective fails when it comes to a comprehen-
sive and holistic view and the overall security strategy. Thus, in the
past years, there was a shift from the executive technology expert

* Corresponding author at: Guerickestr. 25, 80805 Munich, Germany.
E-mail address: diesch@fortiss.org (R. Diesch).

https://doi.org/10.1016/j.cose.2020.101747

to a management responsibility and a more business-focused view
protecting information (Ashenden, 2008; Ransbotham and Mitra,
2009; Yeh and Chang, 2007). Nowadays, security managers are
fully responsible to consider and respond to information security
issues (Abu-Musa, 2010; Soomro et al., 2016). Various cases like
the “Equifax breach” had shown the consequences for the top man-
agement in case of information security disregards. There, over 146
million personal information were stolen because of an unpatched
system, which was a technical shortcoming. This causes, that the
company gets rid of their CEO, CIO, and CSO by the “retirement” of
them right after the breach (Bernard and Cowley, 2017). The tech-
nical personal was not affected. This goes further in manifesting
the management responsibility within laws like the German Stock
Corporation Act (§91 Section 2) which also requires an active risk
management within companies.

Because of the shift from a technical to a management per-
spective, the research focus also changed from studies in a tech-
nical context to exploring the management role (Soomro et al,
2016). Managers must be able to take technical threats as well as
other factors like human behavior into account to take the right
and effective actions to mitigate threats (Coronado et al., 2009).
To provide necessary funds, make good decisions and argue to
the business, it is necessary for information security managers to

0167-4048/© 2020 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY license. (http://creativecommons.org/licenses/by/4.0/)
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understand the complexity of information security (Willison and
Backhouse, 2006) and have a comprehensive view on the topic
(Soomro et al., 2016). This comprehensive view with specific fac-
tors and their interdependencies as well as the impact on the secu-
rity status of an organization is still a gap in research (Diesch et al.,
2018; Horne et al., 2017; Kraemer et al., 2009; Norman and Yasin,
2013; Soomro et al., 2016). Therefore, this study has the purpose
to identify the key factors, evaluate them and explore interdepen-
dencies to finally generate a comprehensive model to understand
the information security complexity and thus provide good infor-
mation security management decisions.

The remaining research article is structured as follows. In
Section 2, previous work on management practices and manage-
ment success factors (MSF) in information security is described
and the need for a comprehensive information security model
with current shortcomings is shown. In Section 3, the three-
step methodology which contains the literature survey, the lit-
erature analysis, and the expert interview series is presented. In
Section 4, the evaluated MSFs are provided. The MSFs in con-
junction with interdependencies are proposed as a comprehensive
model in Section 5. In Section 6, a critical discussion of the results
and areas for future research are highlighted. A conclusion is given
in Section 7.

2. Background and motivation

This chapter is divided into three sections. In Section 2.1, stan-
dards and best practices in information security management for
practitioners and their shortcomings are described. In Section 2.2,
the term MSF and the current state of the art in research regarding
this topic is introduced. In Section 2.3 the need for practitioners, as
well as the gap in the literature, are highlighted to motivate this
research.

2.1. Standards and best practices

Information security management is often build based on in-
ternational standards or best practices (Hedstrom et al., 2011). The
terms “standard” and “best practice” are often used as synonyms
but “standards” are usually checked by an international standard-
ization organization while “best practices” and other frameworks
are published independently.

The most common standard from such an organization is the
ISO/IEC 27000-series (ISO/IEC, 2018). This standard is widely ac-
cepted, play an important role and it is possible to certify the or-
ganizational information security based on it (Siponen and Willi-
son, 2009). The ISO/IEC 27000-series defines basic requirements
in order to implement an information security management sys-
tem. Also, control guidance, implementation guidance, manage-
ment measures, and the risk management approach is specified.
Special sub-norms are also included in the series, for example, the
ISO/IEC 27011 which deals especially with telecommunication or-
ganizations.

In addition to the information security management standard,
there are frameworks or best practices like the NIST SP800-series
(NIST, 2018b), the Standard of Good Practices from the Informa-
tion Security Forum (ISF) (ISF, 2018) or the COBIT framework
(ISACA, 2012). These best practices are used to implement an in-
formation security management system (ISMS), define and de-
velop controls and address the most pressing problems regard-
ing information security with an overview for their risk mitiga-
tion strategy (Mijnhardt et al., 2016). All in all, security standards
provide a common basis for organizations to help reducing risks
by developing, implementing and measuring security management
(Ernest Chang and Ho, 2006).

Information security management certificates do provide a ba-
sic assurance level and show that some security measures are
available. But in practice, experts are skeptical about certificates.
Experts mentioned, that standards do help with compliance but
not always help to reduce risk or improve security (Johnson and
Goetz, 2007). Lee et al. (2016) show, that a higher security standard
does not necessarily lead to a higher security level. The following
shortcomings of standards were highlighted in the past literature:

(1) Well known standards are very generic in scope and tend

to be very abstract (Siponen and Willison, 2009). For these

standards, concrete countermeasures and combinations of
them are missing, which leads to inefficient or even mislead-

ing risk mitigation strategies (Fenz et al., 2013).

Standards consists of a huge amount of information. For ex-

ample, the ISO 27000-series consists of 450 items with 9

focus areas. This complexity and the fact, that there are

rarely fully implemented standards in small- and medium-
sized businesses in place, leads to a fall back to ad-hoc
implementations. An easy to understand toolkit is missing

(Mijnhardt et al., 2016).

(3) The defined controls and countermeasures of the frame-

works are often implemented without sufficient considera-

tion of the daily work or their need (Hedstrom et al., 2011).

This is because the organization usually do not consider

the relationships between the security concepts (Fenz et al.,

2013) and do not check whether a control is really necessary

or less critical (Bayuk and Mostashari, 2013; Tu and Yuan,

2014).

Rigorous empirical studies which consider different factors

which may affect the decisions and validate the standards

and best practices are missing in literature (Diesch et al.,

2018; Siponen and Willison, 2009).

(5) There are regional differences in the use and contexts of
frameworks. For example, the NIST SP800-series is “devel-
oped to address and support the security and privacy needs
of U.S. Federal Government information and information sys-
tems” (NIST, 2018b) while the current standard in Australia
is the ISO/IEC 27000-series (Smith et al., 2010). Therefore the
NIST SP800 framework “is individually useful but (outside of
the U.S.) do not provide a cohesive and explicit framework
to manage information security” (Smith et al., 2010).

~

s

2.2. Information security success

Besides standards and best practices which were described be-
fore, there are theories and concepts in the literature which help
decision-makers in information security. Managers need to know
the current information security status of their organizational as-
sets to make decisions. If there are not well protected, they need
possible sets of controls with the consideration of the related costs
to improve the information security situation (Diesch et al., 2018;
Horne et al,, 2017; Johnson and Goetz, 2007; Tu and Yuan, 2014;
von Solms et al., 1994).

The literature deals with MSFs to describe the state of informa-
tion security which is needed in practice. The term was used first
in 1987 to describe factors which take into account as “catalysts
to generate new and more effective systems security activities” in
the security context (Wood, 1987). After that the theory of infor-
mation systems success of DeLone and McLean (1992) deals with
different dependent and independent variables, which are indicat-
ing a successful information systems strategy and that they can be
categorized into dimensions. Recent studies used other terms in
the context of information security:

1. “Information systems security management success factors” are
factors to show the state of elements, which has to anticipate
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preventing information security failure in the e-commerce con-
text (Norman and Yasin, 2013).

2. “Critical success factors” describe factors, which influence the
successful implementation of an information security manage-
ment system (Tu and Yuan, 2014).

3. “Critical success factors are described as key areas in the firm
that, if they are satisfactory, will assure successful performance
for the organization” (Tu et al., 2018).

In this research, management success factors (MSF) are defined
as factors to show the state of elements, which has to take into
account in order to make appropriate management decisions in
the information security context of an organization. If the security
decisions are appropriate, it assures a successful security perfor-
mance for the organization.

Current literature mostly looks on factors which influence se-
curity separately. To highlight just a view studies, they separately
deal with organizational factors (Ernest Chang and Ho, 2006; Hall
et al,, 2011; Kankanhalli et al., 2003; Kraemer et al., 2009; Mijn-
hardt et al., 2016; Narain Singh et al., 2014), policy compliance is-
sues (Boss et al., 2009; Goel and Chengalur-Smith, 2010; Hone and
Eloff, 2002; Ifinedo, 2012; Johnston et al., 2016; Lowry and Moody,
2015a) or human factors (Alavi et al., 2016; AlHogail, 2015; Ashen-
den, 2008; Gonzalez and Sawicka, 2002; Kraemer et al., 2009). The
reason for the separation is, that security is managed in a sepa-
rate manner in different departments which includes information
security, risk management, business continuity, operational secu-
rity (Tashi and Ghernaouti-Hélie, 2008). This shows that various
studies are available which do discuss different factors in great de-
tail but do not include a integral view on them. There are just a
view attempts to consolidate the body of knowledge in compre-
hensive MSFs. The information systems success theory explains six
factors which are contributing to the systems success (DeLone and
McLean, 1992). This view does not include specific security con-
siderations including the costs and available countermeasures that
a manager must consider. The authors self-criticized the proposed
theory because of the missing evaluation. The only other success
factor model was a model of factors, influencing the successful
implementation of an information security management system
(Norman and Yasin, 2013) and not the security decisions of man-
agers itself.

2.3. Shortcomings in literature and practice

As the Sections 2.1 and 2.2 suggest, there are a view shortcom-
ings in literature for supporting decisions on the security man-
agement level. A recent survey of McKinsey & Company with
1125 managers involved in 2017 identified three main problems,
managers face in order to deal with information security issues
(Boehm et al., 2017). These are the lack of structure within reports
with dozens of indicators with inconsistent and too-high levels of
details. The lack of clarity because of reports, which are too techni-
cal which a manager typically not understand. A lack of consistent
real-time data.

The lack of clarity within reports is not just present in prac-
tice. Managers do not know all technical details and do not need
them because of their teams and experts (Fenz et al,, 2013; May,
1997). But they have to establish a security establishment and
have to improve the security status by using a security dash-
board (Dogaheh, 2010). The reports and dashboards have to be
on the need for information security managers (Wilkin and Chen-
hall, 2010) but there are no standards for the content of such
dashboards (Bayuk and Mostashari, 2013). The lack of structure
is related to the first problem and causes in the high diversity
and complexity of the information security problem which causes
uncertainty and confusion among top managers (Savola, 2007;

2009; von Solms et al., 1994; Willison and Backhouse, 2006). This
causes in the fact, that managers do not make decisions based on
data but on their experience, judgment and their best knowledge
(Chai et al., 2011). Therefore, current research asks for a compre-
hensive approach to information security management (Abu-Musa,
2010; Nazareth and Choi, 2015; Savola, 2007; 2009; 2013; Soomro
et al, 2016; Tu and Yuan, 2014) which captures the definition of
“factors that have a significant impact on the information secu-
rity” (Bayuk, 2013; Leon and Saxena, 2010; Ransbotham and Mitra,
2009; Soomro et al, 2016) and the established relationships be-
tween these fundamental objectives (Dhillon and Torkzadeh, 2006;
Hu et al,, 2012; Soomro et al., 2016). This research addresses the
described needs with the development of the first theory of inter-
related MSFs, which give a basis for decision-makers to understand
the complexity of information security on an abstract level and
also could be the basis of multiple future needs also described in
literature like the goal based security metrics development (Bayuk,
2013; Boss et al.,, 2009; Diesch et al., 2018; Hayden, 2010; Ja-
fari et al,, 2010; Johnson and Goetz, 2007; Pendleton et al., 2017;
Savola, 2007; Zalewski et al., 2014).

3. Methodology

To develop a comprehensive model of information security fac-
tors for decision makers the methodology of this work consists of
two steps. Fig. 1 illustrates the steps. The first step is to find rel-
evant literature with the help of a literature search process de-
scribed in Section 3.1. The second step is to analyze the relevant
literature for factors which have an influence on information se-
curity decisions. The results are categorized and high-level impact
factors which are derived from literature. This step is illustrated in
Section 3.2. The third step contains a semi-structured expert in-
terview in order to evaluate the relevance of the impact factors
in practice and explore interdependencies between them. The re-
sults are evaluated and relevant MSFs in practice as well as inter-
dependencies which results in the comprehensive model of MSFs
for decision-makers. In Section 3.3 the description of the expert
interview methodology is shown.

3.1. Literature search

The search process is performed based on the method of
Webster and Watson (2002). The literature search consists of the
search scope followed by a keyword-search which ends in a for-
ward and backward search. To provide high-quality articles, the
scope is set to highly ranked journals within the information se-
curity domain and the information systems management domain
because of the relation to the management view. Journals of the
management domain were selected from the Senior Scholars’ Bas-
ket of Journals (AIS Members, 2011). The journals of the security
domain were selected from the Scimago Journal & Country Rank
(SJR) (SJR, 2018) with the condition that they need to be part
of the following categories: security, safety, risk or reliability. To
not limit the search only to Journals, the scope was extended to
several databases. These are ScienceDirect, OpacPlus and Google
Scholar. OpacPlus is a wrapper of multiple databases including Sco-
pus, Elsevier, Wiley, and ACM Digital Library. The results of Google
Scholar were limited by 100 hits because the most relevant arti-
cles can be found within the first sites (Silic and Back, 2014). Af-
ter the scope definition, the following search string was used to
find articles: “(it OR information OR cyber)AND (resilience OR se-
curity)AND (factors OR kpi OR measures OR metrics OR measure-
ment OR indicator OR management)”. Because the management
literature is not information security specific, the search string of
these journals was adjusted to the first two parts: “(it OR informa-
tion OR cyber)AND (resilience OR security)”. Another adjustment
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Fig. 1. Methodology of theory development.

was done by searching just for the title and abstract within infor-
mation security specific sources because of the underlying diverse
topic. The selection of relevant articles out of the first keyword
search was done based on the title and abstract. Including crite-
ria was, that there are factors described or mentioned which are
influencing information security decisions. The forward and back-
ward search was applied to all selected articles while the forward
search was based on the “cited by” function of Google Scholar.
The literature identification methodology results in 136 articles.
The complete search matrix with the applied source, the keyword-
search hits and the selected relevant article numbers is shown in
Appendix A.

3.2. Literature analysis

The analysis was done based on the “open-axial-selective” ap-
proach of Corbin and Strauss, 1990 which is a grounded theory ap-
proach based on Glaser and Strauss (1967) and was recommended
as a rigorous method for analyzing literature (Wolfswinkel et al.,
2013). This approach has the advantage, that the whole context of
an article can be analyzed in order to extract factors. Webster and
Watson (2002) also support a literature analysis but with the cate-
gorization of a whole article in order to identify gaps in the litera-
ture, pointing out the state of the art and explaining past research.
To extract specific knowledge and categorize this, the coding on a
textual level of articles is more appropriate in this case. The coding
follows the following steps:

(1) Assignment of text segments to a “first-order code”. For ex-
ample, the text segment those organizations that have had
a systems security function for some time should use these
assessment methods to validate the results of other methods
and to cross-check that they have not overlooked some im-
portant vulnerability” (Wood, 1987) was assigned the cluster
“vulnerability assessment” as a factor which influences infor-
mation security.

Combines synonymous and their meanings to a “second-
order code”.

Categorize the “second order codes” to clusters based on
overlapping meanings (infrastructure overview and asset
knowledge), overlapping functions (management support
and management standards) or theoretical constructs (con-
fidentiality, integrity, and availability).

WS

3.3. Expert interview

Previous research has been criticized in order of missing sup-
port of reliability and validity by empirical studies (Siponen and
Willison, 2009; Tu and Yuan, 2014). The first goal of the expert in-
terview was to evaluate the factors of the literature and thus gen-
erate MSFs which are relevant in practice. The second and main
goal is the exploration of interdependencies between MSFs to de-
velop the comprehensive model of MSFs.

There are various ways to design an expert interview. This
study is designed as a semi-structured interview (Bortz and

Doring, 1995) to combine the advantages of structured and open
interviews. The interviewer is able to give room for explanations
but also ensures, that all answers are given. With these considera-
tions, the expert interview itself consists of three steps which are
the operationalization of the described goals (chapter 3.3.1), the se-
lection of experts (Section 3.3.2) and the analysis of the expert in-
terviews (Section 3.3.3).

3.3.1. Operationalization

The interview guide gives the interviewer an orientation and
an analysis is more comparable than without any structure. To de-
velop the survey instrument, the rules of good expert interviews
were considered (Bortz and Doring, 1995). The beginning of the
interview was done with an open question on the most important
factor, the interviewee considers for the information security in the
organization (Q0). The following areas were discussed with the ex-
perts to support the given goals and control as well as confirm the
validity of the factors:

« Evaluationof factors:

A discussion about the meaning of each factor from a practi-
cal perspective was done in order to evaluate the content of
the factors (Q1.1). The practical relevance was tested by asking
about the importance of each factor for the information secu-
rity of the organization (Q1.2).

Exploration of interdependencies:

To explore the interdependencies between the factors and get
insights into them, a discussion about the practical usage and
how the experts deal with each factor was done (Q2.1). To
crosscheck the given statements, experts were asked for each
factor, if the factor has a direct impact on the information se-
curity of the organization (Q2.2).

Control questions:

Questions about the absence of not mentioned important fac-
tors (Q3.1) and if the experts consider a factor which was dis-
cussed to be unimportant (Q3.2) are used to control the com-
pleteness of the given factors and further confirm the explored
results.

3.3.2. Expert selection

An expert is a person with specific practical or experimental
knowledge about a particular problem area or subject area and
is able to structure this knowledge in a meaningful and action-
guiding way for others (Bogner et al., 2014). The selection of inter-
viewees was derived by this definition. Therefore, an expert should
have several years of experience in the field of information secu-
rity which points to specific practical knowledge in the field of
information security. The expert should have a leading position
within the organization which testifies the ability to the mean-
ingful and action-guiding structuring of the information for oth-
ers. Also, a leading position supports the underlying comprehen-
sive view which is required for the goal of this research. The se-
lection results in 19 participants. They were mainly chief informa-
tion security officers (12) and information security officers (4). The
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others were one chief executive officer, one chief information of-
ficer, and a technical delivery manager. All experts had 5 years of
experience at minimum, 16 years at average and 30 years at maxi-
mum. This shows, that the selected interviewees meet the require-
ments and are suitable for this approach. The participants worked
in the following industries at this point in time: finance, automo-
tive, diversified, aircraft, metal and electrical, services, hardware
and software, and others. All but one organization had more than
2000 employees. This was the result of the requirements for ex-
perts which mean, that the organization has to had at minimum
an information security team, which is typically not available in
small businesses.

3.3.3. Interview analysis

The interviews were analyzed according to Mayring (2015). The
basis for each question was a full transcript of the interview. The
process contains of the following steps:

1. Paraphrasing
- Painting of components that do not contribute or have little
content.
- Standardize language level.
« Generate grammatical short forms.
2. Generalization
« Generalize paraphrases on an abstract level.
« Generalize predicates in an equal form.
- Generate assumptions in case of doubt.
3. Reduction (can be done multiple times)
- Delete phrases which have the same meaning.
« Combine phrases of similar meaning.
« Select phrases that are very content-bearing.
« Generate assumptions in case of doubt.

To analyze quantitative aspects or interdependencies,
Mayring (2015) also suggests two methods which are called
“valence or intensity analysis” (V) and “contingency or interrela-
tion analysis” (I) and used to analyze the interviews. Both methods
contain mainly the same steps:

Formulate a question.

Determine the material sample.

Define the variables (V) / text modules for interrelation (I)
Define the scale (V) / rules for interrelation (I)

Coding

Analysis

Presentation and interpretation

N A WN -

4. Management success factors

The prerequisite for a comprehensive model of MSFs is evalu-
ated MSFs, which have an influence on information security de-
cisions. In Section 4.1, the results of the literature analysis are
shown. These are factors which have an influence on information
security decisions from the literature perspective. After that, the
factors have to be evaluated and proved for their relevance in prac-
tice which results in evaluated MSFs. These results are shown in
Section 4.2.

4.1. Factors derived from the literature

The analysis of 136 relevant articles from the search methodol-
ogy resulted in 188 first-order codes. A code is a tuple of “factor in
literature”-“author”. So for each author, the different impact factors
were coded. These codes appear in the following situations:

(1) They appear directly within the literature. An example is the
following sentence of Atoum et al. (2014) “enrich the frame-
work in other related dimensions such as human resource,

organization structures, global governance, regulation regimes,
awareness programs and thus provide a more detailed frame-
work”. This result directly in the corresponding list of first
order codes. Most of these direct codes appear in enumera-
tions within the introduction or future work sections of the
analyzed literature and are not further explained.
(2) The first order codes are part of a theory. The first order
codes are part of a hypothesis construct with a underlying
theory and are tested with quantitative or qualitative stud-
ies. A example work is Kankanhalli et al. (2003) which de-
scribes the impact of the organizational size, the top man-
agement support and the industry type on the information
systems security effectiveness. This example results in the
corresponding first-order codes.
Indirectly within the articles or because of their focus.
These appearances are derived from the overall classification
of the articles or some descriptions within the text which
are not directly mention the first order code but the mean-
ing was chosen to name it. The article with the title “design
and validation of information security culture framework”
(AlHogail, 2015) is named “security culture” as a first-order
code. A other example for indirect mentions is those organi-
zations that have had a systems security function for some
time should use these assessment methods to validate the
results of other methods and to cross-check that they have
not overlooked some important vulnerability” (Wood, 1987)
which is “vulnerability assessment” as a first-order code.

3

=

The aggregation of the 188 first-order codes results in 44
second-order codes. The following aggregation criteria were iden-
tified:

(1) Articles describe often, that the codes have the same mean-
ing. An example is given by Jafari et al. (2010) which de-
scribed “Safeguards: Protective measures prescribed to meet
the security requirements [..], synonymous with counter-
measures”. This in conjunction with “improving the over-
all information security state by selecting the best security
countermeasures (controls) to protect their information as-
sets” (Yulianto et al., 2016) are safeguards, countermeasures,
and controls a second-order code.

Certain first-order codes are part of or included in other
first-order codes which results in a second-order code. Ex-
amples in literature are “Value delivery (i.e. cost opti-
mization and proving the value of information security)”
(Yaokumah, 2014), “aside from the personnel measures
which focus on human behavior” (Sowa and Gabriel, 2009)
or “threats, which form part of such risk” (Willison and
Backhouse, 2006). This indicates, that threats are part of
risks.

First-order codes are aggregated in order of their underlying
object. An example is “organizational size”, “industry type”
and “organizational structure” which are all features of an
organization and thus are aggregated to the second-order
code “organizational factors”.

(2

-

(3

=

The aggregation of the second-order codes to clusters and thus
the overall factors, influencing security decisions, is based on com-
mon theories in literature. An example is the theory of the protec-
tion goals of information security which is supported by various
authors: “with a goal to compromise Confidentiality, Integrity, and
Availability (CIA)” or “it also coincides with the Confidentiality-
Integrity-Availability (CIA) framework” (Goldstein et al., 2011) or
“one view, which gained especially wide popularity, is called C-I-A
triad” (Zalewski et al., 2014). This theory results in the consolida-
tion of protection goals in the factor “CIA”.

The result of the literature analysis is 12 factors influencing
security decisions, namely: “Vulnerability”, “Compliance & Policy”,
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“Risk”, “Physical security”, “Continuity”, “Infrastructure”, “CIA”, “Se-
curity management”, “Awareness”, “Resources”, “Access control”
and “Organizational factors”. The detailed codes and the aggrega-
tion steps are available in Appendix B.

The literature analysis confirms the assertions made in
Section 2.3 which say that various individual factors are men-
tioned, enumerated or examined. However, up to now, there has
been no comprehensive view on them, a discussion of the practi-
cal relevance is missing and the interdependencies of the factors
among each other are not described. The result of this chapter
gives an abstract view of current factors in literature, influencing
information security decisions.

4.2. Evaluation of Factors

The explored factors of the last Section 4.1 are the basis for the
following evaluation and therefore to transform these factors to
MSFs for information security decision-makers. In Section 4.2.1 the
practical view of experts on the factors is compared to the lit-
erature view which is derived out of the literature analysis in
Section 4.1. In addition, challenges of practitioners are supported
for each factor. The result of the relevance validation is present in
Section 4.2.2. Section 4.2.3 contains the result of the control ques-
tions and thus confirm the validity and relevance of the explored
factors.

4.2.1. Content validation of MSFs

The relevance of the factors in practice and their validity makes
them to MSFs. The general context analysis (Section 3.3) was used
to determine the practical usage and meaning of the different fac-
tors out of the literature. To analyze them, the scope was set to
the whole interview transcripts while the main answers are given
by the guiding question Q1.1 of the interview guide. Because of the
methodology design of a semi-structured interview, the challenges
and problems of each factor in practice is a side-result and also re-
ported here. The following itemization shows each MSF with a de-
scription of the literature view, a consolidated practical view and
the challenges practitioners face regarding each MSF. The literature
view is a consolidation of definitions and opinions out of the lit-
erature analysis 3.3.3. The practical view and the descriptions of
the challenges are a consolidation of the main opinion of all 19
experts.

« Vulnerability

1. Literature: The definition of a vulnerability in literature is
generally a “weakness of an asset or control that can be ex-
ploited by one or more threats” (ISO/IEC, 2018). This defi-
nition is very generic and can be technical as well as non-
technical. NIST gives a more detailed definition as a “weak-
ness in an information system, system security procedures,
internal controls, or implementation that could be exploited
or triggered by a threat source” (NIST, 2018a). Common us-
age of the term in the analyzed literature is, that vulnerabil-
ities are technical in nature. More specifically, “a vulnerabil-
ity is a software defect or weakness in the security system
which might be exploited by a malicious user causing loss
or harm” (Joh and Malaiya, 2011).

2. Practice: Vulnerabilities from the management perspective
are always technical in nature. Specifically, known vulner-
abilities within systems and software are meant by them.
The common understanding of the experts was that vul-
nerability is a topic of patch management and a prob-
lem of not patched systems. All organizations do have
patch management in place and try to minimize the vul-
nerabilities in the infrastructure. The assessment of them
is done with vulnerability-scanners, penetration-tests, au-
tomatic scans, audits and the definition of toxic software

which is detected on systems. Patching and the elimination
of vulnerabilities are done based on the given assessment
methods.

3. Challenges: A problem is, that the vulnerabilities have to
be known first. Not just the knowledge of the vulnerabili-
ties is a problem but also the knowledge of the assets and
the whole infrastructure of an organization is a challenge in
practice. Just if an organization knows the whole assets and
infrastructure, it is possible to determine, if there are known
vulnerabilities or not.

« Infrastructure

1. Literature: Infrastructure does have different aspects. Com-
ponents are technical systems which itself try to protect
the underlying assets or are there to identify attacks. Ex-
amples are firewalls, intrusion detection systems, informa-
tion visibility, compromise detection, defense modeling, and
other solutions. A second important concern is the preven-
tion of attacks without any known vulnerabilities. This in-
cludes architectural decisions to segment the network, limit
open access points or external connections, harden the sys-
tems, encrypt the communication or clean configuration is-
sues. Since these are no specific vulnerabilities but consid-
ered as weaknesses, this topic is a stand-alone factor.

2. Practice: Some of the experts see this factor as a
vulnerability-topic but most of them associate more than
that with the infrastructure factor. It is about knowing all
systems and software as well as the connections between
them and if they are secured or not. It is also about the
“hardening” of all available systems, make threat models
and secure the infrastructure in each network layer. To ac-
complish that, the experts use hardening-guidelines, secure
deployment, installation routines, design reviews and con-
figuration management databases.

3. Challenges: Problems are the complexity of the activity, that
it is difficult to check the wright implementation of the
hardening guidelines and the above-mentioned problem of
the difficulty to know all available systems and their con-
nections.

- Compliance & Policy

1. Literature: Security policies are an “aggregate of directives,
regulations, rules, and practices that prescribes how an or-
ganization manages, protects, and distributes information”
(NIST, 2013). All activities concerning compliance and poli-
cies like policy deployment, policy effectiveness, legal com-
pliance, and regulatory requirements are subsumed in this
factor. The literature describes also multiple characteristics
for good and bad policies and controls which have an influ-
ence on the information security of organizations.

2. Practice: This factor means the implementation of require-
ments which are given from external and internal. These
include laws, policies from the management and require-
ments from standards to get certificates. Practitioners use
frameworks to implement them and audits as well as self-
assessments to check them. This frameworks and policies
help organizations which have not the common knowledge
to consider all aspects of security.

3. Challenges: 100% compliance does not mean 100% secure.
This factor alone does not help in case of security but with-
out, it is not possible to make audits or push measures
through.

« Security management

1. Literature: This factor subsumes all process activities within
the information security management system and opera-
tional tasks like change management, incident management,
process effectiveness measurement and the implementation
of security standards. All aspects of the Plan-Do-Check-Act
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approach of the ISO/IEC 27000 (ISO/IEC, 2018) are part of
the security management factor. The other part are strategic
topics like goal definition, top management support, gover-
nance, and strategic alignment as well as the documentation
of these activities. Also, an important aspect in literature is
the communication with employees and the top manage-
ment. The ISO/IEC 27000 defines security management as
a “systematic approach for establishing, implementing, op-
erating, monitoring, reviewing, maintaining and improving
an organization’s information security to achieve business
objectives” (ISO/IEC, 2018). This definition shows that the
monitoring part is also established within this factor. There
are different methods and processes described to continu-
ously improve the information security of an organization.
This covers the implementation of metrics and the topic of
compromise detection.

. Practice: There are two management approaches in place.
The risk-based and the control-based approach. There are
various processes in place to support the two different
approaches. Therefore the experts control their manage-
ment processes with audits and using the Plan-Do-Check-
Act framework from the ISO/IEC 27000 (ISO/IEC, 2018). The
next important aspect for the interviewees was the business
(top) management support and their understanding of the
risks the organization is facing.

. Challenges: A problem is the missing knowledge of con-
cepts behind the security processes and also the lack of
knowledge of available actions for improvements. The secu-
rity management does not have an impact on the security
of an organization without this knowledge.

+ Awareness
1. Literature: The definition of awareness in literature is to be

aware of security concerns (NIST, 2013). Awareness in aca-
demic literature is discussed in different subjects. Including
in this factor are behavioral topics like employee behavior,
user activities, user interaction but also user reaction, user
errors, and faults. All parts depending on knowledge like
skills, education, training, and competence are also including
in the awareness factor. Awareness in literature is not just
about peoples behavior but also the personal needs of them,
privacy issues, trust concerns as well as cultural thoughts
and the social environment.

. Practice: All topics that concerning people and can not
be treated with technology are subsumed by awareness.
Typical understanding is the employee as a vulnerability
with human errors, human behavior or not enough knowl-
edge. A typical countermeasure is web-based and conven-
tional training. Practitioners test their employees with own
phishing-campaigns or check click-rates on their proxy-
servers. Cultural and privacy concerns are not often taken
into consideration.

. Challenges: Challenge in practice is, that awareness activ-
ities are very resource heavy and the effects are not that
huge. Countermeasures often do not lead to measurable ef-
fects, they lead to annoyed employees and therefore, em-
ployees more often fail the same tests.

- Risk
1. Literature: The risk factor is discussed as an overall risk

management concern with possible threats, the likelihood
of their occurrence and the possible impact on the orga-
nization. Literature mostly discusses the risk management
process and the possible handling of present risks like pre-
vention, tolerance, exposure, prediction, and perception. A
comprehensive definition is given by the NIST SP800-37: “A
measure of the extent to which an entity is threatened by
a potential circumstance or event, and typically a function

of: (i) the adverse impacts that would arise if the circum-
stance or event occurs; and (ii) the likelihood of occurrence”
(NIST, 2018a).

. Practice: Experts use the same definition and understand-

ing of risk as in literature. A risk is a severity and likelihood
combined with an issue. Information security is the applied
risk management because it is used to prioritize and de-
fine countermeasures. Therefore, all of the experts have risk
management based on certain standards like ISO/IEC 27000
or NIST in place.

. Challenges: Not all risks can be mitigated, because of miss-

ing resources or other restrictions. Some managers also have
problems to define risks which are understandable for tech-
nical employees or even for the top management. Also, the
availability of the underlying data is a challenge in prac-
tice. An example of this is the consolidated view on possible
threats. There are various technical solutions like threat in-
telligence platforms available on the market which helps to
consolidate these data. The problem comes with the combi-
nation of the different factors to define the risk. A possible
threat alone is not important for the information security
management. The challenge is to analyze the underlying as-
sets and their vulnerabilities and check if the threat can ex-
ploit one of these. After this combination, the risk can be
defined and is useful for an information security manager.

« Access control
1. Literature: Access control is not mentioned as a part of

countermeasures. This topic is such important that it often
emerges as an independent and important factor for secu-
rity. Access control contains account management, software
access control as well as access rights. It means “to ensure
that access to assets is authorized and restricted based on
business and security requirements” (ISO/IEC, 2018).

. Practice: Access control is the management and regulation

of access to systems, applications, data, and infrastructure.
It is not just about the access but also the key management,
role administration, classification of data and the manage-
ment of the identities within organizations. Therefore the
experts have procedures per applications, try to implement
the common principles like the need-to-know- or the least-
privilege-principle. They check the available accesses, have
identity and access management in place and use tools to
monitor them.

. Challenges: Challenges occur in case of on-, off-boarding

and department changes as well as the more and more open
culture of organizations with “bring your own device” and
“cloud infrastructure”. Not just the open culture but also
technologies and trends like the “internet of things” and
“mobile devices” are increasingly a problem for this factor
because each of these devices also has an identity. This in-
creases the complexity of managing access control and has
to be considered by choosing such technologies.

- CIA
1. Literature: This factor is based on the overall theoretical

construct of the protection goals of information security.
Therefore the codings confidentiality, integrity, availability,
as well as underlying goals like the non-repudiation, are
subsumed in this factor. Articles about security metrics and
security success are mostly based on this factor and plays a
huge role in the security discussion.

. Practice: In practice, this factor is a theoretical construct

with the same definition as in literature. It is used to com-
municate with the business management, to classify the
need for protection or is not used in practice at all.

. Challenges: The problem in practice is that these classes can

not be uniquely assigned to countermeasures. Many experts
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consider this factor as an academic construct, which is out-
dated and not really practicable.
- Organizational factors

1. Literature: The organizational factor itself means the prop-
erties of an organization which has an influence on the se-
curity of this organization. There are multiple authors which
mentioned the influence of several factors like the organiza-
tional size, the industry type or the internal and external
structure of the organization.

2. Practice: These factor has the same meaning in practice like
in literature. Most of the experts are not dealing with it be-
cause there are no possibilities to change the characteristic
of the organization from their perspective. But it is consid-
ered in other factors like risks or in consideration of the
implementation countermeasures. Practitioners say, that it
might influence the possibilities of an organization.

3. Challenges: A challenge is, that some attack surfaces are not
influenced by any type of character an organization could
have. A good example of this is ransomware which does not
even look at the victim they attack.

- Physical security

1. Literature: This factor have influence in reducing the oppor-
tunity to access assets physically in form of physical entry
controls, the protection of the environment, building secu-
rity with fences or other countermeasures, travel security
and all activities around this. The literature does not men-
tion this factor very often but consider it as really important
for organizations and their management.

2. Practice: Physical security is the physical protection of
buildings, offices, servers, and hardware. It also contains the
protection of the environment, persons, traveling and en-
vironmental disasters. Interviewees do work together with
other departments dealing with this factor. It is mainly not
the part of the security department of an organization.

3. Challenges: The topic gets less important in times of the
changing environment like mobile offices, roaming-users,
home offices and cloud computing. This change brings with
it other challenges.

« Continuity

1. Literature: Continuity is split in business continuity and IT
continuity. In case of cyber security, the term “refers to the
ability to continuously deliver the intended outcome despite
adverse cyber events” (Bjorck et al., 2015). The business con-
tinuity is on a more abstract level than cyber or it continu-
itiy and is defined as a “predetermined set of instructions
or procedures that describe how an organization’s mission-
essential functions will be sustained [...] before returning to
normal operations” (NIST, 2013). Resilience is not often rep-
resented in the literature and has already been identified as
a research gap (Diesch et al.,, 2018).

2. Practice: This factor is understood as the goal of the busi-
ness as well as a partial goal of information security. Im-
portant is a continuous IT and a disaster and recovery plan
which should be tested from time to time. There are oppo-
site opinions in relation to business continuity management
(BCM). Some experts say, that requirements come from the
BCM to the information security management and others
say, that they are being submitted to the BCM.

3. Challenges: A challenge is finding a common understanding
and effective communication between BCM and IT continu-
ity.

» Resources

1. Literature: Resources are not just money but also the avail-
ability of good skilled and well-educated employees. More
general resources are “information and related resources,
such as personnel, equipment, funds, and information tech-

Table 1
Importance of MSFs for the information security of organizations (number of
experts).

MSF not imp  rather not imp  rather imp  imp
Vulnerability 0 0 7 12
Resources 0 0 7 12
Awareness 1 0 6 12
Access Control 0 1 8 10
Physical Security 1 0 11 7
Infrastructure 0 1 12 6
Risk 0 1 12 6
Continuity 1 1 13 4
Security Management 3 1 8 7
Organizational 3 4 11 1
CIA Triad 7 1 8 3
Compliance & Policy 6 3 7 3

nology” (NIST, 2013). The literature describes this factor as a
limitation and mostly in a negative way. The perspective is
given that, if you do not have enough resources, the organi-
zation is not able to implement security which as a negative
influence. A second part is the cost-effectiveness of counter-
measures and the return on security investments (ROSI).

2. Practice: In practice, this factor is mostly addicted to bud-
get, which has to be given by business management. A small
part is also the number of employees with good knowl-
edge and a appropriate education. Therefore, experts have
applied budget-processes and recruitment campaigns. Cost-
effectiveness and ROSI is not mentioned by the practitioners.

3. Challenges: Problems are often in place of buying expensive
tools and equipment in the security field and the argumen-
tation of their adding value. It is often a tension between
business management and security management.

Partial aspects of individual factors are not covered by the lit-
erature or are not considered in practice. However, the contents
and the understanding of the factors from the literature analysis
agree with those of the experts. The challenges are not supported
by all of the experts, because this was no explicit question. Thus,
they were just included, if there are more than 2 mentions of the
same challenge. The challenges further indicate, that a comprehen-
sive model of them could help, improving the understanding of in-
formation security within organizations and also to help, improv-
ing specific factors.

4.2.2. Relevance validation of MSFs

The “valence or intensity analysis” (Section 3.3) was used to not
just validate the factors concerning their content but also to deter-
mine their relevance in practice to the information security of an
organization. Therefore, the scope of the analysis was also set to
the whole interview transcripts but the main question supporting
this validation is Q1.2. A 4-point Likert-scale which points out the
importance of the factor for the information security of the organi-
zation is used. The coding of the scale is from not important (not
imp) to important (imp). Table 1 shows an assorted view of the re-
sult. The assortion is based on the sum of the codings for “not im-
portant” and “rather not important” in conjunction with the sum
of the coding “rather important” and “important”, descending by
the importance of the MSFs.

This result support, that all factors are relevant in practice. The
last three factors are “Organizational factors”, “CIA” and “Compli-
ance & Policy”. For all of them, the experts do have an explana-
tion, why they are less important than the other factors. “Com-
pliance & Policy” are not important for the information security of
the organization itself but are necessary to comply with the law, to
enforce countermeasures and to align the top management of the
organization. The “CIA” factor is a goal factor and is useful to com-
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municate and explain different risks or attacks and their impacts.
“Organizational factors” are less important because there are cases,
in which these factors are important but there are also attack sce-
narios in which this factor is not important. The management has
to consider all the factors in order to make good decisions. The
proposed factors are valid in their context as well as relevant in
practice for decision-makers and thus are now called management
success factors (MSFs).

4.2.3. Control questions

The main control questions Q3.1 and Q3.2 are used to ask for
factors, which are important to make decisions and are not present
in the interview guide as well as a consideration of the most unim-
portant factor. The most experts (12) do not have a factor, which is
really unimportant. The only mentions of factors were the “Com-
pliance & Policy” as well as “CIA” which agree with the ranking
on the previous result. The question of missing factors results in
a similar situation like before. 10 experts do not mention miss-
ing factors. The other factors which are missing are “management
support”, “external interfaces”, “threat landscape” and “strategy”
which are part of the coding and thus included in the aggregation
of the literature analysis.

5. A comprehensive model of MSFs

The purpose of this research was the development of a com-
prehensive model of MSFs for information security decision mak-
ers. This result section combines the previous results with evalu-
ated and relevant MSFs and adds interdependencies between them.

information security decision-makers.

The interdependencies were explored with the help of the “contin-
gency or interrelation analysis” method (Section 3.3). The scope is
the whole interview which was analyzed. The following text mod-
ules are examples to identify interrelations:

..have a direct impact on...
..Is a basis to...

...is essential for...

...is the goal from...

..Is considered in...

Fig. 2 shows all MSFs with their interrelations based on the ex-
pert interview. Solid ovals are representatives for the MSFs. Dotted
ovals are representatives of concepts necessary to explain certain
interdependencies. In this case, “Information security” is the rep-
resentative for the information security status of an organization.
The statement behind this is, that certain factors do have a di-
rect impact on the information security status of the organization.
The dotted oval “Countermeasures” is a part of the factor “Security
management” but have important interdependencies which are ex-
plained by the experts. Thus, the security management itself does
not have a huge impact on other factors, but they define and im-
plement countermeasures which do have an influence on the MSFs
given in the figure. Rectangles within the picture clusters multiple
MSFs with the same interdependency to other MSFs. The dotted
line within the rectangles indicates, that all MSFs which are left of
this line, are not the primary part of the information security de-
partment of an organization. They are from other departments like
the cooperate-security in the case of “Physical security” and the
business continuity in case of “Continuity”. However, the collabo-
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ration between the departments is very close and the MSFs must
certainly be considered in information security as well.

Key security indicators. The term key security indicator is not
present in literature but is mentioned by practitioners. Key secu-
rity indicators are MSFs, which have a direct impact on the secu-
rity status of the organization. Therefore, the rectangle which in-
cludes the MSFs “Physical security”, “Vulnerability”, “Access con-
trol”, “Awareness” and “Infrastructure” are key security indicators.
Because of the direct connection to the information security con-
cept, these factors are considered as indicators of the actual in-
formation security status of an organization. Security management
has to implement countermeasures to actively improve these fac-
tors. These are the most important factors because of their direct
impact.

Security goals. The MSFs “Continuity” and “CIA” are the protec-
tion goals of information security. This cluster is considered in the
“Risk” MSF by data classification as well as a communication in-
strument which describes the impact of certain risks to top man-
agers or technical employees. Disasters and continuity thoughts are
also considered as risks which are the basis for recovery plans. The
security goals are considered as the least important part of the
MSF model by experts (Section 4.2.2) because they do not actively
improve the security status and just help by prioritizing risks and
communicate them to the business management.

Risk. The MSF “Risk” have the most interrelations and is the
basic input for “security management”. It uses security goals like
described before. A prerequisite and a part of risks are key secu-
rity indicators. They show the current information security status
of which weaknesses were deriving. This, in combination with pos-
sible threats, the impact on the organization, and the likelihood of
occurrence is a risk. Risks are influencing the “Security manage-
ment” and is a basis to prioritize and define “Countermeasures”.
The management mostly uses standards and best practices like the
ISO/IEC 27000 (ISO/IEC, 2018), NIST SP800-30 (NIST, 2015), NIST
SP800-37 (NIST, 2018a) or others to deal with risks and derive
countermeasures in a structured way.

Security management. The cluster with “Organizational factors”
as well as “Resources” are MSFs which cannot be directly influ-
enced by the experts. They are either given in case of “Organi-
zational factors” or are set by the business management in case
of “Resources”. They are considered in the “Security management”
in conjunction with the “Risk” MSF which are the basis to de-
velop and implement countermeasures which should improve the
key security indicators. “Compliance & Policy” are aids which help
to enforce countermeasures with employees and are necessary to
comply with laws. “Compliance & Policy” is split into external and
internal rules which causes the interdependency in both ways to
and from the “Security management” MSF. “Security management”
define rules and external rules are influencing the “Security man-
agement”. These rules are considered as the least important by the
experts (Section 4.2.2) because they are not actively improving the
security situation but are helpful to enforce countermeasures and
help to deal with the topic.

6. Discussion and future research

The results of this research propose a comprehensive model
of MSFs with their interdependencies for information security
decision-makers. The MSFs were supposed based on the literature
and are evaluated by experts from practice. These interviews also
support interdependencies between the MSFs. The combination of
these results in the development of the comprehensive model of
MSFs.

Practitioners, as well as the literature, stated the need for a
comprehensive view of the information security of organizations.

The proposed model does support an abstract and comprehensive
view of the complex topic of information security from the man-
agement perspective. The different MSFs are not explained in great
detail but the interdependencies between them and the overall
decision-making process are present in this research. The model
gives a basis to decision-makers, which with information security
management and help to decide if certain countermeasures are
necessary or even useful. It is not just a basis for security man-
agers but also for the business management as well as technical
employees. With the help of this model, they are able to under-
stand the difficulties and retrace certain decisions better. A better
understanding also leads to better alignment and awareness.

The results are related to several other studies. Past literature
does support a great explanation and study of different factors in
detail and stated the importance of them. Studies also deal with
models of different factors like awareness and their components.
This research supports a comprehensive overview of high-level fac-
tors (MSFs) and a validation of them as well as a discussion of
the relevance of these factors which has been criticized as missing
in past articles. The research adds value to the research commu-
nity by exploring interdependencies between the evaluated MSFs
and propose a comprehensive model from the perspective of infor-
mation security decision-makers. Best practices and standards are
very generic and mostly describe processes. But, a complete im-
plementation does not necessarily lead to better security and the
standards have been criticized, also by experts in the interview,
that they are just frameworks to be compliant. The interdependen-
cies of the comprehensive model in this research help to decide
which countermeasures are appropriate and which are not neces-
sary. The standards and best practices give action proposals for im-
provements of the MSFs and thus complete this research with the
next step after the decision was made.

Current standards and best practices, for example, the ISO/IEC
27000-series, the NIST SP800-series or the ISF are important to
structure the processes of improving the information security of
an organization. These documents either describe processes based
on a risk management approach to implement countermeasures or
define controls which have to be implemented to comply with the
standard. The most experts in the interviews said that they com-
bine two or more of them and uses the concepts they need or
are appropriate for them to improve the information security sta-
tus of the organization. The proposed model in this research con-
tributes to these standards by improving the overall understanding
and the interdependencies between the concepts described in the
standards. Also, the model is a possibility to report the informa-
tion security status based on the MSFs. Such a reporting is missing
in the current standards and best practices as well as in research
articles. The missing reporting standard or suggestions for that is a
need which all of the interviewed experts have. Experts also strug-
gle to report the information security decisions and status to the
business management in an abstract and understandable way. The
current solution of the interviewed experts is that they develop
their own reporting standard. These reports do not contain aspects
which can be compared with other businesses or even business
units. The results of this research support these needs and can be
used as a basis for such a reporting standard. Experts also look-
ing for dedicated technical solutions like threat intelligence plat-
forms, security incident management systems and information on
indicators of compromise to mention just three. These technologies
help to consolidate various information and present them to the
management. Each technology is useful for a specific area. This re-
search can help to argue the implementation of specific technolo-
gies, to illustrate their role in the overall security context and to
identify gaps within the security landscape of an organization in
which technologies could help.
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The result can also be interpreted from the perspective of the
information security status of an organization. From this perspec-
tive, the model indicates, that the key security indicators are im-
portant to improve the information security status of the organi-
zation. This interpretation in mind, small- and medium-sized busi-
nesses with fewer resources and not that much competence could
implement light-weight countermeasures, which focus on the key
security indicators. It could be a quick-win for the decisions in
those organizations to focus on the key security indicators. This
does not mean, that the standards and best practices or even
the other factors of the model should be ignored by small- and
medium-sized business. To continuously improve and monitor the
information security status in a structured way, the processes and
concepts of these standards have to be implemented and used. The
proposed model can help these businesses and their management
with less expertise in the field of security to understand the inter-
dependencies between relevant concepts, understand which factors
are influential and also which factors a manager has to consider
by making decisions. Even which factors have to keep in mind to
make well-informed decisions.

This study uses a mixed method approach with a literature
analysis followed by a semi-structured interview to generate the
results. Although a rigorous methodology was used, the study has
several limitations. Despite the validation and the discussion with
experts, a bias in the interpretation of the texts and the creation of
the codes cannot be excluded. Surveyed experts are mainly active
in large organizations. Some of them were previously employed in
smaller businesses, but the inclusion of opinions from managers of
smaller organizations could change the outcomes and importance
of individual factors.

The results give many opportunities for future research. The
proposed model is based on interdependencies, which are explored
by a qualitative study. The interdependencies should be further
tested with quantitative approaches to ensure their validity. Cer-
tain MSFs were clustered into rectangles. There could be interde-
pendencies between the containing MSFs on deeper levels, which
are not be explored in this study. Also, a look deeper within the
certain proposed MSFs would be a possibility for future research.
Open question from past literature could be solved with a more fo-
cused approach based on this results. Leon and Saxena (2010) iden-
tified a gap of the security metrics approach, which was not goal-
focused in the past and suggested the development of a goal-list
which could improve further security metrics development. This
comprehensive model and their MSFs could be considered as a
list of security goals from the management perspective and thus
can be the basis of such research. Also, past metric approaches are
mainly based on the individual security processes and thus is not
appropriate for cross-organizational comparisons (Bayuk, 2013). A
metrics approach based on a comprehensive model could be suit-
able for this. Also, the interview partner requested a dashboard
and reporting standard for key security indicators which is not
present in standards, best practices or research articles. To reduce
the shortcomings, a future study is possible, which includes small-
and medium-sized businesses and integrate them in the proposed
model.

Information security managers should consider all the explored
MSFs by taking decisions. The countermeasures and processes
should not only be adopted because of their appearance in stan-
dards and best practices, but they should appropriate in the given
situation. A common practice is also the fallback to risk acceptance
(Bayuk, 2013) which do not improve the security status at all but is
very easy to implement. The results of this study facilitate the un-
derstanding of the complex topic of information security and en-
able more people to make appropriate decisions and take the right
actions within their current situation.

7. Conclusion

This research is suggesting a comprehensive model of man-
agement success factors (MSFs) for information security decision-
makers. Therefore, a literature analysis with an open-axial-selective
approach of 136 articles is used to identify factors which have an
influence on the information security decisions of managers. A val-
idation of these factors, as well as the check for their relevance,
was supported by conducting an interview series of 19 experts
from practice. This results in 12 MSFs. To finally develop the com-
prehensive model, the interviews are the basis to explore interde-
pendencies between the MSFs.

This research suggests that “Physical security”, “Vulnerability”,
“Access control”, “Infrastructure” and “Awareness” are key security
indicators which have a direct impact on the information security
status of an organization. The “Security management” have to con-
sider “Risks”, “Organizational factors” and available “Resources” in
order to generate countermeasures, which have an influence on the
key security indicators. “Compliance & Policy” is an aid to enforce
countermeasures and be compliant with laws. The well discussed
MSF “Risk” is considering the security goals “CIA” and “Continuity”
and also is using key security indicators to determine a risk level
which is used to prioritize countermeasures.

This research offers a high-level view of the complex topic of
information security decision-making from the perspective of secu-
rity management experts. The comprehensive model of MSFs helps
them and other employees as well as the business management to
better understand the security needs and certain decisions in this
context and thus improve their awareness. Future development of
goal-oriented metrics and methods to quantify the status of infor-
mation security as well as methods to aggregate them based on
the key security indicators are not just interesting in research but
also asked by practitioners.
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Appendix A

Table 2

Literature search matrix.
Resource Hits  Relevant
MIS Quarterly 7 1
European Journal of Information Systems 20 3
Information Systems Journal 27 4
Information Systems Research 22 5
Journal of AIS 11 5
Journal of Information Technology 25 0
Journal of Management Information Systems 1 0
Journal of Strategic Information Systems 14 5
Journal of Management Information Systems 26 2
Decision Sciences 18 2
Information & Management 53 5
Information and Computer Security 99 10
IEEE Trans. on Dependable & Secure Computing 8 1
IEEE Trans. on Information Forensics and Security 7 0
Computers & Security 84 15
Google Scholar 100 11
ScienceDirect 41 6
OpacPlus 110 19
Backward 10
Forward 32
SUM 673 136
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Appendix B

Table 3

Vulnerability.
First-order code Second-order code Cluster
technical vulnerabilities (Arora et al., 2010; Boss et al., 2009; Dzazali et al., 2009; Kraemer et al., technical vulnerabilities Vulnerability

2009; NIST, 2008; Premaratne et al., 2008; Sowa and Gabriel, 2009; Straub and Welke, 1998; Sunyaev
et al.,, 2009; Tashi and Ghernaouti-Hélie, 2008; Yeh and Chang, 2007)

vulnerability assessment (Coronado et al., 2009; Gosavi and Bagade, 2015; Jafari et al., 2010; Siponen
and Willison, 2009; Wood, 1987)

network vulnerability (Gao and Zhong, 2015; Geer et al., 2003; Idika and Bhargava, 2012)

system vulnerability (Boyer and McQueen, 2007; Dogaheh, 2010; Goldstein et al., 2011; Hayden, 2010;
Holm and Afridi, 2015; Jean Camp and Wolfram, 2004; Lee and Larsen, 2009; Norman and Yasin,
2013; Pendleton et al., 2017; Pudar et al., 2009)

vulnerability disclosure (Ransbotham and Mitra, 2009)

host vulnerability (Idika and Bhargava, 2012)

security problem (Straub and Welke, 1998)

vulnerability(Alavi et al.,, 2016; Algahtani, 2015; Ashenden, 2008; Azuwa et al., 2017; Bayuk and
Mostashari, 2013; Bayuk, 2013; Ben-Aissa et al., 2012; Crossler and Belanger, 2012; Fenz et al., 2014;
2013; Hajdarevic and Allen, 2013; Hajdarevic et al., 2012; Herzog et al., 2007; Hua and Bapna, 2013;
Ifinedo, 2012; Johnson and Goetz, 2007; Leon and Saxena, 2010; Mazur et al., 2015; Mermigas et al.,
2013; Muthukrishnan and Palaniappan, 2016; Nazareth and Choi, 2015; Posey et al., 2015; Savola and
Heinonen, 2011; Tanna et al., 2005; Vaughn et al., 2003; Verendel, 2009; von Solms and van Niekerk,
2013; Wang et al., 2013; Yeh and Chang, 2007; Young et al., 2016; Zalewski et al., 2014)

it security (Bjorck et al., 2015; Manhart and Thalmann, 2015; Willison and Backhouse, 2006) technical security

technology (AlHogail, 2015; Ashenden, 2008; Goel and Chengalur-Smith, 2010; Goldstein et al., 2011;
Gonzalez and Sawicka, 2002; Hall et al., 2011; Herrera, 2005; Jafari et al., 2010; Katos and Adams,
2005; Kraemer et al., 2009; Leon and Saxena, 2010; Merete Hagen et al., 2008; Nazareth and Choi,
2015; Norman and Yasin, 2013; Tréek, 2003; Yulianto et al., 2016)

technical security (Azuwa et al., 2017; Coronado et al., 2009; Crossler et al., 2013; Dinev et al., 2009;
Fenz et al.,, 2014; Gao and Zhong, 2015; Gosavi and Bagade, 2015; Hajdarevic et al., 2012; Hedstrom
et al.,, 2011; Ifinedo, 2012; Manhart and Thalmann, 2015; Montesdioca and Magada, 2015; Savola,
2007; Savola and Heinonen, 2011; Soomro et al., 2016; Sowa and Gabriel, 2009; Tu and Yuan, 2014;
Uffen and Breitner, 2013; Vaughn et al., 2003; Veiga and Eloff, 2007; von Solms and von Solms, 2004;
von Solms et al., 1994)

application defect (Geer et al., 2003) application security
application security (Anderson and Moore, 2006; Bayuk, 2013; Dzazali et al., 2009; Fenz et al., 2014;
Goel and Chengalur-Smith, 2010; Hajdarevic and Allen, 2013; Hajdarevic et al., 2012; Joh and Malaiya,
2011; Mazur et al,, 2015; Mijnhardt et al.,, 2016; Muthukrishnan and Palaniappan, 2016; Yeh and
Chang, 2007)
feature security (Ransbotham and Mitra, 2009)
patch coverage (Arora et al., 2010; Bayuk, 2013; Crossler and Belanger, 2012; Geer et al., 2003; Joh and
Malaiya, 2011; Muthukrishnan and Palaniappan, 2016; Pendleton et al., 2017; Ransbotham and Mitra,
2009)
software problem (Gupta and Hammond, 2005)

Table 4
Physical security.
First-order code Second-order code Cluster
physical security (Collier et al., 2016; Dzazali et al., 2009; Ernest Chang and Ho, 2006; Fenz et al., physical security Physical security

2014; Goldstein et al., 2011; Gosavi and Bagade, 2015; Hajdarevic and Allen, 2013; Hajdarevic et al.,
2012; Hong et al., 2003; Kankanhalli et al., 2003; Mazur et al.,, 2015; Mijnhardt et al., 2016; Narain
Singh et al.,, 2014; Norman and Yasin, 2013; Pudar et al., 2009; Sowa and Gabriel, 2009; Tréek, 2003;
Tu and Yuan, 2014; von Solms et al., 1994; Wang and Wulf, 1997; Willison and Backhouse, 2006)
physical access (LeMay et al., 2011; Tréek, 2003)
physical environment (Jafari et al., 2010; Smith et al., 2010; Veiga and Eloff, 2007; Yeh and Chang,
2007)
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Table 5
Compliance & Policy.
First-order code Second-order code Cluster
organizational compliance (Jean Camp and Wolfram, 2004) policy Compliance &
policy compliance (Crossler et al., 2013; Hall et al,, 2011; Hong et al., 2003; Hu et al., 2012; Ifinedo, 2012; Policy

Johnston et al., 2016; Smith et al., 2010; Treek, 2003)

policy (Abu-Musa, 2010; Alavi et al., 2016; Ashenden, 2008; Bayuk and Mostashari, 2013; Boss et al., 2009;
Cavusoglu et al., 2004; Dzazali et al., 2009; Ernest Chang and Ho, 2006; Goel and Chengalur-Smith, 2010;
Hayden, 2010; Hedstrom et al., 2011; Herath and Rao, 2009; Herrera, 2005; Hong et al., 2003; Horne et al.,
2017; Idika and Bhargava, 2012; Jafari et al., 2010; Johnson and Goetz, 2007; Katos and Adams, 2005; Knapp
et al., 2009; Kotenko and Bogdanov, 2009; Kotulic and Clark, 2004; Kraemer et al., 2009; Lowry and Moody,
2015a; 2015b; Merete Hagen et al., 2008; Mijnhardt et al., 2016; Mishra and Chasalow, 2011; Montesdioca and
Magada, 2015; Narain Singh et al., 2014; Nazareth and Choi, 2015; Norman and Yasin, 2013; Ransbotham and
Mitra, 2009; Sharman et al., 2004; Soomro et al., 2016; Straub and Welke, 1998; Tashi and Ghernaouti-Hélie,
2008; Tsiakis and Stephanides, 2005; Tu and Yuan, 2014; Uffen and Breitner, 2013; Vaughn et al., 2003; Veiga
and Eloff, 2007; von Solms and von Solms, 2004; von Solms et al., 1994; Wang et al., 2013; Willison and
Backhouse, 2006; Wood, 1987; Yeh and Chang, 2007)

security compliance (Crossler et al,, 2013; Dzazali et al., 2009; Ernest Chang and Ho, 2006; Fenz et al., 2014;
2013; Hayden, 2010; Herath and Rao, 2009; Ifinedo, 2012; Karjalainen and Siponen, 2011; Kraemer et al., 2009;
Lowry and Moody, 2015a; Mijnhardt et al., 2016; Narain Singh et al., 2014; Sharman et al., 2004; Soomro et al.,
2016; Tu and Yuan, 2014; Willison and Backhouse, 2006; Yulianto et al., 2016)

legal requirements (Alavi et al., 2016; Dzazali et al.,, 2009; Knapp et al., 2009; Kraemer et al., 2009; Manhart and compliance
Thalmann, 2015; Savola and Heinonen, 2011; Sunyaev et al., 2009; Uffen and Breitner, 2013; von Solms and von
Solms, 2004)

law compliance (Hall et al., 2011; Hong et al., 2003; Johnson and Goetz, 2007; Leon and Saxena, 2010; Merete
Hagen et al., 2008; Tariq, 2012; Veiga and Eloff, 2007; Yeh and Chang, 2007)

legislation (Tashi and Ghernaouti-Hélie, 2008; Tréek, 2003)

regulatory requirements (Abu-Musa, 2010; Atoum et al.,, 2014; Bayuk and Mostashari, 2013; Fenz et al,, 2013;
Norman and Yasin, 2013)

regulatory compliance (Horne et al., 2017; Narain Singh et al., 2014)

Table 6

Risk.
First-order code Second-order code Cluster
risk management (Ashenden, 2008; Bayuk and Mostashari, 2013; Bayuk, 2013; Beresnevichiene et al., 2010; risk management Risk

Collier et al., 2016; Coronado et al., 2009; Ernest Chang and Ho, 2006; Fenz et al., 2014; 2013; Gao and Zhong,
2015; Geer et al., 2003; Hajdarevic and Allen, 2013; Hajdarevic et al., 2012; Hall et al., 2011; Horne et al., 2017;
Kotulic and Clark, 2004; Leon and Saxena, 2010; Lowry and Moody, 2015a; Manhart and Thalmann, 2015;
Mazur et al.,, 2015; Merete Hagen et al., 2008; Mijnhardt et al., 2016; Nazareth and Choi, 2015; NIST, 2008;
Norman and Yasin, 2013; Ransbotham and Mitra, 2009; Savola, 2007; 2009; Savola and Heinonen, 2011; Sowa
and Gabriel, 2009; Straub and Welke, 1998; Tu and Yuan, 2014; von Solms et al., 1994; Wang et al., 2013;
Wilkin and Chenhall, 2010; Yaokumah, 2014; Yeh and Chang, 2007)

risk prevention (Hall et al., 2011; Veiga and Eloff, 2007)

risk tolerance (Liang and Xue, 2009)

risk exposure (Mermigas et al.,, 2013)

risk prediction (Fenz et al.,, 2014)

software risk (Boss et al., 2009; Tanna et al., 2005)

system risk (Chai et al., 2011; Pendleton et al., 2017; Willison and Backhouse, 2006)

risk perception (Vance et al., 2014)

risk assessment (Abu-Musa, 2010; Alavi et al., 2016; Azuwa et al,, 2017; Cavusoglu et al., 2004; Chai et al., 2011;
Dogaheh, 2010; Fenz et al., 2014; Goldstein et al., 2011; Gonzalez and Sawicka, 2002; Gosavi and Bagade, 2015;
Hayden, 2010; Hong et al., 2003; Jean Camp and Wolfram, 2004; Joh and Malaiya, 2011; Johnson and Goetz,
2007; Knapp et al., 2009; Siponen and Willison, 2009; Straub and Welke, 1998; Sunyaev et al., 2009; Tashi and
Ghernaouti-Hélie, 2008; Veiga and Eloff, 2007; Verendel, 2009; von Solms et al., 1994)

risk analysis (Goel and Chengalur-Smith, 2010; Hua and Bapna, 2013; Kumar et al.,, 2008; Pudar et al., 2009;
Sunyaev et al.,, 2009; Tsiakis and Stephanides, 2005; Young et al., 2016; Zobel and Khansa, 2012)

local threats (Willison and Backhouse, 2006) threats

threat impact (Alqahtani, 2015; Holm and Afridi, 2015)

available exploits (Holm and Afridi, 2015; Premaratne et al., 2008)

possible threats (Abu-Musa, 2010; Alqahtani, 2015; Azuwa et al., 2017; Bayuk and Mostashari, 2013; Bayuk, 2013;
Ben-Aissa et al., 2012; Boss et al., 2009; Collier et al., 2016; Coronado et al., 2009; Crossler and Belanger, 2012;
Crossler et al., 2013; Dogaheh, 2010; Fenz et al., 2014; 2013; Gao and Zhong, 2015; Gosavi and Bagade, 2015;
Gupta and Hammond, 2005; Hajdarevic and Allen, 2013; Hajdarevic et al., 2012; Hall et al., 2011; Herath et al.,
2014; Herzog et al., 2007; Hu et al., 2012; Hua and Bapna, 2013; Ifinedo, 2012; Jafari et al., 2010; Johnston
et al., 2016; Jones and Horowitz, 2012; Knapp et al., 2009; Lee and Larsen, 2009; Mazur et al., 2015;
Muthukrishnan and Palaniappan, 2016; Nazareth and Choi, 2015; Norman and Yasin, 2013; Pendleton et al.,
2017; Posey et al., 2015; Purboyo et al.,, 2011; Sowa and Gabriel, 2009; Sunyaev et al., 2009; Tariq, 2012; Tran
et al,, 2016; Tréek, 2003; Tsiakis and Stephanides, 2005; Tu and Yuan, 2014; Uffen and Breitner, 2013; Verendel,
2009; von Solms and van Niekerk, 2013; Young et al., 2016; Zobel and Khansa, 2012)
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Table 7

Continuity.
First-order code Second-order code Cluster
business continuity (Dzazali et al., 2009; Hong et al., 2003; Horne et al., 2017; Narain Singh business continuity Continuity

et al., 2014; Smith et al., 2010; Sowa and Gabriel, 2009; Tashi and Ghernaouti-Hélie, 2008;
Tréek, 2003; Veiga and Eloff, 2007)
business continuity plan (Ernest Chang and Ho, 2006; Mijnhardt et al., 2016; Tariq, 2012)

resilience (Bjorck et al., 2015; Collier et al., 2016; Fenz et al., 2013; Johnson and Goetz, 2007; it continuity
Tran et al., 2016; Zalewski et al., 2014; Zobel and Khansa, 2012)

survivability (Katos and Adams, 2005; Vaughn et al., 2003)

contingency plan (Abu-Musa, 2010; von Solms et al.,, 1994; Wood, 1987)

power failure (Gupta and Hammond, 2005)

acts of god (Bjorck et al., 2015; Willison and Backhouse, 2006)

natural disaster (Gupta and Hammond, 2005)

restorability (Bayuk and Mostashari, 2013; Boyer and McQueen, 2007) recovery

disaster recovery (Crossler and Belanger, 2012; Hall et al., 2011; Kumar et al., 2008; Savola,
2009; Tariq, 2012; von Solms et al., 1994; Wilkin and Chenhall, 2010)

Table 8

Infrastructure.
First-order code Second-order code Cluster
infrastructure administration (Hua and Bapna, 2013; Savola and Heinonen, 2011; Wood, 1987) infrastructure Infrastructure
secure environment (Abu-Musa, 2010; AlHogail, 2015; Ernest Chang and Ho, 2006; Gonzalez and overview

Sawicka, 2002; Herath and Rao, 2009; Herrera, 2005; Liang and Xue, 2009; Mijnhardt et al., 2016;
Narain Singh et al., 2014; Norman and Yasin, 2013; Posey et al., 2015; Tréek, 2003; von Solms et al.,
1994; Wood, 1987)

infrastructure security (Crossler and Belanger, 2012; Hong et al., 2003; Katos and Adams, 2005; Treek,
2003)

ict infrastructure (Cavusoglu et al., 2004; Fenz et al., 2013; Horne et al., 2017; Soomro et al., 2016)

equipment (Sharman et al., 2004)

hardware security (Yeh and Chang, 2007)

network security (Azuwa et al., 2017; Bayuk and Mostashari, 2013; Bayuk, 2013; Gosavi and Bagade, network security
2015; Kotenko and Bogdanov, 2009; Mazur et al., 2015)

secure network communication (Azuwa et al., 2017; Fenz et al., 2014; Herzog et al., 2007; Premaratne
et al., 2008; Ransbotham and Mitra, 2009; Smith et al., 2010; Yeh and Chang, 2007)

cryptography (Geer et al., 2003; Herzog et al., 2007; Tréek, 2003; Wang and Wulf, 1997)

encryption (Chai et al.,, 2011; Gosavi and Bagade, 2015; Gupta and Hammond, 2005; Ifinedo, 2012)

network hardening (Idika and Bhargava, 2012)

secure protocol (Ransbotham and Mitra, 2009)

asset identification (Bayuk and Mostashari, 2013; Ernest Chang and Ho, 2006; Fenz et al., 2014; Jafari asset knowledge
et al.,, 2010; Merete Hagen et al., 2008; NIST, 2008; Sharman et al., 2004; Tréek, 2003; von Solms and
van Niekerk, 2013)
asset assessment (Boyer and McQueen, 2007; Gao and Zhong, 2015; Hajdarevic et al., 2012; Herzog
et al., 2007; Jafari et al., 2010; Kraemer et al., 2009; Montesdioca and Magada, 2015; Purboyo et al.,
2011; Smith et al., 2010)
asset management (Crossler et al., 2013; Hall et al., 2011; Hong et al., 2003; Horne et al., 2017;
Ifinedo, 2012; Mijnhardt et al., 2016; Smith et al., 2010; Soomro et al., 2016; Veiga and Eloff, 2007)
asset classification (Narain Singh et al., 2014)

system configuration (Alavi et al., 2016; Bayuk, 2013; Geer et al., 2003; Hua and Bapna, 2013; Jafari system hardening
et al., 2010; Jones and Horowitz, 2012; Kotenko and Bogdanov, 2009; Kraemer et al., 2009; Leon and
Saxena, 2010; Muthukrishnan and Palaniappan, 2016)
system maintenance (Alavi et al., 2016; Ernest Chang and Ho, 2006; Hong et al., 2003; Ifinedo, 2012;
Narain Singh et al., 2014; Nazareth and Choi, 2015; NIST, 2008; Smith et al., 2010; Sowa and Gabriel,
2009; Tréek, 2003; Veiga and Eloff, 2007; Wood, 1987)
system weakness (Goldstein et al., 2011; LeMay et al., 2011; Purboyo et al., 2011; Vaughn et al.,, 2003)

technology architecture (Bjorck et al.,, 2015; Cavusoglu et al., 2004; Johnson and Goetz, 2007; Knapp architectural
et al.,, 2009; Mijnhardt et al., 2016) factors

firewall architecture (Sharman et al., 2004)

system architecture (Jones and Horowitz, 2012; Soomro et al., 2016; Yeh and Chang, 2007)

connections with public network (Johnson and Goetz, 2007; Sharman et al., 2004) external

access points (NIST, 2008) connections

external system connections (Pudar et al., 2009; von Solms and van Niekerk, 2013)
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Table 9
Access control.
First-order code Second-order code Cluster
identity (Gosavi and Bagade, 2015; Mijnhardt et al.,, 2016; Savola and Heinonen, 2011; Wang and Wulf, 1997) identity Access control
account management (Anderson and Moore, 2006; Osvaldo De Sordi et al., 2014) management access
access control (Abu-Musa, 2010; Azuwa et al., 2017; Bayuk and Mostashari, 2013; Beresnevichiene et al., 2010; control

Boyer and McQueen, 2007; Chai et al., 2011; Crossler and Belanger, 2012; Dhillon and Torkzadeh, 2006;
Dogaheh, 2010; Dzazali et al., 2009; Ernest Chang and Ho, 2006; Geer et al., 2003; Herzog et al., 2007; Holm
and Afridi, 2015; Hong et al., 2003; Ifinedo, 2012; Jafari et al., 2010; Mijnhardt et al., 2016; Narain Singh et al.,
2014; Ransbotham and Mitra, 2009; Tréek, 2003; Veiga and Eloff, 2007; Willison and Backhouse, 2006)
access rights (Sharman et al., 2004)
software access control (LeMay et al., 2011; Smith et al., 2010; Wang and Wulf, 1997)

Table 10

Awareness.
First-order code Second-order code Cluster
personnel security (Ernest Chang and Ho, 2006; Goel and Chengalur-Smith, 2010; Herath and Rao, 2009; awareness Awareness

Herrera, 2005; Kankanhalli et al., 2003; Narain Singh et al., 2014; Ransbotham and Mitra, 2009; Smith
et al,, 2010; Sowa and Gabriel, 2009; Tréek, 2003; Uffen and Breitner, 2013; Vaughn et al., 2003; von Solms
and von Solms, 2004; von Solms et al., 1994; Yeh and Chang, 2007)

awareness (Abu-Musa, 2010; Alavi et al., 2016; Alqahtani, 2015; Ashenden, 2008; Atoum et al., 2014;
Coronado et al., 2009; Dhillon and Torkzadeh, 2006; Dinev et al., 2009; Dzazali et al., 2009; Gao and
Zhong, 2015; Hall et al., 2011; Hong et al., 2003; Jafari et al., 2010; Johnson and Goetz, 2007; Kankanhalli
et al., 2003; Karjalainen and Siponen, 2011; Knapp et al., 2009; Kraemer et al., 2009; Manhart and
Thalmann, 2015; Merete Hagen et al., 2008; Narain Singh et al., 2014; Norman and Yasin, 2013; Pendleton
et al., 2017; Sharman et al., 2004; Soomro et al., 2016; Sowa and Gabriel, 2009; Straub and Welke, 1998;
Tran et al., 2016; Tu and Yuan, 2014; Veiga and Eloff, 2007; Velki et al., 2014; von Solms and von Solms,
2004; Wang et al., 2013; Wilkin and Chenhall, 2010; Willison and Backhouse, 2006; Yeh and Chang, 2007;
Zobel and Khansa, 2012)

people (AlHogail, 2015; Gonzalez and Sawicka, 2002; Hall et al., 2011; Horne et al., 2017; Sharman et al.,
2004; Yulianto et al., 2016)

technology awareness (Dinev and Hu, 2007; Herath et al., 2014)

training (AlHogail, 2015; Ashenden, 2008; Dogaheh, 2010; Karjalainen and Siponen, 2011; Lowry and Moody, user knowledge
2015a; Merete Hagen et al., 2008; NIST, 2008; Posey et al., 2015; Sharman et al., 2004; Tran et al., 2016)

skills (Alavi et al., 2016)

user knowledge (Abu-Musa, 2010; Alqahtani, 2015; Fenz et al., 2014; Hajdarevic et al., 2012; Horne et al.,
2017; Johnson and Goetz, 2007; Lowry and Moody, 2015b; Manhart and Thalmann, 2015; Nazareth and
Choi, 2015; Posey et al., 2015; Veiga and Eloff, 2007; Wood, 1987)

education (Kraemer et al.,, 2009; Willison and Backhouse, 2006)

it competence (Ernest Chang and Ho, 2006; Tu and Yuan, 2014)

user activities (Bjorck et al., 2015; Geer et al,, 2003; Vance et al., 2014) behavior

human interaction (Kotenko and Bogdanov, 2009; Tréek, 2003)

human error (Alavi et al., 2016; Kraemer et al., 2009; Vaughn et al., 2003)

user error (Gupta and Hammond, 2005)

user/human behavior (Boss et al., 2009; Crossler et al., 2013; Dinev et al., 2009; Dinev and Hu, 2007;
Dogaheh, 2010; Gonzalez and Sawicka, 2002; Hedstrom et al., 2011; Herath and Rao, 2009; Hua and Bapna,
2013; Ifinedo, 2012; Johnston et al., 2016; Karjalainen and Siponen, 2011; Kraemer et al., 2009; Liang and
Xue, 2009; Lowry and Moody, 2015a; Merete Hagen et al., 2008; Montesdioca and Magada, 2015; Narain
Singh et al., 2014; Soomro et al., 2016; Sowa and Gabriel, 2009; Uffen and Breitner, 2013; Vance et al.,
2014; Veiga and Eloff, 2007; Velki et al., 2014; von Solms and van Niekerk, 2013)

criminal behavior (Kankanhalli et al,, 2003)

attack behavior (Gao and Zhong, 2015; Pudar et al.,, 2009)

ethical dimension (von Solms and von Solms, 2004) ethical factors
work ethic (Dhillon and Torkzadeh, 2006)

ethical environment (Dhillon and Torkzadeh, 2006; Veiga and Eloff, 2007)

work situation (Dhillon and Torkzadeh, 2006)

security culture (Alavi et al., 2016; AlHogail, 2015; Ashenden, 2008; Boss et al., 2009; Collier et al., 2016; culture
Dinev et al., 2009; Herath and Rao, 2009; Hu et al., 2012; Johnson and Goetz, 2007; Knapp et al., 2009;
Kraemer et al.,, 2009; Merete Hagen et al., 2008; Narain Singh et al., 2014; Norman and Yasin, 2013; Tu and
Yuan, 2014; Veiga and Eloff, 2007)
philosophical culture (Yulianto et al., 2016)
personal privacy (Ben-Aissa et al.,, 2012; Boss et al., 2009; Coronado et al., 2009; Dhillon and Torkzadeh, personal security
2006; Dogaheh, 2010; Fenz et al., 2013; Savola, 2009; Tariq, 2012; Wilkin and Chenhall, 2010)
trust (Boss et al., 2009; Coronado et al., 2009; Dhillon and Torkzadeh, 2006; Dogaheh, 2010; Dzazali et al.,
2009; Gao and Zhong, 2015; Horne et al., 2017; Johnston et al., 2016; Lowry and Moody, 2015b; Sowa and
Gabriel, 2009; Tariq, 2012; Veiga and Eloff, 2007)
personal needs (Dhillon and Torkzadeh, 2006)
individual belief (Hu et al., 2012)
individual impact (Norman and Yasin, 2013)
usefulness | easy to use (Dinev et al.,, 2009; Dinev and Hu, 2007; Osvaldo De Sordi et al., 2014) usability
usability (Bayuk, 2013; Dinev and Hu, 2007; Lee and Larsen, 2009; Verendel, 2009)
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Table 11

CIA.
First-order code Second-order code Cluster
reliability (Ben-Aissa et al., 2012; Savola and Heinonen, 2011; Verendel, 2009; Wang and Wulf, 1997; protection goals CIA

Zalewski et al., 2014)

authenticity (Azuwa et al., 2017; Ben-Aissa et al., 2012; Gosavi and Bagade, 2015; Holm and Afridi,
2015; Jafari et al., 2010; Katos and Adams, 2005; Savola, 2009; Savola and Heinonen, 2011; Tréek,
2003; Tsiakis and Stephanides, 2005; Wang and Wulf, 1997)

accountability (Dhillon and Torkzadeh, 2006; Leon and Saxena, 2010; Wood, 1987)

non-repudiation (Ben-Aissa et al., 2012; Jafari et al., 2010; Purboyo et al., 2011; Savola, 2009; Treek,
2003; Tsiakis and Stephanides, 2005; Wang and Wulf, 1997)

data integrity (Boyer and McQueen, 2007; Dhillon and Torkzadeh, 2006; Gupta and Hammond, 2005; integrity
Tariq, 2012)

transaction integrity (Gupta and Hammond, 2005)

process/organizational integrity (Dhillon and Torkzadeh, 2006)

integrity (Abu-Musa, 2010; Ashenden, 2008; Bayuk and Mostashari, 2013; Ben-Aissa et al., 2012;
Beresnevichiene et al.,, 2010; Cavusoglu et al., 2004; Dzazali et al., 2009; Ernest Chang and Ho, 2006;
Goel and Chengalur-Smith, 2010; Goldstein et al., 2011; Hajdarevic and Allen, 2013; Hall et al., 2011;
Hedstrom et al., 2011; Herath et al., 2014; Holm and Afridi, 2015; Hong et al., 2003; Horne et al.,
2017; Hu et al.,, 2012; Hua and Bapna, 2013; Jafari et al., 2010; Joh and Malaiya, 2011; Knapp et al.,
2009; Leon and Saxena, 2010; Mijnhardt et al., 2016; Mishra and Chasalow, 2011; Muthukrishnan and
Palaniappan, 2016; Nazareth and Choi, 2015; Posey et al., 2015; Pudar et al., 2009; Purboyo et al.,
2011; Savola, 2009; Savola and Heinonen, 2011; Sowa and Gabriel, 2009; Tariq, 2012; Tashi and
Ghernaouti-Hélie, 2008; Treek, 2003; Tsiakis and Stephanides, 2005; Tu and Yuan, 2014; Uffen and
Breitner, 2013; von Solms and van Niekerk, 2013; Wang and Wulf, 1997; Wilkin and Chenhall, 2010;
Yaokumah, 2014; Zalewski et al., 2014)

available information (Dhillon and Torkzadeh, 2006) availability

availability (Abu-Musa, 2010; Ashenden, 2008; Bayuk and Mostashari, 2013; Ben-Aissa et al., 2012;
Beresnevichiene et al., 2010; Cavusoglu et al., 2004; Dogaheh, 2010; Dzazali et al., 2009; Ernest Chang
and Ho, 2006; Goel and Chengalur-Smith, 2010; Goldstein et al., 2011; Gupta and Hammond, 2005;
Hajdarevic and Allen, 2013; Hall et al.,, 2011; Hedstrém et al., 2011; Herath et al., 2014; Holm and
Afridi, 2015; Horne et al., 2017; Hu et al., 2012; Jafari et al.,, 2010; Joh and Malaiya, 2011; Knapp
et al., 2009; Kraemer et al., 2009; Leon and Saxena, 2010; Mijnhardt et al., 2016; Mishra and
Chasalow, 2011; Muthukrishnan and Palaniappan, 2016; Nazareth and Choi, 2015; Norman and Yasin,
2013; Posey et al.,, 2015; Pudar et al., 2009; Purboyo et al., 2011; Savola, 2009; Sowa and Gabriel,
2009; Tashi and Ghernaouti-Hélie, 2008; Tu and Yuan, 2014; Uffen and Breitner, 2013; von Solms and
van Niekerk, 2013; Wang and Wulf, 1997; Zalewski et al., 2014)

confidentiality (Abu-Musa, 2010; Ashenden, 2008; Bayuk and Mostashari, 2013; Ben-Aissa et al., 2012; confidentiality
Beresnevichiene et al., 2010; Cavusoglu et al., 2004; Dogaheh, 2010; Dzazali et al., 2009; Ernest Chang
and Ho, 2006; Goel and Chengalur-Smith, 2010; Goldstein et al., 2011; Hajdarevic and Allen, 2013;
Hall et al., 2011; Hedstrém et al., 2011; Herath et al., 2014; Holm and Afridi, 2015; Hong et al., 2003;
Horne et al., 2017; Hu et al., 2012; Jafari et al., 2010; Joh and Malaiya, 2011; Knapp et al., 2009; Leon
and Saxena, 2010; Mijnhardt et al., 2016; Mishra and Chasalow, 2011; Muthukrishnan and
Palaniappan, 2016; Nazareth and Choi, 2015; Osvaldo De Sordi et al., 2014; Posey et al., 2015; Pudar
et al., 2009; Purboyo et al., 2011; Savola, 2009; Sowa and Gabriel, 2009; Tashi and Ghernaouti-Hélie,
2008; Treek, 2003; Tsiakis and Stephanides, 2005; Tu and Yuan, 2014; Uffen and Breitner, 2013; von
Solms and van Niekerk, 2013; Wang and Wulf, 1997; Yaokumah, 2014; Zalewski et al., 2014)

Table 12
Organizational factors.
First-order code Second-order code Cluster
organization size (Coronado et al., 2009; Ernest Chang and Ho, 2006; Kankanhalli et al., 2003; organizational Organizational
Kotulic and Clark, 2004; Lee and Larsen, 2009; Lowry and Moody, 2015b; Narain Singh et al., factors factors

2014; Norman and Yasin, 2013)

organizational factors (AlHogail, 2015; Fenz et al., 2014; Herath and Rao, 2009; Hong et al.,
2003; Kraemer et al., 2009; Leon and Saxena, 2010; Manhart and Thalmann, 2015; Savola,
2007; Soomro et al., 2016; Sowa and Gabriel, 2009; Sunyaev et al., 2009; Tréek, 2003; Tu and
Yuan, 2014; Vaughn et al., 2003; Veiga and Eloff, 2007; von Solms and von Solms, 2004)

organization structure (Abu-Musa, 2010; Atoum et al.,, 2014; Kotulic and Clark, 2004; Tu and
Yuan, 2014; Yeh and Chang, 2007)

industry type (Coronado et al.,, 2009; Dzazali et al., 2009; Ernest Chang and Ho, 2006;
Kankanhalli et al., 2003; Narain Singh et al., 2014; Norman and Yasin, 2013; Yeh and Chang,
2007)

external conditions (Sharman et al., 2004) external factor
reputation (Gao and Zhong, 2015; Osvaldo De Sordi et al., 2014; Tu and Yuan, 2014)
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Table 13
Security management.
First-order code Second-order code Cluster
counter es (. es) (Alavi et al., 2016; Crossler et al., 2013; Fenz et al., 2014; 2013; control Security
Herzog et al., 2007; Kotulic and Clark, 2004; Kumar et al., 2008; Leon and Saxena, 2010; development management

Mermigas et al., 2013; Pendleton et al., 2017; Pudar et al., 2009; Ransbotham and Mitra,
2009; Tashi and Ghernaouti-Hélie, 2008)

security control (Alavi et al.,, 2016; Ashenden, 2008; Atoum et al., 2014; Azuwa et al., 2017;
Bayuk and Mostashari, 2013; Cavusoglu et al., 2004; Collier et al., 2016; Fenz et al., 2013;
Goldstein et al., 2011; Hajdarevic and Allen, 2013; Hedstrém et al., 2011; Hong et al., 2003;
Horne et al., 2017; Johnson and Goetz, 2007; Jones and Horowitz, 2012; Knapp et al., 2009;
Leon and Saxena, 2010; Lowry and Moody, 2015a; 2015b; Mazur et al., 2015; Narain Singh
et al., 2014; Savola, 2007; Savola and Heinonen, 2011; Siponen and Willison, 2009; Sowa and
Gabriel, 2009; Sunyaev et al., 2009; Tsiakis and Stephanides, 2005; Young et al., 2016;
Zalewski et al., 2014; Zobel and Khansa, 2012)

control rec dation/impl ation (Wood, 1987)

safeguards (Dzazali et al., 2009; Fenz et al.,, 2014; Ifinedo, 2012; Liang and Xue, 2009; Tashi and
Ghernaouti-Hélie, 2008; Willison and Backhouse, 2006; Yulianto et al., 2016)

incident response (Abu-Musa, 2010; Alavi et al., 2016; Algahtani, 2015; Bayuk and Mostashari, incident
2013; Hajdarevic et al., 2012; Hall et al., 2011; Ifinedo, 2012; Jafari et al., 2010; Jean Camp management
and Wolfram, 2004; Sowa and Gabriel, 2009; Veiga and Eloff, 2007)

incident handling (Johnson and Goetz, 2007; Sharman et al., 2004)

compromise detection (Boyer and McQueen, 2007; Ransbotham and Mitra, 2009; Savola, 2007)

breach investigation (Wood, 1987)

incident management (Mijnhardt et al.,, 2016; Muthukrishnan and Palaniappan, 2016; Narain
Singh et al., 2014; Tran et al., 2016)

fraud detection (Goldstein et al.,, 2011; Tran et al., 2016)

compliance check (Wood, 1987) monitor and check

evaluation (measurement) (Azuwa et al.,, 2017; Gosavi and Bagade, 2015; Pendleton et al.,
2017; Savola, 2013; Tu and Yuan, 2014; Wood, 1987; Yaokumah, 2014; Zalewski et al., 2014)

surveillance (Sharman et al., 2004)

monitoring (Bayuk and Mostashari, 2013; Mazur et al., 2015; Nazareth and Choi, 2015; Savola,
2013; Sharman et al., 2004)

auditing (Ashenden, 2008; Atoum et al., 2014; Azuwa et al.,, 2017; Bayuk and Mostashari, 2013;
Jafari et al., 2010; Katos and Adams, 2005; Knapp et al., 2009; Leon and Saxena, 2010; Mishra
and Chasalow, 2011; Narain Singh et al., 2014; Ransbotham and Mitra, 2009; Savola, 2009;
Sharman et al., 2004; Tréek, 2003; von Solms and von Solms, 2004)

certification (Savola, 2007; Sowa and Gabriel, 2009; Veiga and Eloff, 2007; von Solms and von
Solms, 2004)

operational processes (Ashenden, 2008; Hayden, 2010; Jafari et al.,, 2010; Johnson and Goetz, operational rules
2007; Sowa and Gabriel, 2009; Tréek, 2003)

administrative security (Kankanhalli et al., 2003; Yeh and Chang, 2007)

procedures (Boss et al., 2009; Cavusoglu et al., 2004; Dzazali et al., 2009; Hedstrém et al., 2011;
Herath and Rao, 2009; Hong et al., 2003; Karjalainen and Siponen, 2011; Kotulic and Clark,
2004; Merete Hagen et al., 2008; Montesdioca and Magada, 2015; Osvaldo De Sordi et al.,
2014; Tashi and Ghernaouti-Hélie, 2008; Tsiakis and Stephanides, 2005; Veiga and Eloff, 2007)

processes (Abu-Musa, 2010; Bayuk and Mostashari, 2013; Goel and Chengalur-Smith, 2010;
Goldstein et al., 2011; Hajdarevic et al., 2012; Hall et al., 2011; Horne et al., 2017; Kotulic and
Clark, 2004; Mazur et al.,, 2015; Montesdioca and Magada, 2015; Norman and Yasin, 2013;
Purboyo et al., 2011; Ransbotham and Mitra, 2009; Tsiakis and Stephanides, 2005; Vaughn
et al., 2003; Yulianto et al., 2016; Zalewski et al., 2014)

operational readiness(Vaughn et al., 2003)

process documentation (Sowa and Gabriel, 2009; Yulianto et al., 2016)

standards (best practices) (Abu-Musa, 2010; Azuwa et al., 2017; Fenz et al., 2013; Goldstein standards
et al.,, 2011; Hajdarevic and Allen, 2013; Hajdarevic et al., 2012; Knapp et al., 2009; Leon and
Saxena, 2010; Mermigas et al., 2013; Mijnhardt et al.,, 2016; Norman and Yasin, 2013; Smith
et al., 2010; Sunyaev et al., 2009; Tu and Yuan, 2014; Uffen and Breitner, 2013; von Solms
and von Solms, 2004; Wang et al., 2013; Yulianto et al., 2016)

ISMS (Azuwa et al., 2017; Hajdarevic and Allen, 2013; Hajdarevic et al., 2012; Herrera, 2005;
Mijnhardt et al., 2016; Savola, 2007)

impl ion (Ernest Chang and Ho, 2006)

management system (Ashenden, 2008)

governance (Abu-Musa, 2010; Atoum et al., 2014; Horne et al., 2017; Knapp et al., 2009; Kotulic
and Clark, 2004; Norman and Yasin, 2013; von Solms and von Solms, 2004; Yaokumah, 2014)

C ication (Alavi et al., 2016; AlHogail, 2015; Dhillon and Torkzadeh, 2006; communication
Johnson and Goetz, 2007; Kraemer et al., 2009; Narain Singh et al., 2014; Norman and Yasin,
2013; Smith et al., 2010; Treek, 2003; Veiga and Eloff, 2007)

security enforcement (Savola, 2009)

deterrence (Johnston et al., 2016; Mishra and Chasalow, 2011)

sanctions (Johnston et al.,, 2016; Lowry and Moody, 2015b)

responsibility (Abu-Musa, 2010; Dhillon and Torkzadeh, 2006; Dzazali et al., 2009; Horne et al., responsibility
2017; Kraemer et al., 2009; Posey et al., 2015; Sowa and Gabriel, 2009; Wood, 1987)

ownership (AlHogail, 2015; Dhillon and Torkzadeh, 2006; Sharman et al., 2004)
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Table 14

Resources.
First-order code Second-order code Cluster
cost (Alavi et al., 2016; Arora et al., 2010; Ben-Aissa et al., 2012; Geer et al., 2003; Hayden, 2010; investment balance Resources

Ifinedo, 2012; Jafari et al., 2010; Lee and Larsen, 2009; LeMay et al., 2011; Liang and Xue, 2009;
Mishra and Chasalow, 2011; Nazareth and Choi, 2015; Tariq, 2012; Tashi and Ghernaouti-Hélie,
2008; Verendel, 2009; Zobel and Khansa, 2012)

cost-benefit/effectiveness (Cavusoglu et al., 2004; Gonzalez and Sawicka, 2002; Ransbotham and
Mitra, 2009; Savola, 2007; Sowa and Gabriel, 2009)

possible cost (Tréek, 2003)

ROSI (Alavi et al., 2016; Cavusoglu et al.,, 2004; Chai et al., 2011; Coronado et al., 2009; Dzazali
et al., 2009; Fenz et al., 2013; Gao and Zhong, 2015; Goldstein et al., 2011; Hayden, 2010; Hua
and Bapna, 2013; Leon and Saxena, 2010; Lowry and Moody, 2015b; Merete Hagen et al., 2008;
Muthukrishnan and Palaniappan, 2016; Nazareth and Choi, 2015; Posey et al., 2015; Pudar et al.,
2009; Tashi and Ghernaouti-Hélie, 2008; Tsiakis and Stephanides, 2005; Veiga and Eloff, 2007;

Wang et al., 2013; Young et al., 2016)

human resources (Atoum et al., 2014; Dhillon and Torkzadeh, 2006; Kankanhalli et al., 2003;

human resources

Kraemer et al., 2009; Mijnhardt et al., 2016; Savola, 2007; Soomro et al., 2016; Veiga and Eloff,

2007; Willison and Backhouse, 2006)

financial resources (Kankanhalli et al.,, 2003; Muthukrishnan and Palaniappan, 2016; Sowa and

Gabriel, 2009; Tu and Yuan, 2014)
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ABSTRACT

Information security metrics are used to measure the effectiveness
of information security countermeasures. A large number of met-
rics and their technical nature creates difficulties when generating
reports for the information security management level of an orga-
nization. Managers struggle with the usefulness and clarity of the
metrics because they are not linked to the security management
goals. Also, responsible managers with no technical information
security background struggle to understand the metrics. Therefore,
this study uses a state-of-the-art literature analysis together with
the Goal-Question-Metric approach to investigate linking technical
security metrics to management success factors. This study enables
the management to design appropriate security reports for their
organization and to direct the metrics toward making goal-oriented
decisions. Furthermore, the study invites future research by reveal-
ing areas in which security metrics do not exist and create new
solutions and studies to suggest a standardized information security

dashboard.
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1 INTRODUCTION

Information security is one of an organization‘s most important
issues. If an organization does not deal with information security,
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the repercussions affect not only finances but also the firm's rep-
utation and legal standing [51]. Therefore, various standards and
best practices like the ISO/IEC 27000 series, the NIST 800 series or
other national and international frameworks like COBIT or ITIL
have been put in place. These standards all deal with metrics and
measurements for the implementation and further improvement of
the information security management within organizations.

An information security assessment is one of the most impor-
tant activities conducted by information security management and
technical information security employees. Audits or security met-
rics are the methods used to assess an organization‘s information
security status. Because information security can not be measured
directly [56], multiple measures will be needed in order to quantify
aspects of the complex information security construct [52]. There-
fore, most of the standards and best practices currently in place
describe multiple metrics needed to quantify certain aspects of in-
formation security. These standards and best practices include the
ISO/IEC 27000 series with the ISO/IEC 27004 document [29] and
the NIST 800 series with the special publication NIST SP 800-55r1
[36] to mention only two.

These standards have different areas of focus. While the ISO/IEC
27000 covers the information security management perspective,
the NIST 800 series deals with a more technical view. The differ-
ent perspectives are derived from the shift in responsibility from
the technical information security employees to management [20].
Management has other questions than technical employees have.
These include questions like whether the security is better this year,
what management is getting for their security dollars or even how
to compare their security to that of their peers [24]. These questions
must be answered not only by information security experts who
have become managers but also by managers with less security
knowledge. These managers are often located in small- and medium-
sized businesses and came from other areas of expertise. Now they
have to deal with issues involving complex information security
and be responsible for it. To answer the management questions,
rigorous metrics need to be defined and linked to the organization's
management goals in order to support management decisions.

There are various information security metrics and frameworks
in place for management. However, there is a gap in the connection
between the technical security metrics and managements goals.
Information security managers tend to develop metrics with a top-
down approach based on international standards, but they do not
consider the realities of daily work [26]. Also, many security man-
agers make decisions based on their experience, judgment and best
knowledge. The reason for this is that managers do not have effec-
tive metrics in place, that security is complex and sensitive, and
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managers sometimes do not have enough historical data [14]. Re-
cent research articles have mentioned the gap that exists because of
security metrics that are not connected to existing information secu-
rity models or are not aligned to the management goals and strategic
objectives of information security management [4, 6, 17, 19, 38].

This paper investigates the question of how information security
metrics characterize and quantifies certain aspects of management
success factors in the information security area. For this purpose, a
literature analysis was conducted to obtain information security
metrics. The next step was to use 12 management success factors
[20] as goals to conduct a Goal-Question-Metric approach in con-
junction with the previously obtained information security metrics.
This methodology was suggested by Rudolph and Schwarz [42]
which also stated the given gap and conclude, that this should “lead
to a more goal-oriented strategy for deriving metrics that answers
relevant questions and met predefined security goals”. The result
is a list of metrics organized in clusters by questions and overall
information security management goals. To the best knowledge
of the authors, this is the first time information security metrics
and information security management goals have been mapped
this way. This research also includes a detailed description of what
these metrics measure from the management perspective.

The remainder of this paper is structured as follows. Section
2 discusses the background and related work as well as the pre-
requisites for this paper. Section 3 outlines the methodology used
to obtain the results. The results with the clustered information
security metrics, the linkage to the management goals and a de-
tailed description is given in section 4. Section 5 critically discusses
the results and contains suggestions for future research. The paper
closes with a conclusion of the entirety of the work in section 6.

2 BACKGROUND AND RELATED WORK

A discussion of the link between information security metrics and
the information security management goals includes the back-
ground of both worlds. Thus, section 2.1 outlines the information
security metrics with their different research areas and their fo-
cus in the past. Also, a definition of the terms is given within this
section. In section 2.2, an introduction to the current standards
and best practices in information security management is included
along with management success factors defined in the literature.

2.1 Information Security Metrics

The terms metric and measure are mostly used as synonyms in both
practice and the literature. Also, the term metric does have different
definitions depending on the subject area, the authors’ preference,
or the context in which they are being used. Azuwa et al. [4] reveals

six different definitions of the term metric and measurement. This

work differentiates the meaning of metrics and the measurement
according to Pendleton et al. [38]. The authors noted that “metric
refers to assigning a value to an object while measurement is the
process of estimating attributes of an object” [38]. In order to clarify
the meaning of metrics, the following definition by Verendel [53]

is used in this research: “A metric assigns data onto some kind of
scale in order to correctly represent some security attribute of a system
under consideration” [53].
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Information security metrics are well discussed in existing re-
search. Articles deal with the development of metrics [17, 35, 55, 56],
taxonomies [38, 39, 52], usefulness of individual metrics [7, 44] and
their visualization [45]. This underlines the statement that the “de-
velopment of metrics that are valuable for assessing security and
decision making is an important element of efficient counteractions
to cyber threats” [21]. However, as multiple authors have pointed
out, there is a lack of a link between information security metrics
and management goals [4, 6, 17, 19, 38].

2.2 Information Security Management

Information security management is currently based on interna-
tional standards and best practices. The ISO/IEC 27000 series is
one of the most used standards and defines an information security
management system (ISMS). The ISMS is based on risk assessment
and the individual risk acceptance level of an organization. “It is
a systematic approach for establishing, implementing, operating,
monitoring, reviewing, maintaining and improving an organiza-
tion’s information security to achieve business objectives” [28].
Besides the ISO/IEC 27000, there are other well-known frameworks
and best practices like the NIST 800 series, COBIT, ISF, and NIST.
Not all of them deal exclusively with information security manage-
ment but they all do at least deal with parts of it. These documents
define certain metrics for measuring the effectiveness of the ISMS.
However, these metrics do not completely cover the minimum se-
curity requirements [36], and they struggle in structure and clarity
as a recent study of McKinsey & Company pointed out [9].

Soomro et al. [47] introduced a literature review on informa-
tion security management and concluded that a holistic view on
information security is missing in the literature. Based on this ar-
gumentation, Diesch et al. [20] developed a comprehensive model
of management success factors for information security decision-
makers based on standards, a state-of-the-art literature analysis,
and an expert interview series. The model proposes 12 management
success factors that have to be taken into account when making
information-security-related decisions and deriving corrective ac-
tions. These factors are access control, awareness, infrastructure,
vulnerability, physical security, CIA triad, continuity, risk, compli-
ance & policy, security management, organizational factors, and
resources. The first five factors are defined as key security indicators
and the root cause of information security management decisions.
As suggested within this article, these management success factors
serve as management goals for this research. These categories were
used because no other comprehensive model or theory was present
in the literature - to the best of the authors knowledge.

3 METHODOLOGY

This section describes the methodology used to define metrics
within current literature (section 3.1). It also describe the Goal-
Question-Metric approach to link the metrics to management suc-
cess factors (section 3.2).

3.1 Literature Analysis

The literature analysis has the goal to define metrics used in prac-
tice for describing aspects of information security. To reproduce
the process of getting literature sources, the method of Webster and
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Table 1: Literature search process.

Data source Hits Reduction Relevant
OpacPlus 132 25 15
ScienceDirect 489 12 4
Google Scholar 100 6 5
Standards 2 2
Total 721 45 26

Watson [54] was used. To obtain the most relevant literature in the
search process, a keyword search was performed within academic
databases. The searched databases were ScienceDirect, OpacPlus,
and Google Scholar. OpacPlus is a wrapper that encompasses mul-
tiple databases like Scopus, Elsevier, IEEE Xplore, and Wiley to
mention just a few. The search within Google Scholar was limited
to the first 100 articles because the most relevant sources always
appear on the first page [46]. The search string that was used to get
the initial list of articles was: “(information OR cyber) AND security
AND (metrics OR indicators OR measures)”. The search was con-
ducted by searching within the title, abstract, and keyword fields.
The next step in the search process was to filter the number of
articles according to the relevant articles by topic based on the title
and abstract without duplicates. Finally, the articles were analyzed
by searching for metrics. Articles that do not introduce metrics to
measure an aspect of information security was excluded. All the
steps and the number of articles within these steps are shown in
table 1. In addition to the database search, the standards ISO/IEC
27004 [29] and NIST SP 800-55 [36] were included in the literature
analysis. The 45 resulting articles in the reduction step were ana-
lyzed by the first two steps of the “open-axial-selective” approach
[18], which is not just the definition of clusters to a whole article
but is about assigning first-order-codes to the content of the articles.
The resulting metrics were first-order-codes. The second step is to
combine synonyms and their meanings into second-order-codes.
These are the result metrics for the step described in the follow-
ing section 3.2. With this approach, metrics are included that are
part of standards and best practices or are introduced by academic
literature to measure aspects of information security.

3.2 The Goal-Question-Metric Approach

The Goal-Question-Metric approach [5] is the most known and ac-
cepted method to develop goal-oriented metrics. One requirement
for metrics is, that they should be goal-oriented by definition. There-
fore, the last step of the previously stated “open-axial-selective”
approach, which would be clustering the metrics by their meanings,
is replaced. A clustering from bottom to top would result in metric-
oriented clusters. Instead, a top-down approach from management
success factors to metrics was used to cluster the metrics defined in
the previous step. First, the 12 given management success factors
(section 2.2) were used as goals for management. Second, questions
were developed to explain aspects of each given goal. Last, the given
metrics were assigned to the questions in order to quantify aspects
of the goals. Metrics that could not be assigned in order to answer
a given question were considered to be not goal-oriented.
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Table 2: Symbols used for information security metrics.

Symbol Meaning Example
% Percent % user accounts in compliance
> Sum of > admin violations
(%] Average @ attack path death

4 METRICS AND THEIR LINK TO
MANAGEMENT GOALS

Each management success factor [20] was given numerous ques-
tions that were derived from different standards and the problems
described in the literature. The questions not only result from the
literature analyzed but also from the clustering of the different met-
rics. The Goal-Question-Metric approach resulted in 50 questions
that describe aspects of the 12 management success factors. The
analysis of the 45 scientific articles of which 26 articles described
different security metrics resulted in 322 metrics as first-order-
codes. The linkage stage - included the elimination of duplicates
- resulted in 195 metrics linked to the questions and, therefore, to
the management goals.

The following subsections describe each factor with their re-
lated questions and metrics as well as how they quantify the given
information security management goal. The metrics include sev-
eral symbols. Table 2 show the meaning of each symbol with an
example.

4.1 Access Control

The goal of Access Control is the regulation and minimization of
access to applications, data, and infrastructure. The main challenges
are off- and on-boarding processes and rules like “bring your own
device” [20] which increases the difficulty to manage access control.

Table 3 shows the related questions and the consolidated metrics
from literature. Three main areas are important for organizations.
First, the user accounts which are present in the infrastructure
have to be compliant with given rules. Second, the users with ex-
tended rights on systems have to be monitored, because the misuse
or corruption of these identities can cause great harm which re-
sults in an increased risk for the organization. The last area of
interest are indicators of how strong the protection is. This area
includes multiple metrics that count violations related to access
control which indicates weak protection as well as possibilities to
test the access control protection without having a violation. For
example, the average password crack time indicates whether the
passwords of identities are strongly protected against these types
of attacks. All percentages and averages are based on the under-
lying number of available constructs described within the metric.

The “% password matches minimum requirements” is calculated as
3 Passwords match minimum requirements
> Passwords .

4.2 Awareness

Awareness contains all activities and countermeasures to aware
employees, managers and all people about information security
issues and can not be treated by technical solutions. Metrics within
this area deal with awareness training, awareness violations, and
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Table 3: Metrics to quantify access control.
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Table 4: Metrics to quantify awareness.

Question

Metric

Question

Metric

Are user accounts com-
pliant?

% user accounts in compliance [13]

Are all users known?

3 users [32], % individuals screened
before enter the organization [36]

Which users have ad-
min rights?

> users with admin password or su-
peruser or root privileges [11, 36, 50]

Are departments in-
volved in information

% departments represented in the se-
curity committee [27]

> unauthorized access/intrusion suc-
cesses [13, 16, 25, 36, 41], 3 strong
credential keys [11], X failed logon
attempts [13, 41], X logon violations
[32], @ password crack time [12, 27,
29], ¥ attempts to change security set-
tings [25], % password matches min-
imum requirements [29, 40], % op-
tional two factor authentication [40]

How strong is the ac-
cess protected?

business management. To give an overview of information security
awareness, the information security department or management
must have an overview of the current users or employees within the
organization. This leads to metrics like “Y users” that are not related
to information security in the first place but have to be monitored
in order to calculate percentages out of it. Also, all departments
of an organization should be involved in the information security
department in order to meet information security requirements. A
major area of interest is the awareness training. This area is strongly
represented in literature as well as measures to assess violations
related to awareness policies. The most cited author within this
area is Torres et al. [50] which defines multiple metrics to measure
information security awareness training. The related questions are
shown in Table 4.

4.3 Infrastructure

The Infrastructure is in contrast to vulnerabilities about the hard-
ening of systems and all the components of the infrastructure. It is
not just about hardening but also about knowledge of the infras-
tructure, its components, and also what attacks can occur within it.
Table 5 shows the different areas of interest. The most crucial part
is the questions about the knowledge of the current infrastructure
of an organization. If an infrastructure component is not known or
not managed by the security department, it has to be considered as
not protected. The overview of the configuration state, the available
communication channels as well as which components are moni-
tored is asked to give an idea of possible attack vectors to the given
infrastructure. Even if there are no official vulnerabilities reported
to the current versions, accessible communication channels, and
patch states there is the possibility of compromise through the
given attack vector. The base to calculate percentages as well as
averages is the number of systems within the infrastructure and
therefore is also a metric within the question if all components are
known. In practice, the term system has to be defined to set the
scope of measurement and gain common acceptance.

security issues?

Do employees violate
against awareness poli-
cies?

3 admin violations [13, 41], =
unauthorized access to web
sites/documents/files [25, 41], 2
reasons for revocation [32], @ of user
population revoked [32], = personnel
reprimanded or fired for security
decisions/actions [23]

> best security practice incentives
[50], ¥ incidents reported per em-
ployee [27, 36, 50], @ training hours
received per year [50], degree of
awareness (survey) [50], % security
budget spent on training [50], % sat-
isfactory accomplishment per train-
ing activity [3, 50], degree of organi-
zational climate satisfaction [50], @
users briefed [32], % managers with
a NDA [27], ¥ employees with exclu-
sive dedication to information secu-
rity [27], % managers with informa-
tion security certification [27, 36], %
personnel with security training (to
their specific responsibilities) [3, 23,
29, 36]

Are employees trained
and aware?

4.4 Vulnerabilities

The goal to minimize Vulnerabilities within organizations is one
of the most important goals that information security managers
have. Vulnerabilities are connected to all management activities
because they cause risks in case of available threats and, therefore,
loss when they are disregarded. Vulnerabilities are seen in practice
as technical vulnerabilities. Consequently, this management suc-
cess factor is bound to be technical in nature which leads to the
technical metrics shown in Table 6. To measure existing vulnerabil-
ities the infrastructure has to be known and monitored. If systems
are not monitored and updated, these have to be considered as
vulnerable to attacks. Not just the monitoring itself but also the
testing of infrastructure components lead to an improvement of the
current information security status. A typical drawback by measur-
ing information security vulnerabilities is the fact, that there are
vulnerabilities that are not publicly available. These called zero-day
exploits have to be taken into account when dealing with vulnera-
bility metrics. It could create the wrong impression of security for
managers.
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Table 5: Metrics to quantify infrastructure security.
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Table 7: Metrics to quantify physical security.

Question

Metric

Question

Metric

Are all infrastructure
components known?

> systems [8, 43], ¥ critical assets
[31, 48, 50], X critical areas [50], ¥ ap-
plications [31, 48], % asset visibility
[8, 23, 43]

Are all components con-
figured according to the
definition?

¥ configuration weaknesses [16], %
secured configurations [50], ¥ secu-
rity evaluation deficiency [12], ¥ mis-
configured devices [41], X firewall de-
vices with retrieved configuration [7],
% system interfaces accepts only valid
input [7]

Are critical components
physically protected?

% critical equipment with adequate
physical protection [29, 36, 50], host
criticality [31, 48]

Table 8: Metrics to quantify CIA.

Question

Metric

Are all documented
components available?

@ service availability time [16, 30], %
network reachability [48], % systems

Are there newer ver-
sions of components or
their services available?

% available patches applied [13, 36],
¥ devices requiring remediation [41],
% total hosts that require remediation
[41]

Are all documented
components available?

% configuration available [40], % as-
sets with control reviews [23]

Are all communication
channels known?

¥ external communication paths [11],
> remote accesses and wireless de-
vices [36, 50], X access points [12]

Are all components pro-
tected against known
attacks?

% detection mechanism deficiency
[12], = pc/servers with antivirus in-
stalled [3, 27]

Are all components
owned and monitored?

% information system assets with
owners [27], % log files monitored
[25, 29]

Table 6: Metrics to quantify vulnerabilities.

Question

Metric

Are all security patches
up to date?

% available patches applied [13, 36],
vulnerability exposure [11, 31], = se-
curity evaluation deficiency [12]

Are all infrastructure
components known?

see infrastructure

Are all components
scanned for vulnerabili-
ties?

% tested/assessed systems [3, 8, 50],
% secured areas [50], % withstand tar-
geted pentest attacks [7]

Are all published vul-
nerabilities of the infras-
tructure known?

3 known vulnerabilities [2, 7, 11—
13, 15, 16, 29, 31, 36, 37, 41, 48], @
vulnerabilities per system [11], % sys-
tems without severe vulnerabilities
(31]

4.5 Physical Security

The physical protection of buildings, infrastructure, offices, and
other hardware is a special topic in conjunction with information
security. Physical Security is related to information security but
mainly it is not part of the organization‘s information security de-
partment but of corporate security [20]. Therefore, Table 7 include

availability [50]
data transmission exposure [12], 3
unauthorized information disclosures
[41], % encrypted communication
[40], % media that passes sanitization
procedures [36]

Are  communication
paths encrypted?

just metrics related to the physical protection of infrastructure com-
ponents which are critical for the business of an organization as
well as the underlying number of critical systems. The number of
resulting metrics also represent their presence in literature.

4.6 CIA Triad

The confidentiality, integrity, and availability (CIA) are the
“protection goals” of information security but are called in prac-
tice as a theoretical construct from research. When it comes to
decision-making, practice shows that management depends less on
these protection goals than expected [20]. Nevertheless, the goal
to protect confidentiality, integrity, and availability is very impor-
tant in terms of communication and the understanding of certain
countermeasures. Also, risks can be explained more easily when
explaining the impact based on the CIA construct. The literature
has shown the difficulty of measuring these attributes but provides
metrics for consideration. These metrics are summarized in Table
8. It is also visualized in the low amount of metrics conducted out
of the literature. Metrics can be used to quantify the availability of
networks, documents, and systems. Aspects of confidentiality and
integrity are just be measured indirectly by providing encrypted
communications and perform tests which, in the case of outliers,
indicate possible violations such as transmission exposure.

4.7 Continuity

Continuity is in contrast to the availability, not just the availability
of systems but the continuous delivery of the intended outcome.
This includes business continuity as well as systems continuity and
is a major goal of information security and business management.
The most questions arise in case of a malfunction or disaster in
which the system must be recovered as quickly as possible. The
questions and metrics present in literature and shown in Table 9
is related to the possibility and the test to recover systems and
services as well as a buffer of available resources.
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Table 9: Metrics to quantify continuity.

R. Diesch and H. Krcmar

Table 10: Metrics to quantify risks.

Question Metric

Question

Metric

Are backups for compo-
nents in place?

¥ data recovery testing [50], = pro-
tected files [50]

Are there vulnerabili-
ties?

see vulnerabilities

Is it possible to recover
a malfunction service?

@ mean-time-to-repair systems [11,
30], @ business critical data recovery
time [50], @ critical data recording
date [50]

Do activities impact patch risk [48], @ systems mean-time-
continuity? to-failure [30], @ mean time to cat-
astrophic failure [30], ¥ remaining
storage capacity [11-13], = point so-
lutions [50]
4.8 Risk

Information security management standards are mostly based on
a risk management approach. The assessment of available Risks,
their classification and the development of countermeasures are
therefore the main activities for information security managers.
Minimizing risks according to the risk acceptance level is, therefore,
an important goal for information security managers. The metrics
and questions arising within this section are strongly related to the
risk definition. Risks are present if an asset has a vulnerability and
a possible threat. To quantify the risks, the impact and probability
of occurrence have to be considered. Each organization has its risk
acceptance and risk appetite. The metrics in Table 10 are present in
the literature and quantify the different aspects described.

4.9 Compliance & Policies

Compliance & Policies come from different sources like the se-
curity management of an organization, laws, regulations, and other
requirements. The goal of the management is to comply with these
regulations in order to achieve certifications or not violate laws.
The challenge is that a fully compliant organization may not mean
a fully secure organization [20]. These written rules have to be
monitored in order to evaluate their effectiveness. If no policies are
in place, it is difficult to push regulations through when violating
them. Therefore, the first question within Table 11 refers to the exis-
tence of policies. Policy violations and the opposite, the compliance
to policies, are also measured by literature. An important topic in
literature is, that policies are backed up by the management.

4.10 Resources

Resources does not just mean financial budgets but also includes
an appropriate number of skilled people and the appropriate time
to perform the necessary tasks. Thus, the effectiveness of resource
investment and employee management, as well as the availability
of time for projects, is shown in Table 12. The problem when quan-
tifying the effectiveness of security investments is, that they are not
easy to understand and to use. To calculate the return on security

Are exploitable threats
available?

@ CVSS score [48], processor or band-
width utilization [13, 23], ¥ identified
potential threats [13, 15, 23, 50]

Are all components of
the infrastructure re-
lated to a risk?

@ computer/host criticality (location,
application, role) [31, 48], % software
and hardware classified [50], % as-
sets with completed risk assessment
[3, 22, 23, 50], % risk assessment au-
tomatization [50]

What is the probability?

% probability of compromise [13], @
attack path death [12], X attack sur-
faces [2]

What is the impact in
case of occurrence?

>, worst case loss [11, 12, 43], ¥ busi-
ness value [31]

What is the current risk
level?

3 value at risk [13], @ level of risk
by area [50], risk level [16, 23, 31, 43],
risk exposure [31], downstream risk
[31], = it risk [22, 41]

What is the accepted
risk level?

risk acceptance level [23], X risks ac-
cepted [23], = high risks accepted
[23]

Table 11: Metrics to quantify compliance.

Question

Metric

Are policies in place?

¥ security policies/controls [43, 50],
% policies and procedures into the de-
sign phase [50]

Are there policy viola-
tions?

% user accounts in compliance [13],
maturity level of current controls
[50],, = policy violations [41]

Are policies accepted by
the management?

% policies and procedures docu-
mented and approved [50], % strategy
robustness [50], % managers involved
in the information security policy def-
inition/evaluation/review [27]

Are all rules fulfilled?

% compliance [13, 16, 43, 50], X sys-
tems certified [43], ¥ audits out-
sourced/internal [7, 23, 36, 50], % ful-
filled regulations [50], % security re-
quirements addressed in third party
agreements [29]

investment (ROSI), it is necessary to assume the loss expectancy
in case of corruption, the mitigation ratio for a proposed solution
as well as the cost of the solution. These preconditions alone are

difficult to measure and quantify. However, if this process is carried
out carefully, not only the information security management but
also the business will understand the value of information security.
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Table 12: Metrics to quantify resources.

Question Metric

Are projects in time?
Is budget enough and ef-
fectively used?

@ project delays [50]

ROSI [10, 13, 50], security investment
benefit [43], security budget segre-
gation/evolution [50], £ cost-benefit
[3, 31], information security budget
in current year [27], cost and effort of
patch process [37], % budget devoted
to IS [36]

% qualified IS staff [27, 50], % respon-
sibility sharing [36, 50], % in house
specialized staff dedicated to assess-
ment of info-sec activities [50]

Is there enough quali-
fied staff?

4.11 Security Management

Information Security Management has the goal of developing,
implementing and improving information security within organi-
zations. This goal can be achieved by implementing processes that
are described in multiple standards and best practices like ISO/IEC
27000 [28], NIST 800, ITIL, and COBIT. To quantify aspects of the
effectiveness of the information security management, questions
have to be answered regarding the processes of the information
security management program. The area of information security
management processes is well described in scientific literature as
well as in current standards and best practices. The sanitation of
available metrics from this area shows, that the metrics are quanti-
fying the effectiveness of typical information security processes or
the ability to cover and detect attack attempts. The typical metrics
contain a time component or a percentage processing of existing
tasks. However, operational security does not quantify aspects of in-
formation security but the ability of an organization to detect, plan,
and process information security-related tasks in an effective way.
This is important for the management to continuously improve
and maintain the security status of the organization. Also, Lee et al.
[33] reveals, that a higher security standard does not necessarily
lead to a higher security level. Table 13 shows the overview of the
related questions with the metrics from the literature. There are
multiple examples illustrates this. The number of viruses detected
and isolated shows that viruses can be detected and the ability of
the security staff to isolate them. This indicator does not cover any
other aspect but the effectiveness of the security operations de-
partment. Nevertheless, if information security operations is not in
place, it could be argued, that the security of an organization is not
protected at all. Thus, information security operations have to be
monitored and also improved in order to improve the information
security status of an organization in a structured way. Another
example is the average known vulnerability days which indicates
how long a known vulnerability exists. The metric measure the ef-
fectiveness of vulnerability management but not the actual state of
vulnerabilities within the organization. Both aspects are important
but measure different things.
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4.12 Organizational Factors

Organizational Factors must be considered by making informa-
tion security-related decisions but can not be converted into a goal
for the information security manager [20]. This factor might have
an impact on whether it is possible to push policies and counter-
measures through an organization or have an impact on the risk
appetite as well as the possibility to hire their own staff related
to information security. However, an optimal organizational size
or structure is not achievable by the information security manage-
ment. There are no metrics described in the literature that quantify
aspects of this factor.

5 DISCUSSION AND FUTURE RESEARCH

This study synthesizes available information security metrics and
links them to management success factors. To achieve this link, each
management success factor was extended by questions with the
help of the Goal-Question-Metric approach. Each question explains
a different aspect of the related management success factor. Metrics
from the literature, revealed with the help of a systematic litera-
ture review, were then assigned to one or more of the questions.
Assigning these metrics leads to a clustering of available security
metrics in the literature to management goals. That was asked by
multiple authors in literature and requested by practitioners. This
research enables security practitioners to look for specific metrics
that can be used to quantify a specific goal and improve it over time.
This opportunity is especially useful for small- and medium-sized
businesses because they might not have the expertise to develop
their own goals with specific metrics.

The distribution of metrics leads to the conjunction that there
might be a set of core metrics that are required because they mea-
sure aspects of multiple goals at once. This explains the overlap
of some of the metrics. An example is “known systems” which
is important for understanding the infrastructure as well as it is
for recognizing vulnerabilities. This turns out to be the case be-
cause an unknown and therefore not monitored system has to be
defined as vulnerable. If an organization wants to establish metrics,
these metrics would have the biggest impact on the organization's
information security.

Clustering and calculation of the metrics show that some metrics
are dependent on others. The best example is the risk goal. This
goal can be reached by quantifying the goal of minimizing vulner-
abilities as well as by knowing the infrastructure and, therefore,
the threat landscape. Also, possible risks can occur from all key
security indicators as shown in a previous study [20]. The assigned
metrics also show these dependencies through their calculation.
This means that some metrics must be implemented before others
can be applied and, thus, are their prerequisites. Practitioners and
researchers also have to consider the prerequisites to collect the
different data that are needed to instantiate the metrics. There, the
cost and effort of collecting these data have to be weighted. Also,
managers with less information security background are able to
look over the different aspects and easily assess the needed tasks to
protect their organization. An example would be, if a metric like X
known systems is suggested, an organization has to think about im-
plementing a configuration management database or asset system
in order to quantify this metric. Also, an infrastructure scanning
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Table 13: Metrics to quantify security management.

Question

Metric

How effective are problems handled?

@ mean-time-to-repair systems [11, 30],  viruses detected and isolated [13, 41, 50], % audit items
closed [13, 22], time between vulnerability discovery and repair [11], @ known vulnerability
days [12], @ time to respond to incidents [50], % incidents stopped per month [3, 50], %
nonconformity aspects fixed [50], certification status (hours needed to achieve certification)
[50], % audit findings closed, [22], min/max/mean time to correct a variance [23]

What external partners have to be man-
aged?

3 contracts with third parties [29, 50], % outsourced information security processes [50]

Which attacks and problems can be de-
tected by the security management?

¥ incidents [22, 25, 27, 29, 36, 50], ¥ packets dropped by firewall [13], 2 viruses detected
in user files/e-mails/websites [13, 41], ¥ intrusions detected/attempts [13, 41], 3 spam (not)
detected/filtered/false-positive [41], = firewall false negative [7]

Are changes handled through security
management?

> changes in compliance [12, 16, 27, 36], ¥ system configuration changes[11], ¥ architecture
changes [50], min/max/mean time to discover a configuration variance [23]

Are countermeasures/actions planned
and implemented/done?

> successful implementations of security procedures [43], evolution of information security plan
of action [50], % daily monitored processes [50], % monthly systems performance and assurance
scheduled activities [36, 50], % maintenance processes executed [50], % countermeasures
implemented [50], @ risk assessment review time [50], ¥ managers monitored [27], % risk
management actions planned/approved/rejected [22], ¥ privacy risk monitoring activities and
reports [22], ¥ policy exception reviews [23], frequency of control reviews [23], maintenance
delay per event [29, 36],

Is the top management involved?

% suggested procedures approved [50], % policies and procedures documented and approved
[50], % strategy robustness [50], 2 downstream and upstream info-sec communication (meetings
to top level management) [50], ¥ managers attending the security committee meetings [27],
% business initiatives supported by information security [3], % agreements with information
security clauses [3]

How effective are other security related
processes?

@ hours dedicated to policies and procedures design/implementation/reviews/updated [50],
% high-impact incidents on processes not contemplated in previous risk assessments [50], %
internal audits accomplished [7], @ attendees per brief [32], @ average system approval time
[32], 2 actualization’s distributed in the last two weeks [27], = corrective actions taken after
specific event [25, 29], ¥ newly identified it risks [22], = remediations applied by time and type
[41], @ time to patch systems [37], 2 reviews by third parties [29]

tool, which reveals hidden systems is needed to distinguish between
known and unknown systems. This result in the need for thinking
about the availability of data, their usefulness, and accuracy.

Multiple authors have mentioned the same metrics but have
articulated them in different wording, scales or contexts. There were
also authors that mentioned multiple metrics in the same article,
but they had the same meaning although they had different names.
This makes it clear that there is still no common understanding of
information security metrics in the literature. This study can help
to determine such an understanding.

Previous work deals with multiple suggestions about specific
metrics. These metrics are helpful to measure certain aspects of
information security. This work combines the information security
management perspective with the technical information security
metrics view to link them together so that a practitioner and a
researcher have the ability to understand each other’s needs and
background. The research of information security metrics was ex-
tended by clustering them to management success factors as well
as the other way around.

Each study has its limitations and creates opportunities for fur-
ther research. The literature survey was rigorously conducted using

the proposed methodology but is limited to the asked databases
and, thus, might not contain each relevant article. Also, the filtering
process as well as the analysis and assignment steps were done to
the best of the authors’ knowledge but could include subjective
meanings of the authors. An empirical study can be conducted to
evaluate the proposed metric assignment as well as the usability and
understandability of the metrics. The information security manage-
ment has the opportunity to choose or implement all the proposed
metrics, but the number of them is very large which could lead
to information overload effects. Therefore, future research could
investigate combining and aggregating the different metrics from
the individual goals to develop a key indicator for each goal that
could then be presented to the information security management.
Such an information security management dashboard was asked by
different experts in the field [20] and is requested in recent research
articles [1, 34, 49]. The proposed systematization of metrics from
the literature can serve as the basis for such dashboard develop-
ments as well as research in the field of quantifying and developing
key security indicators. A further research possibility could be the
design, architecture, and development of a solution to automatically
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collect the necessary data for security metrics from an organiza-
tion. Also, a question remains if all metrics are really necessary
and useful to measure the actual information security status of an
organization. An example would be spending hours on training
and if the awareness increases with more training hours. Especially
if the training itself is not effective. Other authors criticize metrics
within standards and best practices regarding their objectives. They
measure the effective implementation of countermeasures and not
the actual information security status of an organization or if the
countermeasures itself are effective [7]. This applies mainly to met-
rics within the “security management” cluster within this article.
The detailed discussion of each metric depends on the context and
is out of scope of this research article. It can be argued that these
metrics are not useful for measuring the actual information security
status but the effective implementation of processes and counter-
measures. Therefore, future research should empirically test the
proposed metrics in order to evaluate their meaningfulness and
usability in measuring the actual information security status of an
organization.

6 CONCLUSION

Information security metrics are the most common method to mea-
sure the effectiveness of information security countermeasures and
concerns in organizations. There are many metrics described in the
literature. However, they are not related to security management
goals. Therefore, this study investigates how information security
metrics from the literature can be linked to security management
goals.

To answer the research question, a state-of-the-art literature
analysis was conducted to define metrics. After that, 12 manage-
ment success factors were defined as management goals. The Goal-
Question-Metric approach was used to specify different aspects
of the goals. Finally, the metrics were assigned to the developed
questions in order to cluster the metrics to the information security
management goals.

The results combined the two research streams of information
security metrics and information security management objectives.
Therefore, it helps to understand what the metrics quantify from the
management perspective and the other way around. The results can
be used to further develop key indicators, conduct empirical studies,
and investigate in the research of possible dashboards for the in-
formation security management. Also, the research can provide an
opportunity to design a technical information security assessment
solution.
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